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TREASURY AND GENERAL GOVERNMENT
APPROPRIATIONS FOR FISCAL YEAR 1998

TUESDAY, APRIL 15, 1997

U.S. SENATE,
SUBCOMMITTEE OF THE COMMITTEE ON APPROPRIATIONS,
Washington, DC.

The subcommittee met at 10:17 a.m., in room SD-138, Dirksen
Senate Office Building, Hon. Ben Nighthorse Campbell (chairman)
presiding.

Present: Senators Campbell, Shelby, Faircloth, and Kohl.

Also present: Senator Glenn.

PANEL 1

CONGRESSIONAL WITNESS
STATEMENT OF HON. JOHN GLENN, U.S. SENATOR FROM OHIO
OPENING REMARKS OF SENATOR CAMPBELL

Senator CAMPBELL. The Subcommittee on Treasury and General
Government will be in order. I want to apologize to all of the wit-
nesses for having to delay the hearing this morning. We scheduled
this hearing before we realized there were going to be votes this
morning. | guess this goes to prove to you that we are in our usual
confused state. I know some of you had other appointments, so |
really apologize for inconveniencing you.

This morning the subcommittee is here to discuss an issue of per-
sonal interest to most of the members; that is, the Internal Reve-
nue Service’s employee misuse of taxpayers’ files. Abuse by employ-
ees in the IRS has been a concern of many Members of Congress
for many years. Here are some of the examples of letters that |
have received. Some of our constituents have written very vehe-
mently about the problems they have had with the IRS.

One constituent from Longmont, CO, thought his problems with
the IRS had been resolved when he followed the instructions of the
U.S. Attorney before they moved to Colorado from Massachusetts.
This constituent says—I will just read an excerpt from each of
these letters. We have just recently moved back to Colorado and
the Internal Revenue Service in Worcester, MA, will not release
our file back to the Denver office unless we agree to sign a Form
300 to allow this problem to be investigated 10 more years.

Another constituent from Lakewood, CO, has a story of an abu-
sive IRS employee in an attempt to get answers by the phone. Here
is her account of what happened. This person talked in a raised
voice during the whole conversation, obviously meant to intimidate
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me. He hammered and hammered about two missed payments. |
tried to explain that | acknowledged this and previously cor-
responded about this and | needed clarification on the issues that
concerned me. | was told, listen, do not argue with me. Be quiet
or 1 will hang up. He asked me what my letter said and | read it
to him. His reply was, well, then it tells you what to do, does it
not?

By now my frustration had turned to tears. | said, | am making
an effort. 1 need to know how and when so that | can make the
necessary arrangements. There is no need to get nasty with me. |
hoped he was happy that | was this upset. He said exactly, | do
not care if you cry or you do not cry. You do not make my day. By
now | had had enough. | asked for confirmation of his nhame and
he told me, Mr. Christenson, like | told you 5 minutes ago. You do
not listen very well, do you?

A citizen in Broomfield, CO, found out the hard way not to count
on information supplied by the IRS. Every time he was told that
the situation had been resolved, the IRS found yet another prob-
lem. Here was his bottom line.

I have made many business, financial, and personal decisions
based on my information received from the IRS. I have ruined my
credit rating, my good name, and if | do not receive a minimum of
$5,000 by January 21 | will most probably be forced to file bank-
ruptcy. | do not understand how a Government agency can mislead
and deceive the people of this country. They are not accountable to
anyone. You, as an elected official, should be concerned and under-
stand that these are some of the reasons that the anti-Government
are becoming more visible.

A certified public accountant in Fort Collins, CO, has written on
behalf of thousands of citizens who were bilked out of millions of
dollars by a fraudulent scheme. When it was discovered, most tax-
payers wrote off their losses for income tax purposes. But there
were hoops created by the IRS. This gentleman says in part, the
IRS moved in, changed the returns, but granted 87 percent of the
investments as theft loss or capital loss. This was agreeable. But
to claim the loss, the taxpayer had to sign an agreement drawn up
by the IRS.

The kicker to the agreement was that in any future recovery of
the loss, the taxpayers had to report the recovery not at face value,
but at an inflated amount based upon a stated factor for each po-
tential year of recovery. The wording of this agreement was very
ambiguous. | still interpret it differently from the IRS. I am con-
fident that a majority of the taxpayers signing it did not under-
stand its results. They also signed under coercion. No sign, no loss
allowed.

There is more; several other parts in that letter. | will not go into
them because we did get started late. But those were a few exam-
ples of letters that | have received, and I know many of my col-
leagues receive the same type of letters. | will be inserting all of
these in the record, without objection.

[The letters follow:]
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EXCERPTS OF CONSTITUENT CORRESPONDENCE

Some things seem so logical that they are not apparent, but wouldn't it be a good
time to do something about the IRS and the present tax system? The tax system
is out of control, not understood by anyone, including tax accountants. The billions
of dollars spent on the up-dating the computer system was money down the drain.

DENVER, CO.

| have always prided myself on my skill to figure out my own Federal income tax,
while many of my friends (engineers, school teachers, retired military officers, and
businessmen) have reverted to professionals to accomplish the same * * *. This
year | had made some stock & bond transactions which require submission of the
“Gains and Losses from Section 1256 Contracts and Straddles, Form 6781.” | called
the IRS and asked for verification of my entries. The lady said she did not have
the form. | said to her “Please get it and help me out.” The line went dead for about
two minutes and she came back on and said “We don't have Form 6781". | replied
“Surely, if you're the IRS you must have the form.” She reiterated “Form 6781 is
on my list but | can't get one.” Then | just laughed and said, “I don't believe this”
and then | thanked her for her time.

COLORADO SPRINGS, CO.

When 1 called the IRS information line to obtain answers to questions, they were
not able to answer them with consistency * * *. The tax rules are so complex, that
no one, including the IRS, can interpret them. Yet the IRS constantly uses them
to penalize and terrorize the American public.

GRAND JUNCTION, CO.

We are average taxpayers. We required five different IRS publications in addition
to the instructions accompanying our 1040. High powered mathematicians and ac-
countants must be paid plenty to devise all of the formulas that go with these var-
ious publications. For example, Form 4797 takes 18 hours and 53 Minutes to pre-
pare. Form 6252 takes 56 minutes. Form 1040 takes 4 hours and 33 minutes, (just
to mention a couple). This information is directly from the IRS. This has gone be-
yond good sense. The money wasted in the devising, publishing, and distributing
these forms and publications would go a long way toward balancing the budget.

GoLDEN, CO.

We just had our taxes done. It is interesting to note that when 1 first filed an
income tax return, in 1956, | was able to do it myself, without any help from any-
one. Plus, | had a refund. Now, 41 years later | have to pay someone to do my taxes.
Something has really gone wrong with our tax system when the average person has
to pay someone to do their taxes. The IRS seems driven towards making everything
so confusing as to make it impossible to do your tax return without outside help
* * * | may be wrong, but our tax system seems to be designed to punish you if
you are successful in any way.

Lakewoob, CO.

| do want to say that | do not know why the IRS does what they do to the middle
and lower-middle class of America.
LAkEwWoOOD, CO.

INAPPROPRIATE BROWSING THROUGH TAXPAYER FILES

Senator CAamMPBELL. Obviously, there are many problems and con-
cerns about IRS interaction with U.S. citizens. Today we are going
to focus on one of those concerns which was brought to our atten-
tion by a recent story in the Washington newspapers about inap-
propriate browsing through taxpayer files. We have heard allega-
tions of IRS employees accessing the computerized tax records of
celebrities, friends, and enemies; most often just for the fun of it.
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But I know most of my constituents certainly do not believe that
is funny.

This morning we are going to hear first from the ranking mem-
ber of the Senate Governmental Affairs Committee, Senator John
Glenn. Senator Glenn has spent considerable time on the issue of
the IRS computer security and we are pleased to have him here
this morning.

We will also hear from Treasury Deputy Secretary Larry Sum-
mers. We are particularly interested in knowing what leadership
has been provided from the Department on these issues.

Next, the General Accounting Office will brief us on their recent
report dealing with IRS computer security in general and employee
browsing in particular. We will then talk with other representa-
tives of the Department of the Treasury, the IRS Commissioner
Margaret Milner Richardson, and the Inspector General Valerie
Lau. Hopefully, we will learn what the Treasury Inspector Gen-
eral’s office and the IRS itself has done to address these problems.

PREPARED STATEMENT

The president of the National Treasury Employees Union, Robert
Tobias, was invited to join us, but unfortunately had to be out of
town. Without objection though, he has sent a statement and we
will introduce that in the record.

[The statement follows:]

PREPARED STATEMENT OF ROBERT M. ToBIAS, NATIONAL PRESIDENT, NATIONAL
TREASURY EMPLOYEES UNION

Mr. Chairman, Ranking Member Kohl, Members of the Subcommittee, on behalf
of the 150,000 federal employees, |nc|ud|ng many at the IRS, represented by the Na-
tional Treasury Employees Union, thank you for inviting me to testify today on the
issue of electronic browsing of tax return information by IRS employees. | deeply
regret that a previous commitment does not allow me to be here in person, but I
sincerely appreciate the opportunity to submit this statement for the hearing record
and would be happy to answer specific questions for the record as well.

Let me state at the outset that NTEU does not condone “browsing,” or the unau-
thorized inspection of taxpayer information by IRS employees or anyone else. We
have worked with the IRS to emphasize the seriousness of these offenses to the IRS
work force. In a joint Memorandum For All Employees, dated November 16, 1994,
(which is included in Appendix Il of the April 1997 GAO report on IRS Systems Se-
curity) Commissioner Richardson and | wrote: “Safeguarding public confidence in
the integrity and competence of the Service is a top priority for all employees. Each
of us must take seriously any perceived or real breach in public confidence and trust
in our ability to administer tax laws.”

The joint memo went on to say: “Our efforts to maintain taxpayer privacy also
includes continually improving Service ability to identify any employee who fails to
safeguard taxpayer information and, where appropriate, taking disciplinary action,
up to and including removal. This effort is not intended to impose an additional bur-
den on conscientious employees in their use of tax systems. It is, however, intended
as a concerted effort to maintain a work environment that reflects the highest
standard for the protection of sensitive taxpayer information.”

I am very distressed that recent information compiled by GAO and IRS indicates
that browsing has not been stopped by these efforts. | am particularly disturbed by
published reports concerning incidents of browsing by those with truly heinous ob-
Jectives such as the white supremacist, Mr. Czubinski.

While NTEU is committed to the total eradication of browsing and for that reason
will not oppose Senator Glenn’s bill, S. 523, to criminalize the unauthorized inspec-
tion of tax returns, the Subcommittee should know that my belief is the large major-
ity of browsing is misguided rather than malicious. Curiosity, rather than personal
gain seems to be the common motivation. In fact, the IRS report that was the basis
of the 1,515 instances of browsing in 1994 and 1995 also states: “It should be noted,
however, that many of these cases (about one third) which are detected through reg-
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ular IDRS security systems, are situations of accessing one’'s own account that is
generally attributable to trainee error.”

I would like to emphasize that | do not mean to try to excuse incidents of brows-
ing by noting that the motivation is for the most part not malicious. | understand
the serious impact that browsing has on the public’s ability to feel secure that their
tax documents are being held in a truly confidential manner and | pledge the co-
operation of my union, as | have in the past, in efforts to end any browsing.

As | stated earlier, | do not intend to oppose Senator Glenn’s bill, S. 523, but have
been working with him and the Treasury Department to clear up some concerns
about the adequacy of the language of the bill to clearly identify the distinctions be-
tween authorized and unauthorized inspections. IRS employees must inspect tax re-
turns and tax return information on a daily basis and care must be taken to ensure
that only willful and intentional actions of unauthorized browsing will be subject to
criminal penalties.

I realize that by the time of this hearing the House and Senate bills to make
browsing of tax returns a criminal offense will be very close to being on the Presi-
dent’s desk. It is not lost on me that the date of this hearing is April 15th, tax filing
day. | have been President of the National Treasury Employees Union, which rep-
resents IRS employees, for 13 years and associated with the Union for much longer.
| recognize that Americans do not enjoy paying their taxes and that many in Con-
gress choose the symbol laden April 15th to highlight their sympathy with their con-
stituents on the issue by acts aimed at reforming the IRS or the tax code. | don't
fault anyone for that, but | do hope that symbolism will not obscure the importance
of legislating in a prudent and judicious manner, especially when criminal penalties
are involved.

In addition to April 15th, this week holds another symbolically important date for
federal employees and, | hope, the country. April 19th will mark the second anniver-
sary of the bombing of the Oklahoma City Federal Building, which resulted in 169
deaths, mostly of federal employees who worked in the building. The GAO report
on IRS Systems Security that was the subject of a hearing in the Governmental Af-
fairs Committee last week and mentioned in numerous media stories associated
with the issue of browsing also found serious weaknesses in physical security for
IRS work sites. In fact, the report states that “primary weaknesses were in the
areas of physical and logical security.” (p.5, emphasis added.) The physical security
weaknesses were so serious that GAO refused to publish them for public review for
fear of further endangering IRS employees and the information kept at their work
sites. Yet, no hearings, closed to the public or otherwise, have been called. No bills
have been introduced. No symbolically important dates have been targeted for ac-
tion that would highlight Congressional concern or commitment to corrective legisla-
tion.

My hope, Mr. Chairman, is that you and other Members of Congress who have
jurisdiction over matters dealing with the IRS will request briefings from GAO on
the physical security threats they found in doing their recent report and address
those threats, which pose life threatening consequences, with the same zeal and
speed that the issue of unauthorized glancing at tax returns is being addressed. |
would suggest April 19th as an appropriate day to undertake corrective action.

| am attaching to my testimony an article that appeared in the New York Post
recently outlining a plan to have retail shops on the first floor of a New York City
federal building that houses IRS and FBI offices as an example of the kind of seri-
ous security problems that need to be addressed at IRS facilities.

Before concluding, Mr. Chairman, | would like to return to the issue of browsing
by IRS employees. Because | have honestly worked hard to make it clear to the
members of my union that browsing was totally unacceptable, I've been asking my-
self in light of the recent disclosures that it has not abated, why? Again, please do
not take my words as offering excuses, but as providing you with a sense of the cul-
ture IRS workers operate in that could help explain why seemingly clear directives
do not have the impact they should.

As any parent knows, consistency and fairness are the cornerstones to good be-
havior. Rules are more likely to be followed when expectations are consistently put
forth and the measures of meeting expectations fairly applied. Unfortunately, con-
sistency and fairness do not reflect the current culture at IRS. And some of that
is Congress’ fault.

Budget cuts and policy changes swing back and forth on a yearly pendulum. In
debates on Taxpayer Bill of Rights and other similar legislation, IRS employees hear
sentiments that would indicate that their most important priority is to ensure that
taxpayers (or in many instances, tax-owers) are treated with the utmost in tact and
politeness, regardless of the fact that they may have thrown a brick through your
car window when you tried to get them to pay what they owe. Just weeks later,
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in Congressional debates IRS workers can hear loud support for contracting out tax
collection to the private sector because the IRS employees aren’t aggressive enough
(and can't legally be motivated by quotas or monetary incentives) at collecting the
revenue that is owed to the Treasury.

One of my personal favorite Congressional flip-flops was on the administration of
the Earned Income Tax Credit. First, IRS was called to Congress to explain why
there was so much fraud being perpetrated under the program. They were beaten
up pretty badly and instituted a good fraud detection system for the program. Then
they were called to the Hill to explain why EITC refunds were being delayed in
order to ensure that no fraud was committed.

As I'm sure you know, IRS employees have also recently been facing downsizing,
furloughs and Reductions in Force. | cannot overstate how much these proposals un-
dermine employees’ morale, especially when these actions are accurately perceived
as being not thoroughly analyzed or fairly implemented, as in the case of the IRS
Field RIF.

As | said at the outset of this section, | do not mention these things to provide
excuses for browsing tax returns, but to illustrate that the current real or perceived
inconsistencies and unfairnesses of the current IRS culture make it difficult to con-
vince IRS employees that the important “must follow” rules of today (such as those
against browsing) will be the same tomorrow, because they often aren't.

Thank you again for inviting me to testify today. | would be happy to provide an-
swers for the record to any questions you might have.

[From the New York Post, Mar. 7, 1997]
G-MEN FEAR WHOLESALE SLAUGHTER IN NEW HQ

(By Niles Lathem)

Jittery FBI and IRS agents say a government plan to let trendy shops rent space
in their high-security downtown Manhattan building will make them vulnerable to
terrorist attack.

The General Services Administration, which manages federal buildings is going
ahead with a plan to lease prime first-floor space in the federal building at 290
Broadway to private vendors despite the security concerns, The Post has learned.

The rentals could make millions of dollars for Uncle Sam.

Agents fear that the shops, uncontrolled by federal security, would offer terrorists
and madmen an easy way into their building.

The building is considered a prime target for terrorists because both the FBI and
the IRS do their business there.

The controversy comes just as security at all federal buildings, military installa-
tions and airports is being boosted, fueled by tensions in the Middle East, the trial
of accused Oklahoma City bomber Timothy McVeigh and the approach of April 19—
the anniversary of the bombing and the fiery ending of the Waco, Texas, siege.

Security is high at 290 Broadway.

All visitors are carefully screened, and extra measures have been taken to protect
the building’s perimeter.

Sidewalk traffic is monitored. No unauthorized cars are allowed to park at the
curb. Delivery trucks are not allowed to double-park.

But, according to people who work inside, the security measures could be neutral-
ized if the GSA goes ahead with its plan to build a trendy shopping area downstairs.

“We believe the potential for placing a bomb directly outside or inside these stores
could be greatly increased as a result of these commercial rentals,” managers of the
IRS, the FBI and the Environmental Protection Agency said in a letter to the GSA.

“Since public access to these areas would be uncontrolled and delivery and repair
work would not be supervised by the building guard service, security as a whole
would be severely compromised.”

But the GSA is undeterred.

“The development of retail space was part of the terms of our acquisition of land
from New York City in 1990,” GSA spokeswoman Rene Misscione told The Post.

“We are aware of the security concerns and these are matters we take seriously.
These concerns are being taken into consideration in the negotiations,” she added.

The FBI, which conducts its anti-terrorism and organized-crime investigations out
of the building, has plenty of enemies. The IRS also is a potential terrorist target.

The IRS wants to use the storefronts for taxpayer service—a move that would in-
crease security by keeping the general public out of the main section of the building.
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Now people coming in for audits or picking up forms have to go through a metal
detector and up to the fifth floor.

But the GSA has said the IRS would have to pay a lot more rent as well as foot
the bill for renovating the space. The IRS has been unable to afford it.

STATEMENT OF SENATOR KOHL

Senator CampPBELL. | thank all of our witnesses for being patient
this morning. With that, Senator Kohl, do you have a statement?

Senator KoHL. | thank you, Senator Campbell. I also would like
to thank Senator Glenn for taking the time to testify before us
today. His presence here and his hard work on this issue are clear
demonstrations that IRS management and mismanagement are of
deep concern to Democrats and Republicans alike.

I will keep my opening statement brief today as | have a very
busy morning ahead. | have to finish up on my taxes. [Laughter.]

Senator CAMPBELL. Good luck.

Senator KoHL. In fact, | see that Commissioner Richardson is on
the last panel of the morning. Perhaps if 1 work hard enough |
could hand in my returns to her at the end of the hearing.

On a more serious note, today our hearing will address employee
misuse of taxpayer files, or what the papers have termed snooping.
With all the recent press coverage of IRS problems with their com-
puter systems and their general management, some might think a
few IRS employees snickering over Elvis Presley’s returns is not a
serious issue. | could not disagree more.

Eighty-three percent of all income taxes collected by the IRS—
that would be about $760 billion a year—are sent in voluntarily.
That is amazing. That means that our current tax collection system
relies heavily on Americans willingness to follow tax laws and pay
what they owe. These recently reported incidents of snooping by
IRS employees, and the IRS’ inconsistent treatment of employees
caught snooping, puts in jeopardy this incredibly high compliance
rate.

Would you want to buy a house if you knew a peeping Tom lived
next door? Do you want to send in a record of your most personal
financial transactions if you think IRS employees might with impu-
nity be browsing through your tax returns?

Concerns for the privacy for citizens who willingly provide infor-
mation to Government agencies led to the enactment last year of
the Economic Espionage Act, a bill which | authored. That legisla-
tion includes a provision making it a crime to look at information
stored in any Federal Government computer without proper au-
thorization. Senator Glenn’s legislation, of which I am a cosponsor,
also makes a crime the unauthorized inspection of any tax return,
be it on paper or the computer. These are the first steps we need
to take to restore taxpayers’ faith in the IRS.

Another step is this morning’s hearing. Today | hope our wit-
nesses will tell us how these incidents of unpunished snooping oc-
curred and what is being done to keep them from happening again.

I look forward to discussing this with our witnesses this morning,
and | hope that we can leave today with a renewed commitment
for the IRS, Treasury, and Congress to complete the task started
in 1992, a zero tolerance policy for snooping.

Senator CAMPBELL. Senator Shelby.
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STATEMENT OF SENATOR SHELBY

Senator SHELBY. Thank you, Mr. Chairman. Mr. Chairman, |
have a short statement. | appreciate first, Mr. Chairman, you hold-
ing this hearing today on such an important task as the security
of the American people’s tax and financial information. But, Mr.
Chairman, in my view this hearing today is about a lot more than
ensuring the integrity of the American people’s financial records. It
goes right to the issue of whether or not the American people can
trust their Government.

It has been said many times before that the power to tax is one
of the most ominous powers given to the Government. If there is
any area in which the American people need to be able to trust
their Government, it is in the area of tax collection.

The recent revelation of IRS' employees snhooping through peo-
ple’s files without authorization only undermines that trust. This
abuse of power, Mr. Chairman, raises a couple of serious concerns,
and | hope that today’s panel can help address them.

First, it does not seem to me that the IRS has any idea how bad
this problem is. If I was in charge at the IRS and this problem was
brought to my attention, it would seem to me that the first thing
I would want to do is to get some sense of how widespread the
problem is, Mr. Chairman. There would need to be some way to ac-
curately measure how many violations have occurred. | am not
aware of any such procedure in place at the IRS, but | hope there
will be.

Another concern, Mr. Chairman, is that the IRS has been aware
of the problem of file snooping for several years now, and their at-
tempts to address it have not only been ineffective but have ap-
peared to me to reflect a lack of commitment to stamping out this
problem. The lengthy delay in responding to this problem, the gap-
ing holes left in the IRS security, and the seemingly weak discipli-
nary action are all prime examples.

I look forward to hearing our witnesses today.

Senator CampPBELL. With that, Senator Glenn, if you would like
to proceed. Welcome to the committee.

STATEMENT OF SENATOR GLENN

Senator GLENN. Thank you very much, Mr. Chairman. | appre-
ciate being here with you today as the subcommittee takes a look
at taxpayer privacy and IRS records. | want to thank you, Mr.
Chairman, for convening this important hearing, and also want to
thank the ranking member, Senator Kohl, for his efforts. I remem-
ber when the Senator from Wisconsin was a key member of the
Governmental Affairs Committee, before he gave up all the glitter
and glamour of that committee for the humdrum work of the Ap-
propriations Committee. Senator Kohl did do a lot of work on pri-
vacy matters and Government information and public access, some
of the things that you are addressing here today. We do miss him
on our committee.

By the end of today, hardworking citizens across this land will
have voluntarily shared their most personal and sensitive financial
information with their Government. All Americans should have un-
bridled faith that their tax returns will remain absolutely confiden-
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tial and will be zealously safeguarded. That is the hallmark of our
taxpaying system. If this trust is breached, it shakes the whole
foundation of our very Government. No wonder we have some of
the cynical attitude that is too often exhibited today.

That is why I am so hopeful that today Congress will finally pass
legislation | had first introduced a couple of years ago to outlaw
what | have come to term as computer voyeurism. That is, the un-
authorized inspection of your own tax information by those not en-
titled to see it. Some of our interest in this goes back several years.

In 1993 and 1994, as chairman of the Governmental Affairs Com-
mittee, | held hearings which first exposed this insidious practice.
We had come across this problem almost by happenstance, by a ref-
erence—it was a footnote, as a matter of fact, to an internal IRS
report contained in one of the first chief financial officer audits that
are required to be done and are performed by the General Account-
ing Office on the IRS.

We conducted a couple of hearings to further investigate this
matter. And it turned out that between 1989 and 1994, more than
1,300 IRS employees had been investigated on suspicion of snoop-
ing through private taxpayer files, confidential information that is
supposed to be for official use only.

Now, Mr. Chairman, at least 99 percent of the employees over
there are very hardworking, honest people doing the best job they
know how. But my hearings revealed that a few IRS employees had
been browsing through the financial records of family members, ex-
spouses, coworkers, neighbors, friends, and others they saw as
their enemies. Still others had submitted fraudulent tax returns
and then used their special access to monitor how IRS was process-
ing those returns. Other workers had used their computers to issue
fraudulent refunds to family and friends. And at least one em-
ployee was reported to have altered some 200 accounts and re-
ceived kickbacks from those inflated refund checks.

All American taxpayers were outraged to know that the most
personal information they voluntarily and in good faith provide to
the Government could, in effect, become an open book for others’
private entertainment.

Even worse was the pitifully low numbers fired for committing
these awful actions. It turned out that no criminal penalties existed
for many kinds of these browsing offenses. We all know they are
wrong, but there was no law that really addressed them. There was
a legal loophole that allowed you to get off the hook if you did not
disclose tax information to others or altered those returns. That is
what we have been working to correct through legislation.

At our hearings, the Commissioner of Internal Revenue pledged
to implement a zero tolerance policy, and she has undertaken sev-
eral initiatives. 1 want to give her credit for acknowledging the
problem, trying to address it, and working with me on this legisla-
tion. They have over 100,000—I think it is 106,000 employees at
IRS, Mr. Chairman. About 50,000, I understand, work directly on
taxpayer returns all through the year. We need to tighten up on
what those employees can do.

But it is very difficult to set up a completely foolproof system.
And it is expensive to do that, also. So some of the problem with
modernizing the system over there, we have to acknowledge, comes
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back to us here in the Congress, | am sorry to say. The Commis-
sioner has said that she favors this particular legislation on tight-
ening up and eliminating the loophole that | described briefly a mo-
ment ago.

To evaluate the effectiveness of actions that she had taken to try
and reach a zero tolerance, there is a system called EARL. It is a
new computer detection system. So | asked the GAO and the in-
spector general at the Department of the Treasury to examine the
results. That was the report that was released last week that was
widely reported in the news.

The findings of GAO's report are very disturbing. Just as impor-
tant, their conclusions are affirmed by the IRS in a comprehensive
internal report of their own compiled last fall. They are also but-
tressed to some extent by the Treasury inspector general’s review.
The report is restricted to limited official use only. It is on IRS
computer security controls so we could not release it.

But the bottom line is, although the IRS’ efforts in this area are
well-intentioned, unfortunately they have come a little late and fall
short of the commitment and determination sorely needed to tackle
this problem head on. GAO found that serious weaknesses in IRS’
information security makes taxpayer data vulnerable to unauthor-
ized use, to modification, and even to destruction.

The IRS also has no effective means for measuring the extent of
the browsing problem, the damage being done by browsing, or the
progress being made to deter browsing. As | said, it is very dif-
ficult, and it is also expensive to set up what would be a foolproof
system.

Finally, and this is something I am having GAO look at further,
we do not know to what extent detection and control systems exist
in other IRS data bases besides IDRS, the primary taxpayers’ ac-
count system examined here. | was also struck by the candor in the
IRS’ own internal report on the EARL detection system. That re-
port found its progress painfully slow, to use their own words, and
quite distressing to me, indicated that some employees felt IRS
management did not aggressively pursue browsing violations.

Moreover, some IRS workers, when confronted about their snoop-
ing activities, saw nothing wrong and believed it would be, to use
their words, of no consequence to them even if they were caught.
Obviously, we have to fix that. When you have over 1,515 inves-
tigations of browsing since the hearings and only 23 workers
fired—I think the figures are another 480-some counseled, 392 got
some sort of disciplinary punishment, that just shows in our zero
tolerance policy, we have a long ways to go before we reach it.

So, Mr. Chairman, | appreciate your letting me appear this
morning and add my remarks to your deliberations here. We have
legislation that Senator Coverdell and | are working on together
that |1 hope reaches the floor of the Senate either today or tomor-
row that will address this loophole whereby people taken to court
and found guilty were, on appeal, exonerated because the law had
said they could be punished only if they passed the information on
to somebody else. That snooping for their own voyeurism or what-
ever was not really against the fine print of the law. So that is
what we are hoping to close today or tomorrow with legislation on
the floor.
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I would be glad to try to answer any questions you might have.

Senator CAampPBELL. Thank you. Thank you for your leadership on
this issue, Senator Glenn.

You mentioned the person that had altered 200 accounts and got
kickbacks. There was nothing in his actions that were not already
against an existing statute?

Senator GLENN. Yes; | think they were fired and that person
was—I| do not know what the penalty was for that, but he was
prosecuted.

Senator CAMPBELL. Thank you. Senator Kohl.

Senator KoHL. | have no questions, Mr. Chairman.

Senator CAMPBELL. Senator Shelby.

Senator SHELBY. No questions.

PREPARED STATEMENT

Senator CampBELL. Thank you for your appearance, Senator
Glenn, we do appreciate it. We will insert your complete statement
in the record.

Senator GLENN. Thank you, Mr. Chairman.

[The statement follows:]

PREPARED STATEMENT OF SENATOR GLENN

| appreciate being here with you today as the Subcommittee takes a look at Tax-
payer Privacy and IRS Records.

I want to thank the Chairman, Senator Campbell, for convening this important
hearing. | also want to thank the Ranking Member, Senator Kohl for his efforts.

I remember when the Senator from Wisconsin was a key member of the Govern-
mental Affairs Committee—before he gave up all the glitter and glamour of our
panel for the “humdrum” of the Appropriations Committee. Senator Kohl did a lot
of work on privacy matters, government information, and public access. We miss
him.

By the end of today, hard-working citizens across the land will have voluntarily
shared their most personal and sensitive financial information with their govern-
ment.

All Americans should have unbridled faith that their tax returns will remain ab-
solutely confidential and zealously safeguarded. That is the hallmark of our tax-
paying system. If this trust is breached, it shakes the whole foundation of our very
government.

That is why | am so hopeful that today Congress will finally pass legislation |
had first introduced a couple of years ago to outlaw what | have come to term as
“computer voyeurism”. That is the unauthorized inspection of your own tax informa-
tion by those not entitled to see it.

In 1993 and 1994, as Chairman of the Governmental Affairs Committee, | held
hearings which first exposed this insidious practice. We had come across this prob-
lem almost by happenstance—by a reference to an internal IRS report contained in
one of the first Chief Financial Officer (CFO) audits performed by the General Ac-
counting Office (GAO) on the IRS.

We conducted a couple of hearings to further investigate this matter. It turned
out that between 1989-1994, more than 1,300 IRS employees had been investigated
on suspicion of snooping through private taxpayer files—confidential information
that is supposed to be for official use only.

My hearings revealed that some IRS employees had been browsing through the
financial records of family members, ex-spouses, coworkers, neighbors, friends, and
“enemies”. Still others had submitted fraudulent tax returns and then used their
special access to monitor how IRS was processing those returns. Other workers had
used their computers to issue fraudulent refunds to family and friends. At least one
employee was reported to have altered some 200 accounts and received kickbacks
from those inflated refund checks.

All American taxpayers were outraged that to know that the most personal infor-
mation they voluntarily and in good faith provide to the government could, in effect,
become an open book for others’ private entertainment.
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Even worse was the pitifully low numbers of employees fired for committing these
awful actions. It turned out that no criminal penalties existed for many kinds of
these browsing offenses. There was a legal loophole that allowed you to get off the
hook if you did not disclose tax information to others or altered those returns. That
is what | am working to correct through legislation.

At our hearings, the Commissioner of Internal Revenue pledged to implement a
“zero tolerance” policy and has undertaken several initiatives. | give her credit for
?ck_nowledging this problem, trying to address it, and working with me on this legis-
ation.

To evaluate the effectiveness of these actions, particularly “EARL"—its new com-
puter detection system—I asked GAO and the Inspector General at the Department
of the Treasury to examine the results.

The findings of GAQO'’s report are disturbing. Just as important, their conclusions
are affirmed by the IRS in a comprehensive internal report of their own compiled
last fall. They are also buttressed to some extent by the Treasury IG’s review (the
report is restricted to “Limited Official Use”) on IRS computer security controls.

The bottom line is although the IRS efforts in this area are well-intentioned, un-
fortunately, they have come too late and fall far short of the commitment and deter-
mination sorely needed to tackle this problem head-on.

GAO found that serious weaknesses in IRS' information security makes taxpayer
data vulnerable to unauthorized use, modification, and destruction. The IRS also
has no effective means for measuring the extent of the browsing problem, the dam-
age being done by browsing, or the progress being made to deter browsing. Finally,
and this is something I'm having GAO look at further, we don’t know to what extent
detection and control systems exist in other IRS databases, besides “IDRS", the pri-
mary taxpayers’ account system examined here.

| was also struck by the candor in the IRS’' own internal report on the “EARL”
detection system. That report found its progress “painfully slow”, and, quite dis-
tressing to me, indicated that some employees felt IRS management did not “aggres-
sively pursue” browsing violations. Moreover, some IRS workers, when confronted
about their snooping activities, saw nothing wrong, and believed it would be of “no
consequence” to them even if they were caught.

We have to fix that. When you have over 1,500 investigations of browsing since
my hearings, and only 23 workers fired, something just ain’t right. That doesn't
sound like “zero tolerance” to me.

Again, | appreciate your interest in this important issue and want to offer any
help I can.

Thank you.



PANEL 2

DEPARTMENT OF THE TREASURY
STATEMENT OF LAWRENCE SUMMERS, DEPUTY SECRETARY
INTRODUCTION OF WITNESS

Senator CampBELL. We will now take the second panel which will
be the Honorable Larry Summers, Deputy Secretary of the U.S. De-
partment of the Treasury. Larry, thank you for appearing. | under-
stand you are on a tight schedule, Larry, so if you want to abbre-
viate your comments, without objection, we will take all of your
written testimony and put that in the record.

ORAL STATEMENT OF MR. SUMMERS

Mr. SUMMERS. Thank you very much, Mr. Chairman. | am glad
to be here. We have always had a good working relationship with
this committee and Secretary Rubin and | look forward to working
with you as our new chairman and ranking member.

We at Treasury are very much aware of the critical management
problems at the IRS, the problems associated with TSM which are
by no means behind us, and the seriousness of the recent incidents
involving browsing.

Before | get into those subjects I want to acknowledge the fact
that today is April 15. That it brings to a close what is an impor-
tant annual ritual in America, the payment of taxes. A task that
none of us enjoy but that the vast, vast majority of us carry
through with in an honest and complete way.

And | want to thank 100,000 honest and dedicated IRS employ-
ees who make this possible. To date we have processed 76 million
returns. Versus last year, | am pleased to report that electronic
filed returns are up 25 percent, that 36 percent more taxpayers
have been serviced over the telephone than last year, and the accu-
racy rate has increased from 90 to 93 percent. The IRS web site
has received over 95 million hits, and | was pleased that an AP poll
released last week reported that 7 out of 10 taxpayers give the IRS
a positive rating on its ability to handle returns and inquiries.

We need to build on that record. Let me be clear. No one can be
satisfied with where we are, but | think it is worth on this special
day acknowledging a successful filing season.

BROWSING

Let me now turn to the question of browsing. The Treasury De-
partment’s policy is very simple: willful, unauthorized access to
taxpayers’ records will not be tolerated. Those who violate the rules
will be punished swiftly, surely, and with appropriate severity.
Total respect for the privacy of information provided by taxpayers
is integral to high quality customer service and voluntary compli-

(13)
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ance; the foundation of our system of taxation. That is why, in 1993
in response to incidents of violation of that policy the IRS an-
nounced what was intended to represent an aggressive policy to
combat unauthorized access to taxpayer records.

It is clear, however, that this policy was not as effectively de-
signed or implemented as it should have been. So dealing with this
problem calls for additional action on the legal front, the manage-
rial front, and the technical front.

On the legal front, unauthorized access or inspection is not now
in itself a criminal offense. It should be. That is why we at Treas-
ury, as well as Commissioner Richardson, believe that the
antibrowsing legislation introduced by Senator Glenn and a com-
panion bill introduced by Congressman Archer in the House need
to be enacted as soon as possible. We have worked with Senator
Glenn and his colleagues to draft this legislation and have pro-
moted it from the beginning.

On the managerial front, we agree with the Congress that appro-
priate penalties for IRS employees engaged in unauthorized access
must be applied uniformly, firmly, and fairly if the IRS is to con-
vince its employees and the public that unauthorized access to tax-
payer information will not be tolerated.

But penalties are only a deterrent. On the technical front, the
IRS needs to strengthen its computer systems to prevent and de-
tect unauthorized access. Dramatically improved security mecha-
nisms will be an integral part of the architecture for modernized
tax systems which the Congress will receive in May. Secretary
Rubin and | have ordered the IRS to report in 1 month on what
it proposes to do both managerially and technically to better ad-
dress this problem.

We have further asked the IRS to identify in its report what best
practices may be learned from other enterprises, public and pri-
vate, which acquire and process very sensitive information such as
medical and financial records. As soon as that report is complete
we will convene our modernization management board to agree on
appropriate action.

Browsing though is by no means the only significant problem
that the IRS faces. | would like now to briefly summarize our plan
to improve the management and operations of the IRS.

TREASURY PLAN TO IMPROVE THE IRS

Secretary Rubin and | recognized in testimony last year before
the Congress that the modernization program, as we put it at the
time, was off track. We called for a sharp turn and made clear our
determination to bring about change in the way the IRS uses infor-
mation technology and provides customer service. And there has
been some important change.

A new Associate Commissioner for Modernization and Chief In-
formation Officer, Art Gross, has been brought into the IRS. Fol-
lowing his review of technology projects we have canceled or col-
lapsed 26 programs into 9, saving in several cases hundreds of mil-
lions of dollars in expenses that otherwise would have played out
over time because we judged the projects not to be worthwhile on
a go-forward basis.
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Second, we will be submitting a draft request for proposal for a
tax systems modernization prime contractor to Congress and to in-
dustry on May 15, 10 weeks ahead of the congressionally mandated
date. On May 15 of this year we will submit to Congress an archi-
tectural blueprint which will clearly describe what modernization
would and would not include and how the pieces fit coherently to-
gether.

Steps such as these are only a beginning. Everyone in the proc-
ess recognizes that these problems with the IRS have developed
over decades and will not be solved overnight, or even over a couple
of filing seasons.

As we go forward, it is important that we have a framework in
which the IRS has the best prospect of carrying out these very dif-
ficult tasks. Toward that end, we have proposed and have dis-
cussed with members of the IRS commission and with a number
of congressional committees five steps that we believe are impor-
tant if the IRS is to work more effectively.

First, we must strengthen and make more proactive our over-
sight of the IRS. We will consolidate the success of the moderniza-
tion management board by making it permanent and extending its
mandate to cover the broad range of strategic issues facing the
IRS. In many ways, within Government this entity functions like
the board of directors of a troubled corporation with outsiders from
the agency meeting monthly to review and approve, and in some
cases disapprove, strategic plans that are proposed, and to ensure
the top executives of the IRS are held accountable for performance.

We will also establish a blue ribbon advisory committee to bring
private sector expertise to bear.

Second, we must work and will work to enhance and strengthen
the IRS’ ability to manage its operations working with Congress
and the union to improve management flexibility in crucial areas
such as personnel and procurement. In return, employees of the
IRS, as in any well-managed business, will be held accountable for
results.

Third, we will work with Congress to help the IRS get the stable
and predictable funding it needs to operate more effectively, par-
ticularly where capital investments and projects with measurable
financial paybacks are concerned.

Fourth, we will work to simplify our 9,451-page tax code. Yester-
day the administration introduced a revenue neutral package of
more than 60 simplification measures and we will continue to build
on this base. These measures will save individuals and businesses
literally millions of hours that are now spent in filing tax forms.

Fifth, leadership is crucial to performance. Commissioner Rich-
ardson has guided the IRS through some difficult times. As we
move forward we are committed to appointing a new commissioner
whose past experience, different from that of most previous com-
missioners, is with the challenges of organizational change, cus-
tomer service, and improved information technology management,
because we see these as the crucial challenges that the IRS now
faces.

In conclusion, Justice Holmes said that taxes are what we pay
for civilization. It is essential that our Nation have the kind of tax
collection system that the American people deserve. We at the
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Treasury are determined to work closely with you toward that ob-
jective.
I would be happy to answer any questions that you may have.

PREPARED STATEMENT

Senator CampBELL. Thank you, Mr. Summers. We have your
complete statement and it will be made part of the record.
[The statement follows:]

PREPARED STATEMENT OF DEPUTY SECRETARY LAWRENCE SUMMERS
INTRODUCTION

I am pleased to be here today to talk with you about Treasury’s plan to implement
lasting solutions to difficulties the IRS has encountered and, more specifically, the
issue of unauthorized access by IRS employees to tax returns and taxpayer records.
| understand that this is the first of a series of hearings your Committee will be
holding over the next two months on Treasury operations as you begin your review
of the Department’s budget requirements for the next fiscal year. This Committee
has been very supportive of the key role Treasury plays in Government as tax ad-
ministrator, revenue collector, law enforcer, financial manager and regulator. Sec-
retary Rubin and | look forward to working with you and members of your Commit-
tee throughout the coming year.

This is the day that Americans fulfill their annual obligation to pay their taxes.
As such, it is an appropriate moment to recall both the purpose of taxation as well
as what Americans ought to demand of their system of tax collection. Taxes funds
our armed forces, our children’s education, and our parents’ health care, and they
finance advances in science and technology that benefit us all. They play a critical
role in sustaining our society.

However, recent announcements about problems in modernizing the computer sys-
tems of the IRS have focused attention on its shortfalls and provoked an important
debate about how best to improve it. | would like to begin this morning by address-
ing the specific topic of today’s session, the issue of unauthorized access by IRS em-
ployees of tax returns and taxpayer information. | want to thank the Congress and
others for their continued focus on this matter, which is helping to ensure that it
gets the attention it deserves. In turn, | will also discuss specific elements of the
Administration’s five-point plan for reform of the IRS.

UNAUTHORIZED ACCESS OF TAX RETURNS

From the Department’s perspective, total respect for the privacy of information
provided by taxpayers is integral to high quality service and voluntary compliance—
the foundation of our system of taxation. That is why, in 1995, in response to inci-
dents of violation of that privacy, the IRS announced what was intended to rep-
resent an aggressive policy to combat unauthorized access to taxpayer records. Two
years later, however, it is clear that this policy was not effectively designed or im-
plemented and penalties are neither sufficiently consistent nor severe to put an end
to unauthorized access.

A key problem is that unauthorized access or inspection is not itself a criminal
offense. In our view, it should be. We, at Treasury, as well as Commissioner Rich-
ardson, believe that the anti-browsing legislation introduced by Senator Glenn, and
a companion bill introduced by Congressman Archer in the House, developed with
our active participation from the beginning of the process, a bill we worked together
to draft, should be enacted as soon as possible.

As the Congress has recognized, appropriate penalties for IRS employees engaged
in unauthorized access must be swift and sure if the IRS is to convince its employ-
ees and the public that unauthorized access to taxpayer information will not be tol-
erated. Unauthorized access represents a fundamental violation of the public’s trust
in the confidentiality of tax returns and return information.

Significant progress was made on this issue last year when the Economic Espio-
nage Act of 1996 amended the Federal wire fraud statute, to make unauthorized
access by computer to information from any department or agency of the United
States a separate misdemeanor offense. In view of these provisions, “browsing” a
Federal computer is already punishable as a crime.

However, the bills before the House and Senate today would amend the Internal
Revenue Code to specifically prohibit the unauthorized access or inspection of tax
returns and return information, whether or not the information is relayed to some-
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one else, criminalizing activities not punishable under current law. For instance,
they would prohibit the unauthorized inspection of non-computerized tax informa-
tion, such as “hard-copies” of paper returns or return information. They would also
prohibit unauthorized inspection of State or local government computers (not cov-
ered by the Economic Espionage Act amendments last year) when Federal tax infor-
mation has been conveyed to them. Finally, even in cases that are already prohib-
ited under current law, the new misdemeanor will provide prosecutors with an addi-
tional tool to obtain a plea bargain or to use in cases where they feel that other
provisions of the law should not be invoked.

While the new legislation would strengthen our hand in putting an end to unau-
thorized access, it is important to remember that penalties are only a deterrence.
In addition, the IRS needs to strengthen its computer systems to detect and prevent
unauthorized access before it occurs. Secretary Rubin and | have ordered the IRS
to report within one month on what it proposes to do both managerially and tech-
nically to better address this problem. Let us be clear, however, that this problem
is not one confronted by the IRS alone. Every organization that depends on complex
computer systems faces a similar challenge. Therefore, the Secretary and | have also
asked the IRS to identify in its report what best practices might be copied from
other enterprises, both public and private, which acquire and process sensitive infor-
mation, such as medical and financial records. As soon as that report is complete,
we will convene a special meeting of the Modernization Management Board to agree
on appropriate action.

In short, Mr. Chairman, Our policy is simple: Willful unauthorized access will not
be tolerated. Our goal is also simple: We want quick, appropriate and severe pen-
alties for those who violate these rules.

While it is vitally important that Congress pass the legislation | have mentioned,
let me share with you some of the administrative steps we have already taken.

Under Treasury's oversight, the IRS has:

—Expanded use of the Electronic Audit Research Log (“EARL”) to identify in-

stances of unauthorized access;

—Created an “800” number offering tips about unauthorized inspections;

—Hired new managers in computer security; and

—Put in place disciplinary procedures that include provisions up to and including

dismissal, for employees who are found to have violated the privacy policy.

In addition, IRS employees have been provided with:

—Warnings to employees on unauthorized access to taxpayer records when docu-

ments are accessed by computer;

—Training on the privacy policy of §6103;

—Regular refreshers on §6103; and

—Privacy guidelines which explicitly condemn unauthorized browsing of taxpayer

records.

We expect that these actions as well as others enumerated in the GAO report is-
sued last week will exert a strong deterrent effect on employees who might other-
wise be tempted to perform unauthorized inspection of taxpayer records.

MANAGEMENT REFORM

To improve our ability to handle this and the other issues facing the IRS, signifi-
cant changes are needed. | would now like to turn to our plan to improve the man-
agement and operation of the IRS.

Over the last year, the Treasury Department has focused intense efforts on im-
proving the IRS. The National Commission on Restructuring the IRS, led by Senator
Bob Kerrey and Congressman Rob Portman, has already made a significant con-
tribution to the ongoing discussion. A consensus has emerged among a wide group
of stakeholders, from business executives to Members of Congress to leaders of the
National Treasury Employees Union. The message is clear: it is time for change.

| believe that in the next year or so we have the opportunity and the obligation
to bring about the most far-reaching changes in the way the IRS is managed and
in the way it does its business in decades. It will be the task of management at
the IRS to manage information technology better and to harness it toward the goal
of better customer service. What | would like to provide today is the Treasury De-
partment's view of how to establish a framework within which the IRS can best get
its mission accomplished. | use the phrase “get its mission accomplished” delib-
erately to underscore the fact that the IRS of the future will have to contract out,
outsource, partner with the private sector, and rely on outside vendors to a much
greater extent than the IRS of the present.

Secretary Rubin and | recognized last year in testimony before the Appropriation
Committees that the IRS’s modernization program was, as we put it at the time,
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off track. We called for a “sharp turn” and made clear our determination to bring
about change in the way the IRS uses information technology and provides customer
service. And there has been change. Specifically:

—We have appointed a new Chief Information Officer at the IRS, Art Gross. Fol-
lowing his review of technology projects, we canceled or collapsed 26 programs
into nine.

—The IRS has increased outsourcing. The percentage of contractors, as opposed
to IRS staff, working on tax systems modernization has increased from 40 to
64 percent over the past two years. The number of IRS staff working on tax
systems modernization has decreased from 524 to 156. And we expect to pursue
a prime contractor for systems modernization and integration and to develop an
outsourcing strategy for submissions processing.

—The IRS has made progress in eliminating paper. This year, we estimate that
19.2 million Americans will file electronically by telephone or computer, up from
11.8 million taxpayers in 1995.

—While there is a long way to go, the IRS has made progress in being able to
respond to all incoming calls.

—The IRS has improved customer service by beginning to change the internal cul-
ture of the IRS. Last summer, President Clinton signed bi-partisan legislation
enacting the Second Taxpayer Bill of Rights, which vastly increased our number
of taxpayer advocates. After interviewing our head Taxpayer Advocate on NBC's
Today Show, Katie Couric proclaimed that Americans have a friend at the IRS.

—We will be submitting a draft Request for Proposal for a Tax Systems Mod-
ernization prime contractor to Congress and to industry on May 15, ten weeks
ahead of the required due date.

—On May 15 of this year, we will submit to Congress an architectural blueprint
which will clearly describe what modernization would and would not include
and how the pieces fit coherently together.

Steps such as these are obviously only the beginning. Everyone involved in this
process at Treasury, the IRS, Congress, and the union has recognized that the prob-
lems at the IRS have developed over decades and will not be solved overnight or
even over a couple of filing seasons. Only if we confront problems directly—from
protecting taxpayers’ privacy to using technology to making sure the phones are an-
swered—will we build an IRS for the 21st century.

As we chart our new course, our focus will center on five critical areas to effect
broad change: (1) oversight; (2) flexibility; (3) budgeting; (4) tax simplification; and
(5) leadership. Let me address each of these in turn.

First, Treasury has strengthened and made proactive our oversight of the IRS. We
will consolidate the success to date of the Modernization Management Board (MMB)
by making it permanent and extending its mandate to cover the broad range of stra-
tegic issues facing the IRS. We will also establish a Blue Ribbon Advisory Commit-
tee to bring private sector expertise to bear on the management of the IRS.

Oversight of the IRS by the Treasury department is the best way to ensure the
IRS'’s accountability to the American people and to coordinate tax collection with tax
policy. Through the Treasury, the IRS is able to bring concerns about the difficulty
of administering tax changes to senior Administration officials; | raise these con-
cerns frequently in tax policy discussions with policymakers in the White House and
throughout the Administration. In addition, the IRS is able to draw upon Treasury
resources for critical projects, as demonstrated by our current cooperation on the
Year 2000 conversion.

Going forward, first, we have set up a Modernization Management Board com-
prised of senior officials from Treasury, the IRS, and other parts of the Administra-
tion. The Modernization Management Board is directed at overseeing the informa-
tion technology programs and functions in many ways like a corporate board, ap-
proving major strategic decisions and investments.

Second, we will also establish a blue ribbon Advisory Committee, reporting di-
rectly to the Secretary of the Treasury, to bring private sector expertise to bear on
the management of the IRS. This committee, composed of senior business execu-
tives, experts in information technology, small business advocates, tax professionals,
and others will meet regularly to make recommendations on major strategic deci-
sions facmg the IRS.

Second, we will enhance and strengthen the IRS's ability to manage its oper-
ations, working with Congress and the union to improve management flexibility in
personnel and procurement. In return, employees of the IRS, as in any well-man-
aged business, will be held accountable for results. Second, we will enhance and
strengthen the IRS'’s ability to manage its operations. The IRS faces a multitude of
restrictions—restrictions that would be unacceptable in the private sector—that
hamper its ability to provide efficient service. For example:
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—The IRS should be able to attract and retain the highest quality information

technology specialists and other professionals.

—The IRS should not face rules that make restructuring the work force needlessly

difficult for employees and the employer.

To strengthen the Commissioner’s ability to effect change, we at Treasury will
work with Congress, the Commission, and the union to improve flexibility: to bring
on people with specific skills more quickly, to pay them more competitively, and to
give them the training they need. Many of these changes will require legislation,
and we expect to propose this legislation to Congress later this year.

In return, if legislation is passed, employees of the IRS, as in any well-managed
business, will be held accountable for results.

Let me add that in taking these steps, we are committed to maintaining the inde-
pendence and freedom of the IRS from political influence.

And a crucial part of any strategy for improving flexibility has to be outsourcing.
Just as private industry has found that outsourcing enables an organization to focus
on what it does best and to rely on others for what they do better, so government
can benefit from outsourcing as well. Inevitably, resources hired from private com-
panies will be more flexible than those that become part of the IRS's overhead.
Where it is cost effective, but only where it is cost effective, we will pursue
outsourcing strategies vigorously.

Third, we will work with Congress to help the IRS get the stable and predictable
funding it needs to operate more effectively. To this end, the fiscal year 1998 budget
proposes multi-year investments for technology.

Fourth, we will work to simplify a tax code that covers 9,451 pages. Just yester-
day, the Administration proposed a series of simplification proposals as part of our
plan to improve IRS operations. These proposals represent a continuation of efforts
to provide IRS with a simpler tax code to administer.

There are some who, based on the complexity of the tax code and on the problems
at the IRS, argue for extreme measures such as a flat tax. | believe that such pro-
posals would not only unfairly increase the tax burden on the middle class and ham-
per economic growth, they would not simplify the administration of the tax code.

Fifth, leadership is crucial to performance. Commissioner Richardson has guided
the IRS through difficult times and has made progress in many areas. As we move
forward, we are committed to appointing a new Commissioner who has experience
with the challenges of organizational change, customer service improvement, and in-
formation technology management that the IRS faces.

CONCLUSION

This morning | have discussed some of the specific steps we are taking and must
take to put an end to unauthorized access to taxpayer information. In turn, | have
discussed the broad five point plan that we believe represents the best way to re-
form the management of the IRS.

Let us be clear about one thing. In any discussion of the performance of the IRS,
we must recognize the unswerving professionalism and dedication of the 100,000
loyal IRS employees who are just completing this year’s filing season. They are not
the problem.

Let us also recognize that while the IRS needs to be more responsive to taxpayers,
to use technology more effectively, and to be more efficient, it is likely that for the
foreseeable future, the United States will have an income tax that taxes people
based on their ability to pay. Given this, it is not possible to eliminate the IRS, and
it is vital that we have an IRS that functions effectively. We must all work construc-
tively toward this end. What we must not do is attack the IRS in order to promote
other agendas.

While we have further to go, the filing season which is about to end has been our
most successful to date. Let me share with you three statistics which | believe dem-
onstrate that IRS performance is on the upswing. To date:

—Electronically-filed returns are up 25 percent over last year, while 35 percent

more taxpayers have been served by IRS employees over the telephone;

—The IRS web site has received over 95 million hits this fiscal year, a 162 per-

cent increase; and

—The accuracy rate for tax law questions continues its upward trend from 90 per-

cent to 93 percent.

Reflecting the success of this past filing season, Americans are recognizing that
the IRS has improved. A poll by the Associated Press released last week reported
that 7 out of 10 taxpayers give the IRS a positive rating on its ability to handle
returns and inquiries. | have attached to this statement summary statistics on the
current filing season.
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In conclusion, we are making progress. But we have a long way to go. As we go
forward, we, at Treasury and the IRS, want and need your suggestions and help,
and | look forward to working closely with this Committee to set the right course
and stay on it. | will now be happy to answer any questions the Committee may
have.

IRS CUSTOMER SERVICE ACTIVITY

Activity 19941 19951 19961 1997

Total Paper ... 54,969 56,987 53,480 49,794
Total ELF oo 13,173 10,871 13,613 17,079
Total returns (thousands) as of 4/4/97 68,142 67,858 67,093 66,873
1040 Telefile ..o . 490 635 2,591 4,072
1040 ELF2 ... 12,683 10,236 11,022 13,007
ON-lINE oo s N/A N/A 122 300
FedState ... 1,066 1,408 2,902 3916
1040PC . 2,507 1,253 3871 4,488
1040 ..... . 27,470 29,154 25,769 25,114
1040A ... 12,863 14,046 12,639 11,317
1040EZ . . 12,130 12,534 11,031 8,875
10400T <.cvoveerirrrireesseereeressesssessssessseens N/A N/A 170 N/A
Direct deposit:

Volume (thousands) ........cccoueeneeneens 9,670 6,160 8,980 13,307

Dollars (billions) .......cccoeeernrrenrirnrrireees $14.5 $8.5 $16.8 $24.2
IRS Internet accesses (fiscal year) as of 3/

30/97 e N/A N/A~ 36,559,735 95,724,828

Toll-free calls as of 3/29/97:3

FiSCal YEAr ...ovvveerrererereinerieeriereianns (4) 21,179,346 23,476,558 30,924,598

Filing SEASON .vvovevvercrerreriieeriereienns (4) 514,287,085 18,081,884 24,652,160
Walk-in as of 3/22/97:

FISCal YRAr .vvvuverrrerercreineeiiesrireienne 2,869,005 2,997,884 3,224,312 3,354,413

Filing season (4) (4) 2,142,728 2,296,333
Accuracy rates:

Tax law (PErcent) .......coccveevmrerneerennnne 89.9 89.6 90.0 95.0

Accounts (PErcent) ........coeeveerievennnn: 85.9 91.5 (%) 93.0
EFTPS as of 3/28/97:

Dollars (billions) ......oveeververereerrenirnienns N/A N/A N/A $54.8

Number enrolled ........ccooenerrncencrinenns N/A N/A N/A 3960,171
TaxLink as of 3/28/97:

Dollars (billions) .......cccoveererernerrerinnenns $78.17 $84.9 $175.3 $173.1

Number enrolled ........coovevminernierinnnns (4) 32,057 57,201 79,689

1 Comparison is made to the closest measurement period in these years.

20n-line and FedState totals are included in 1040 ELF volumes.

3As of March 15, 1997—97 calls answered including 1040, 8815 and 4262 calls.
4Unavailable.

5Computed figure.

BROWSING AT IRS

Senator CampBELL. | know that you would like to leave by 11:15.
I have about 8 or 10 questions. | think about one-half of those I
will submit to you. If you would answer those for the committee in
writing, | would appreciate it. Just let me ask you a couple.

You have, obviously, addressed the issue with the IRS Commis-
sioner as part of your oversight functions on many occasions. | take
that from your testimony. How long have you known about the
snooping problem within the IRS? When did it come to your atten-
tion?

Mr. SUMMERS. Snhooping as an issue has been out there for some
years. In 1993, the IRS introduced a set of policy changes that were
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designed to deter snooping within the IRS, and we were aware of
this problem and that they were working to fix it. When | say we,
I mean people in the Treasury Department. It was not part of my
position at that time.

Subsequently, it has become clear from the GAO reports and
from other sources that the steps that had been taken were not
adequate to respond to this problem, and that is why we have
worked with Senator Glenn to support this legislation that offers,
we believe, an important prospect to enhance our deterrence with
respect to snooping.

Senator CamPBELL. You feel that you cannot do an adequate job
without that legislation to really rein in the snooping?

Mr. SumMERS. | think it is absolutely essential that that legisla-
tion pass. | think it is also essential that we strengthen our tech-
nical means to detect snooping when it takes place. And | think it
is essential that we draw on the best practices, because this prob-
lem of available records and employees is a problem that hospitals
face. It is a problem that credit card companies face. We have to
learn what the best practice is, and we have to make sure we are
implementing the best practice. That is what Secretary Rubin and
I have ordered that the IRS do.

Senator CAMPBELL. | noticed with interest, you mentioned that
some of the browsing is done against people’s enemies. But they
also do it with their own relatives and friends, on occasion. Who
within the IRS and Treasury is ultimately responsible for the man-
agement and security of taxpayers’ files? Is there an office or a title
of a person that is the lead person on that?

Mr. SumMERS. Ultimately, the Commissioner of the IRS, the Sec-
retary and Deputy Secretary of the Treasury, and ultimately the
President are responsible for the execution of law, and we take that
responsibility very seriously. There is a privacy advocate within the
IRS for whom issues of this kind, obviously, should be an impor-
tant focus.

Senator CAMPBELL. Thank you. | will submit the rest of my ques-
tions.

Senator Kohl.

MANAGEMENT FAILURES AT IRS

Senator KoHL. Thank you, Mr. Chairman. Deputy Secretary
Summers, | would like to focus on the Department of the Treasury
and the IRS’ administration that allows the recurrence of manage-
ment failures. Recently Congress has signaled its concern over IRS’
progress in modernizing its processes and systems by cutting IRS’
budget request for funds to support modernization efforts, with-
holding modernization funding until IRS successfully addresses cer-
tain identified problems, directing Treasury to assess and report on
IRS progress in taking corrective actions, and establishing a na-
tional commission on restructuring IRS with a broad charter to re-
view IRS management and operations.

Treasury has also signaled its concern by directing the IRS to
allow in outside contractors with technical expertise, and establish-
ing a review and decisionmaking board to monitor IRS’ information
technology, the Modernization Management Board. My question is,
Have any of these efforts produced an IRS that is more manage-
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ment aware? And what actions has the IRS taken to indicate that
they are taking these management failures seriously?

Mr. SUMMERS. Senator, the changes that have been made over
the last year in canceling or consolidating 26 projects, many of
which had been underway for some years that were not producing
the kinds of cost-effective results that had been hoped, that rep-
resented the cancellation of contracts into which a good deal had
been invested because of a recognition that you cannot run a busi-
ness by using the sunk cost principle and continuing any invest-
ment in which you have sunk costs, but instead have to go on a
go-forward basis and do only those things that are economic, going
forward, recognizing that that can mean some painful writeoffs.

I think that is a real departure, and | think it is an important
departure. If you look at contracts like the DPS contract, a very
tough decision was made and | think that decision was forced by
the processes of improved management that we have put in place.

Traditionally, senior positions at the IRS have been, in the vast
majority of cases, filled from within. The Department and the IRS
brought in Art Gross as Chief Information Officer even though his
experience was not at the IRS. His experience was in quite innova-
tive reengineering, in effect, of the New York State tax system. As
Chief Information Officer and Associate Commissioner for Mod-
ernization, he now has broad ranging responsibilities for the infor-
mation technology program and is assembling a team, in part from
within the IRS and in part by drawing on expertise that is avail-
able on the outside, to change the management practice.

So we have taken tough choices. We have brought in new people.
We have changed approach.

IRS PRIME CONTRACTOR

Traditionally, the IRS has been its own systems integrator. It
has taken responsibility for negotiating with a wide number of dif-
ferent contractors, and with that wide number of different contrac-
tors it puts the whole process together. We have made a decision
to seek to move toward a prime contractor and have committed to
develop the specifications and share them with industry and are
ahead of schedule—something that | think has not been terribly
common in the past—ahead of schedule in being in a position to
share those prime contract specifications with the contractor com-
munity.

And as | suggested, with all the problems, I think it is worth tak-
ing note and acknowledging where there has been improvement.
Thirty-six percent more people—not enough, not adequate, but 36
percent more people were able to speak on the telephone with an
IRS representative. They got more accurate information than they
had in the past.

So | think we have said all along that this is going to be a proc-
ess of continuing improvement. That that is going to take a long
time. That these problems were not made within a year and that
it is going to be a process of producing improvement. But | am con-
vinced that the turn that we indicated we needed to bring about
is underway.
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TREASURY EXECUTIVE ATTENTION TO IRS

Senator KoHL. You are a very busy man with many responsibil-
ities, one of which is the IRS. Could you tell us, in the average
month how much time do you get to spend on these problems?

Mr. SumMERs. It seems like a lot of time. In the last several
months | think | have spent certainly more time on the IRS and
issues of IRS management than | have on any other single issue
that the Treasury Department is engaged in. | might say that Sec-
retary Rubin has also devoted a substantial amount of time to dis-
cussing issues relating to the structuring of the IRS, the search for
a new Commissioner, design of the information technology manage-
ment programs.

So this is, in terms of people, more than two-thirds of the Treas-
ury Department and is about as fundamental an executive respon-
sibility, collecting taxes, as the executive branch has. So while it
may not always have been a high priority for the Treasury Depart-
ment, certainly Secretary Rubin has made it a central priority for
himself and for his team, and | guess his team starts with me.

But beyond what we are able to do, this structure we have cre-
ated, the management board, which by meeting monthly, by having
to review all major investments and strategic decisions, focusing a
whole set of review activities that take place within the Depart-
ment.

In our management section which looks at cost effectiveness
analyses with respect to investments, in our tax policy areas that
reviews regulatory decisions and reviews policy decisions that have
impact on tax administration, in our legal area that reviews ques-
tions relating to taxpayers’ rights and drove some of the decisions
that were contained in the simplification proposal we have put for-
ward. For example, to make certain adjustments with regard to eg-
uitable tolling, taxpayers who were disabled or were unable to file
their returns for very legitimate kinds of health reasons who pre-
viously had not been treated fairly under the system.

So it is a major preoccupation for Secretary Rubin and I. But be-
yond that, it receives very substantial attention from a number of
different parts of the Treasury Department. In particular, we are
strengthening the oversight in the management area because clear-
ly that is something where we are going to need to be able to do
our own analyses in order to hold the IRS accountable for perform-
ance.

Senator KoHL. Thank you.

Thank you, Mr. Chairman.

Senator CAMPBELL. Senator Shelby.

Senator SHELBY. Thank you.

PENALTIES FOR BROWSING

Secretary Summers, | understand that the GAO listed retirement
as one of the most severe penalties that is imposed by the IRS on
employees caught browsing. Is it possible for an IRS employee who
is caught file snooping, browsing, to receive a buyout for early re-
tirement? And is it also possible for that employee to keep retire-
ment benefits?
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In other words, is there a difference between being fired and just
getting early retirement?

Mr. SuMMERSs. There ought to be a difference, Senator.

Senator SHELBY. What did you say?

Mr. SUMMERS. Senator, | said there certainly ought to be.

Senator SHELBY. There should be a difference.

Mr. SuMMERSs. There ought to be a very clear difference.

Senator SHELBY. Do you know if there is a difference?

Mr. SumMERS. | suspect that the difference now is inadequate.
That is why | think it is very important that we pass this legisla-
tion that affects browsing. As you can appreciate, Senator, this is
not an area I am familiar with. Throughout the Federal Govern-
ment there are personnel policies to cover if somebody is guilty of
some kind of malfeasance and is fired and what happens to their
pension with respect to what they have accumulated to date. That
I1s something that has to be harmonized with overall personnel poli-
cies.

But certainly, people should not get bought out for having com-
mitted serious instances of malfeasance. That is absolutely wrong.

Senator SHELBY. How important is it, do you believe, within the
Internal Revenue Service that they stop browsing, stop snooping of
employees in taxpayers’ files? How important is it to the integrity
of the Internal Revenue Service?

Mr. SUMMERS. | think customer service is the highest priority for
the IRS, along with ensuring compliance. And | think that achiev-
ing ending browsing is absolutely central to that objective.

STOPPING BROWSING AT THE IRS

Senator SHELBY. How do you stop things like that? Do you stop
it by an example of firing people, by punishing people that do this,
that break into taxpayers’ private files? Or do you do it by just giv-
ing them a retirement and a little slap on the wrist?

Mr. SumMmMERS. | think you do it by firing them, and | think you
do it by making it a crime, a Federal crime. That is why the legis-
lation that Senator Glenn and Senator Coverdell and Congressman
Archer have worked on is so very important. And | think, as | ac-
knowledged in my testimony, Senator, that the approach that was
followed to date has not been adequate. That is why it is so impor-
tant that we have this legislation.

Senator SHELBY. Would you, for the record, just furnish this? |
am sure you do not have it today. By how many IRS employees
who have been caught file snooping or browsing have received early
retirement? We would like to have that for the record.

And Dr. Summers, can you provide this committee an idea of
how much money has been paid in early retirement incentives or
retirement benefits to the IRS employees caught snooping in other
people’s tax files? Could you do this for the record for the commit-
tee?

Mr. SUMMERSs. We certainly will.

PRIVACY OF TAX RECORDS

Senator SHELBY. | realize you do not deal with the details of this
in your job description every day, but as one of the key people over
there, you and Secretary Rubin, I think it is very, very important



25

to send a message to the American people that when they file their
tax returns that their privacy is going to be protected, do you not?

Mr. SuMMERS. Absolutely. Absolutely, | think it is a central as-
pect of maintaining the integrity of the system. That is why I think
the legislation is important. But that is why | think the legislation
is not the whole answer. | think we have to strengthen our systems
of detection with respect to these kinds of problems. This is a prob-
lem that the IRS faces. It is a problem that a major hospital faces
where you do not want people browsing through people’s medical
records. It is a problem that credit card companies face, and we
need to find—

Senator SHELBY. Doctor, you are not comparing, | hope, the In-
ternal Revenue Service—that institution that Americans live in
fear of and have a lot of respect for historically—to regular hospital
records that people run in, and look in, and copy and so forth?

Mr. SUMMERS. Not at all.

Senator SHELBY. You are not really comparing the IRS to a hos-
pital? I hope not.

Mr. SumMERS. Not at all, Senator. | was only seeking to suggest
that | think, as a general proposition, we in Government need to
find best practices from the private sector to assure that we are in-
corporating them. And | think we have to be held to a much, much
higher standard than any private institution in terms of stopping
browsing because of how absolutely fundamental a person’s tax re-
turn is as basic financial information, and how central privacy is
with respect to that very basic information.

Senator SHELBY. Has this Secretary and this administration put
a great emphasis on that at the Internal Revenue Service, or is it
just business as usual? We hear about it in the press and some-
body—we have a hearing, and it goes on and people continue to go
on and do it, and if they get caught, they get a retirement. Or what
happens?

Mr. SuMMERS. As | acknowledged, Senator, | think what we are
seeing is that what was put in place when this problem surfaced
several years ago was not fully adequate. That is why from this
point forward this has been made something that is absolutely
central. It is not business as usual. It has occupied a substantial
amount of time of the top management of both the Treasury and
the IRS, and we are going to do everything we humanly can to
combat this practice.

Senator SHELBY. If the Congress passes the bill to make this a
crime, are you and the Secretary going to urge the President to
sign it and not veto it?

Mr. SUMMERS. Absolutely.

Senator SHELBY. Thank you, Mr. Chairman.

Senator CAMPBELL. Senator Faircloth, do you have comments or
questions?

SUPERVISION OF IRS EMPLOYEES

Senator FAIRCLOTH. Yes; thank you, Mr. Chairman, | do have a
very brief statement and | will make it more brief than it was. |
thank you for holding the hearing.
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Today is an important day in most of our lives in that today is
the big day, and 211 million Americans are going to file tax returns
and they are going to pay something like $1.6 trillion.

But the results of the recent investigation by the General Ac-
counting Office was an outrage when there were 1,500 cases of IRS
employees going into Government computers to browse through tax
files. It is not the first time. It went on in 1993 and 1994 when
1,300 tore into the same files. But that ended it in 1993 and 1994,
because the Commissioner announced a zero tolerance for such
policies. I am not sure what zero tolerance means. | guess it means
be more discreet when you do it from now on.

I am concerned that we cannot count on the senior management
at the IRS to supervise their own employees. | have some questions
about the supervisors themselves. | keep reading accounts in the
paper of specific organizations being audited selectively. 1 do not
know whether it is true or not. 1 do not work for the IRS. But I
think if it is, it is a deplorable condition to have developed.

I support the bill that Senator Glenn is an original cosponsor.
The only problem 1 find with it is it is far, far from strong enough;
$1,000 fine and 1 year in prison for probing into some people’s files.
It does not take much of a breaking of revenue loss to bring you
a lot more than that under the revenue code.

But | think I will go on with a question. What authority does the
Secretary of the Treasury have over the IRS Commissioner? In
other words, who supervises the head of the IRS in making selec-
tive audits?

Mr. SumMERS. | will try to give you as legally accurate an an-
swer as | can.

Senator FAIRCLOTH. Just an accurate answer. It does not have to
be legal.

Mr. SUMMERS. The Commissioner of the IRS is a Presidential ap-
pointee subject to Senate confirmation. The Commissioner of the
IRS reports to the Office of the Secretary of the Treasury in this
administration, and | think normally, through the Deputy Sec-
retary of the Treasury.

Senator FAIRcLOTH. Come through that again slower, or maybe
quicker.

Mr. SumMERS. The Commissioner of the IRS is a Presidential ap-
pointee subject to Senate confirmation located in the Treasury De-
partment. The Commissioner reports to the Office of the Secretary
of the Treasury.

Senator FAIRCLOTH. Which is you?

Mr. SumMERS. Which is the Secretary of the Treasury and me as
Deputy Secretary; that is right.

Senator FAIRCLOTH. So you supervise her?

Mr. SUMMERS. That is right.

Senator FAIRCLOTH. So you take responsibility for her actions?

Mr. SUMMERS. That is right.

TAXPAYER BILL OF RIGHTS

Senator FAIrRcLOTH. | am always amused, the administration has
a taxpayers'’ bill of rights; is that not right?
Mr. SUMMERS. That is right.
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Senator FAIRcLOTH. Why write a taxpayers’ bill of rights when
you blatantly are ignoring the original Bill of Rights in the Con-
stitution by probing into people’s tax returns? Why have one if you
are not going to obey the other? It kind of sounds like a redun-
dancy to me.

Mr. SuMMERS. Senator, there is no difference, | think, between
anyone in the administration, in the Congress, in the indignation
with which we regard, and the outrage with which we greet these
revelations that snooping is a continuing practice. We are deter-
mined to do everything we can to find the formula which will elimi-
nate this practice because it is an outrage.

Senator FAIRcLOTH. What did you do with the 1,300 they caught
in 1993 and 1994? What happened to those people? How many of
them were fired?

Mr. SummERs. | do not have the data on 1993 and 1994, but——

Senator FAIRCLOTH. Does somebody know?

Mr. SUMMERS. It was a small fraction.

Senator FAIRCLOTH. Does somebody there know?

Mr. SumMmERSs. If somebody can hand it to me, they can give it
to me. But it was a very small fraction.

Senator FAIRCLOTH. Were fired?

Mr. SUMMERS. A very small fraction were fired, that is right.

Senator FaircLOTH. What did you do with the other ones?

Mr. SUMMERS. In some cases there were cautions and no formal
discipline. In others there was formal discipline up to a suspension
of less than 14 days. In other cases there was a suspension of 14
days or more or a grade reduction.

Senator FAIRCLOTH. How many of them were retired?

Mr. SumMERS. | do not have in front of me the information on
those who retired.

Senator FAIRCLOTH. | see a man back there who looks like he is
getting it.

Mr. SumMERS. If somebody can hand me—the only information
that | have here is on fiscal years 1995, 1996, and 1997 to date.

Senator FAIRCLOTH. So you are talking about the 1,500, the last
batch of them.

Mr. SUMMERS. | am sorry, Senator?

Senator FAIRCLOTH. It was 1,300 they caught in 1993 and 1994.

Mr. SuMMERS. | do not have the numbers in front of me on 1993
and 1994,

Senator FaircLoTH. Well, do you have them behind you?

BROWSING IN 1994

Mr. SumMERS. | am looking for them behind me. Apparently, we
do not have them behind me. We will certainly furnish that infor-
mation for the record.

I was just given a sheet of paper that says that in fiscal year
1994, for example, there were 646 allegations involving misuse of
the system. That in 50 of them the person was cleared. In 204 of
them the matter was closed without action, whatever that means.
In 190 of them the person received counseling.

Senator FAIRCLOTH. What does counseling mean?

Mr. SUMMERS. | suspect that means their supervisor spoke with
them about how this was wrong.
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Senator FAIRCLOTH. And they did not know that before?

Mr. SUMMERS. Senator, | can only——

Senator FAIRCLOTH. | am sure glad they told them that that was
wrong.

Mr. SUMMERS. Senator, | share your indignation about this hav-
ing been managed in a way that was wrong. That is why | think
this legislation making clear to everybody that this is a crime is so
very, very important.

TAX SYSTEMS MODERNIZATION

Senator FalrcLOTH. If | may, | want to ask you a quick question
about the computer fiasco. Will you tell me where that has been
and where it is heading? Briefly, because the chairman is going to
cut me off.

Mr. SumMERs. It has been way off track. It has been turned
around through the cancellation of projects that are not cost effec-
tive going forward through the development of an architecture,
through bringing in new personnel, and through turning the most
difficult work over to closely supervised private sector experts.

Senator FaIRcLOTH. Whoa, whoa. You mean you are going to
turn the tax returns——

Mr. SumMERS. No, no, no. No; the task of building a computer
system. Not operating a computer system or having any contact
with tax returns. The task of building and constructing a computer
system and making sure that different computers talk to each
other in line with the recommendations of a number of outside
groups, we are going to move toward a prime contracting approach.

Senator FAIRCLOTH. Mr. Summers, there is not anyone in the
world that knows less about computers than | do, and at 69 years
old I plan to go out of here without learning any more about them.
But | would think somewhere in the IRS, with all of its accumu-
lated wisdom, with the ability to draw on any source in the world,
I do not see how we could waste $3 billion—and that is what | un-
derstand we have absolutely wasted in a fiasco of mistakes. Is that
an overstatement of the facts?

Mr. SUMMERS. Senator, serious as this problem has been, | think
it is a bit of an overstatement of the facts.

Senator FAIRCLOTH. Cut it back to where it should be. How many
billion did you lose?

COST OF TSM

Mr. SumMMERSs. The total cost of the project has been between $3
and $4 billion, and the project overall has certainly not lived up to
expectations. But the largest fraction of that money has been used
to modernize equipment, to create systems like the Telefile, which
has enabled more and more Americans to pay their taxes on tele-
phones. Approximately $500 million has been spent on systems
that were subsequently discontinued as not cost effective.

Senator FAIRCLOTH. So you are saying that of this $4 billion, $3.5
billion of it has been well-spent money, and no waste? It can jump
right in—

Mr. SUMMERS. No; I think there are——

Senator FAIRCLOTH. | keep hearing that only a small part of it
is salvageable.
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Mr. SumMERS. No; | think, Senator, based on our analysis of the
situation—

Senator FAIRCLOTH. Half of it?

Mr. SumMERs. Most of the money has been spent purchasing
equipment that is in use at the IRS today assisting in the process-
ing of tax returns. I am not going to say that that means that that
money was spent as well as it could have been, that the systems
that were purchased were the right systems or that they are as ef-
fectively configured to interact with one another as they could have
been if this project had been better designed and managed. But the
writeoff, the stuff that is the equivalent of trying to purchase a
plane that does not fly, that is contained, that represents about
$500 million, which—just so we are clear—is $500 million too
much.

ACCOUNTABILITY FOR TSM

Senator FaircLOTH. Who was in charge of buying this stuff? Who
was the person in charge of running it, buying it and making it
work?

Mr. SumMmMERS. This project, the efforts to computerize the IRS
have been underway for 25 years. The TSM program has——

Senator FAIRcLOTH. But this thing started about 4 years ago,
this expenditure, did it not?

Mr. SummMERS. No; | think that the TSM program that involved
the figures that you referred to dates back to 1988 or 1989——

Senator FAIRCLOTH. Who was in charge of it in 1988 or 1989?

Mr. SummMERS. And has been carried on under three or four IRS
Commissioners. | think that the responsibility would be with the
Commissioners. Frankly, 1 do not precisely recall the order of the
Commissioners during the 1980's. Ms. Peterson was the Commis-
sioner for a time. Mr. Goldberg was the Commissioner for a time.
Mr. Gibbs was the Commissioner for a time. There have been a
number of Commissioners.

Senator FAIRCLOTH. But was there not an engineer, a computer
expert within the IRS that was leading this?

Mr. SUMMERS. There have been a number of—

Senator FaIRcLOTH. The Commissioner is a political appointee.
They kind of come and go. But is there not a head engineer for
computer buying in the IRS?

Mr. SumMERS. Frankly, that has been one of the problems. There
were over this period a number of Associate Commissioners for
Modernization and Chief Information Officers who had responsibil-
ity. Frankly, the performance internally had not been satisfactory,
which is why the Department insisted, after recognizing that the
program was way off track, that the IRS turn to the outside and
get someone with proven experience in this area, and the Depart-
ment took an active involvement in recruiting Mr. Gross.

Senator FAaIrRcLOTH. Did you fire the ones that messed up inside?

Mr. SUMMERS. The ones that——

Senator FAIRcLOTH. That wasted this $1 billion.

Mr. SUMMERS. The ones who, the people who | think were in-
volved in making these mistakes are no longer involved in informa-
tion technology management at the IRS.
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Senator FAlrcLOTH. What are they involved in? They are still
with the IRS?

Mr. SUMMERS. In some cases the people have resigned and have
left the IRS. Whether there are other people who are now working
in the IRS in capacities outside of information technology manage-
ment who were involved in some way in this program, | think that
may well have happened.

Frankly, Senator, this is also part of what has been involved in
our effort to fix this is, | think, exactly what you are trying to get
at, which is that the culture of the IRS did not provide for ade-
quate accountability.

Senator FAIRCLOTH. | am sorry?

Mr. SuMMERS. The way the IRS was structured did not provide
for adequate accountability. In other words, a committee, a group
of people who were supposed to work together on the system, and
so if the system did not work there was no identified individual
who could be held responsible.

Senator FAIRCLOTH. It sounds like it was put together by a com-
mittee. It really does. It has all of the outward appearances of a
committee operation.

Senator CAMPBELL. The gentleman’s time has——

Mr. SuMMERS. Senator, we have changed that. Senator, | just
want to say, we have changed that. There is now a person who is
in charge, who is responsible, who has come in from the outside
and who | believe is doing a very good job.

Senator FAIRCLOTH. Thank you.

DISPOSITION OF IRS BROWSING CASES

Senator CampPBELL. Just as an addendum to what Senator
Faircloth, some of the questions he asked, | have a disposition of
cases, misconduct allegations involving misuse of the IDRS in front
of me here and | am looking at the 1995—and they are pretty simi-
lar to 1991, 1992, 1993, and 1994. It says 7 percent were cleared,
33 percent closed without action, 32 percent counseled, 21 percent
disciplinary action, 5 percent retirements. Only 1 percent separa-
tion. The word separation means fired, gone, right?

Mr. SUMMERSs. | believe so.

Senator CAMPBELL. | wanted to ask you, IRS people are all Civil
Service people; is that correct?

Mr. SUMMERS. Yes.

Senator CAMPBELL. So it is pretty tough to fire them?

Mr. SUMMERS. Yes.

Senator CAMPBELL. You have got to have pretty solid grounds?

Mr. SUMMERS. Yes.

Senator CampPBELL. The IRS, | guess their business kind of ebbs
and flows. This is a very busy time of the year. In the fall it is not
nearly as busy, | would assume. Is that correct?

Mr. SUMMERS. Yes.

IRS SEASONAL EMPLOYMENT

Senator CampPBELL. What do all those people do, that 100,000
manpower do in the fall?

Mr. SumMERS. The witnesses you will have subsequently could
speak more knowledgeably than I. But part of the answer to the
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question is that the IRS hires seasonally, and hires as many as
30,000 people seasonally.

Senator CAMPBELL. Are they Civil Service when they are hired
seasonally?

Maybe the IRS can answer. | might be asking the wrong person.

Mr. SUMMERSs. | am told they are.

Mr. MoraAvITZ. Yes, sir; they are. Many of them are temporary,
but they are seasonal.

Senator CAMPBELL. Can | also ask you, two or three times you
referred to taxpayers as customers. If |1 go to a store and | purchase
something, I know I am a customer. When did that come into
vogue, calling taxpayers customers? And what kind of a service do
they get for their hard-earned money when they turn it in? Is that
kind of a placebo? Because if | ask my folks at home, they are not
going to refer to themselves as customers. They are going to, if any-
thing, refer to themselves as victims.

Mr. SummEeRs. | think you raise a very fair point, Senator. |
think that the term customer service has been used in recent years
precisely with the objective of trying to change the culture at the
IRS so as to treat taxpayers more like people in stores treat the
people who buy from them and less like victims. To provide more
courteous and responsive service on the telephone, to recognize
that people have problems, and to treat people in the right kind of
way.

It is the analogy of how successful businesses have come to treat
the people they interact with that is what we are trying to incul-
cate in the IRS through the use of that term. | think we can prob-
ably all agree that the IRS should be seeing taxpayers not as vic-
tims, but as people who are to be respected and worked with as co-
operatively as possible.

Senator CAmMPBELL. | thank you, Mr. Summers. | have no further
guestions. Senator Kohl, do you have?

Senator KoHL. | would only make the comment, Mr. Chairman,
and Mr. Summers, in a recent poll 75 or 80 percent of the Amer-
ican people indicated that they really do not have any strong quar-
rel with the IRS; that they feel that they have been treated fairly
and have not had any disputes of one sort or another. But it is, as
we have pointed out and you have said, essential that the con-
fidence of the American people with respect to this poll is repeated
again and again in the future.

There is a lot of work to be done. | am encouraged by your state-
ment that you are spending a great share of your time on this
problem. I do not think that there is anything more visible to the
American people in terms of what you do than straightening out
this problem and assuring the American people in the months and
years to come that in fact the IRS is operating in a marvelously
efficient, and disciplined and ethical manner. |1 would like to hope
that as a result of your activities, and this hearing and what you
have heard, and what you are going to do, that in the years ahead
we will achieve that result.

Mr. SuMmMERSs. Thank you very much, Senator.
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SUBMITTED QUESTIONS

Senator CAmPBELL. Thank you, Mr. Summers. We got you out a
few minutes late, but hopefully you will not miss your next ap-
pointment. We will submit additional questions to be answered for
the record.

[The following questions were not asked at the hearing, but were
submitted to the Department for response subsequent to the hear-

ing:]
QUESTIONS SUBMITTED BY SENATOR CAMPBELL
IRS MANAGEMENT AWARENESS

Question. Deputy Secretary Summers, what | would like to focus on this morning
is the Department of the Treasury's and the Internal Revenue Service's administra-
tion that allows the reoccurrence of management failures.

Recently, Congress has signaled its concern over IRS’' progress in modernizing its
processes and systems by:

—cutting IRS' budget requests for funds to support modernization efforts;

—withholding modernization funding until IRS successfully addresses certain

identified problems;

—directing Treasury to assess and report on IRS' progress in taking corrective ac-

tions; and

—establishing the national Commission on Restructuring IRS with a broad char-

ter to review IRS management and operations.

Treasury has also signaled its concerns by:

—directing the IRS to rely on outside contractors for technical expertise; and

—establishing a review and decision making board to monitor IRS’ information

technology—the Modernization Management Board.

Have any of these efforts produced an IRS that is more management aware? What
actions has the IRS taken to indicate they are taking these management failures
seriously?

Answer. We are all quite aware of these criticisms. We are certainly spending a
considerable amount of time and effort to make sure that the IRS does not simply
go into a defensive crouch, but instead deals with both criticisms and new ideas
forthrightly and openly. We have already taken some significant actions, such as ap-
pointing a new CIO with wide powers and intensified our recruitment efforts in
order to attract outside talent. We think we have made considerable progress al-
ready, with more to come.

Question. Senator Glenn’s Bill, the Tax-Payer Privacy Protection Act would:

—Provide that unauthorized inspection of returns or return information is an of-

fense punishable by a fine (not to exceed $1,000) or imprisonment of not more
than one year, or both together with costs of prosecution;

—Allow for the firing upon conviction of any officer or employee of the U.S. who

committed the offense; and

—Clarify that unauthorized inspection of returns or return information is a viola-

tion of the Criminal Code’s confidentiality provisions.

Do you support Senator Glenn’s proposed Taxpayer Privacy Protection Act? Do
you believe that criminalizing taxpayer file browsing will eliminate this practice?

Answer. While we can never give assurance that such changes to the law will
eliminate the practice, we support adding a new provision to the Internal Revenue
Code that would specifically prohibit the unauthorized inspection or browsing of tax
returns and return information, as Senator Glenn’s bill would do. Such legislation
would explicitly make it a crime to examine willfully records not within an employ-
ee’s official responsibilities. It would prohibit the unauthorized inspection of non-
computerized tax information, such as hard-copies of paper returns or return infor-
mation, and the unauthorized inspection of State or local government computers not
covered by the Economic Espionage Act amendments of last year. The new legisla-
tion would clarify that such inspections alone constitute a separate criminal offense.

We therefore support the addition of a new, separate misdemeanor for unauthor-
ized inspection, as Senator Glenn’s bill would provide. For some minor technical rea-
sons, however, the version of the bill that we prefer is S. 522 or H.R. 1226.
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BLUE RIBBON PANEL

Question. Mr. Summers, in your April 10th testimony before the senate Govern-
ment Affairs Committee you discussed the establishment of a blue ribbon panel of
experts which will provide private sector security expertise. Could you please ex-
plain the functions of this panel?

Answer. We have proposed creating a blue-ribbon panel as part of our 5-point
plan to improve IRS management. This group would include outside experts in the
areas of technology, financial services and tax administration and would provide ad-
vice and assistance to the Secretary and the IRS on a variety of topics, including
security.

AUDIT RESEARCH LOG

Question. Isn't it true that consistent review and application of the existing Audit
Research Log would confirm that inappropriate access has occurred? Do you have
any indication that the private sector has developed superior systems which are less
labor intensive?

Answer. The IRS’ current processes have identified that unauthorized access has
occurred. IRS is currently assessing its policies and procedures for protecting
against and detecting unauthorized access, and it is currently evaluating the pos-
sible consolidation of many functions to ensure consistent review and application of
the Audit Research Log.

To date, IRS has not found any superior systems or any less labor intensive sys-
tems for preventing or detecting unauthorized access to individual tax records. IRS
is continuing to look at commercial-off-the-shelf software or any best practices being
used by the private sector that could be used for this purpose.

FIXING THE IRS

Question. You are establishing panels and instituting boards and encouraging the
use of outside contractors. But the IRS problems, those that seem to persist, are the
result of a breakdown in management decision making. This decision making seems
to be made independent of the desired outcomes. What actions are being taken to
ensure the management of the IRS is fixed?

Answer. | would, of course, strongly disagree with the characterization of IRS
management as having broken down. The agency is still functioning and many
areas are continuing to be quite successful. This year’s filing season, for instance,
has gone very well.

But as is true with any large organization, there is always room for improvement.
We have made a number of proposals and decisions in this area. For instance, we
have determined that the primary criterion for the next Commissioner will be man-
agement experience with large organizations and with how to implement tech-
nology-based changes. We have intensified our efforts to bring in outside managers
with new ideas, experience and energy. We would like to do more in this area.

| think it is important to recognize that there are no simple answers to the prob-
lems facing the IRS. What is needed is continued hard work and the willingness
to make difficult decisions. That is what we are trying to achieve.

MODERNIZATION MANAGEMENT BOARD

Question. It is my understanding that you have been instrumental in organizing
a modernization management board (MMB) to provide oversight of the TSM acquisi-
tion system. What kind of oversight does this board provide? Can you explain the
amount of time board members spend reviewing the IRS proposals? Who staffs the
board? Has the board rejected any IRS proposals?

Answer. We created the MMB last summer. | serve as the Chair. The other mem-
bers include the senior officials from OMB, Treasury and IRS who are responsible
for tax administration. We have tried to use the Board as the equivalent of a
proactive Board of Directors for a large private sector corporation. Like any such
Board of Directors, the MMB will focus on broad strategic issues and major invest-
ment decisions for the IRS. For instance, we will be spending a considerable amount
of time this spring on the overall IRS systems architecture and development plan.

| should note that the MMB does not become involved in tax policy issues, which
are handled through different means. Its focus is on management issues.

The amount of time that individual Board members spend on IRS issues will nat-
urally vary. Most of the members already spend a great deal of time on the IRS
and have general familiarity with the issues. | will say that I have been putting
a large portion of my time into IRS management issues over the past year, and ex-
pect to continue to do so.
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The MMB has a small professional staff. In the past the staff has been drawn
from the IRS. We are now converting the staff into Treasury employees.

As for the Board’s actions in rejecting IRS proposals, things seldom develop that
way. | see the MMB's primary job as clarifying strategic options and, on occasion,
choosing one. What we constantly do is push the IRS for more specificity, imagina-
tion and speed. So far the process has worked quite well.

Question. The National Commission on Restructuring the IRS, of which you are
a member, is planning to issue its final report in June. It is my understanding the
Commission will address the security weaknesses and management problems that
exist within IRS. What can you tell us about the Commission’s recommendations for
tackling these problems?

Answer. The Commission is scheduled to release its final report in June, however,
I am not a member of the Commission and will have to reserve my comments on
their proposals until | have seen them.

TREASURY/IRS ACCOUNTABILITY

Question. How does Treasury intend to follow up and monitor the IRS to ensure
they are following through with the policies put in place? The concern here is that
not enough oversight has been carried out in the past on this issue.

Answer. Treasury intends to monitor the “browsing” issue on a continuing basis.
Deputy Secretary Summers has requested a comprehensive report from the IRS on
its plans. This report will be discussed at a special meeting of the Treasury Mod-
ernization Management Board (MMB), which is the principal body within Treasury
for oversight of the administrative functions of the IRS. In addition, the Treasury
Office of Security will work closely with the security office at IRS to monitor imple-
mentation of IRS plans. The MMB will continue to track this issue.

Using the tools presently available to it, the IRS has already stepped up its efforts
to end “browsing.” Those tools include: employee training on the privacy policy of
§6103; regular refreshers on §6103; privacy guidelines to employees, condemning
unauthorized browsing of taxpayer records; warnings when documents are accessed
by computer; expanded use of the Electronic Audit Research Log (“"EARL") to iden-
tify instances of unauthorized access; an “800” number for reporting misconduct;
new managers in the computer security program; and disciplinary actions, up to and
including dismissal from employment, against employees who are found to have vio-
lated the privacy policy.

We also support the application of criminal sanctions to employees found guilty
of “browsing.” As you know, the Economic Espionage Act of 1996 amended the Fed-
eral wire fraud statute in the criminal code (Title 18 U.S.C.), to make unauthorized
access by computer to information from any department or agency of the United
States a separate misdemeanor offense. In view of these provisions, “browsing” a
Federal computer is already punishable as a crime.

Further, we support the legislation (H.R. 1226 in the House, S. 522 in the Senate)
to make “browsing” a separate criminal offense under the Internal Revenue Code.
This should provide an additional tool to criminal investigators and prosecutors and,
perhaps more importantly, an additional deterrent to IRS employees who may be
tempted to browse.

We fully expect that these actions will deter persons who have access to tax re-
turns and return information from unauthorized browsing, and we anticipate that
the number of such instances should decline significantly in the future. We will be
closely monitoring the IRS’s progress in this area over the next couple years. If im-
provements are not forthcoming, we may seek additional tools from Congress.

SECURITY PROCEDURES/PUNISHMENTS

Question. What action has the Treasury Department taken to ensure the IRS puts
in place solid mechanisms to protect taxpayer files?

Answer. As noted in response to the previous question, the Deputy Secretary has
requested a comprehensive report of what IRS will do managerially and technically
to better address unauthorized access problems. The report will be reviewed by the
MMB, and the MMB will monitor IRS progress in this area.

Question. Is there a Department of the Treasury standard for dealing with sen-
sitive information, such as taxpayer files for example, import/export financial infor-
mation at Customs? Please provide the committee a copy of these standards for the
Record.

Answer. The Department is governed by a wide range of standards and rules lim-
iting access to official information. The Standards of Ethical Conduct for Employees
of the Executive Branch provide that “An employee shall not * * * allow the use
of nonpublic information to further his own private interest or that of another.” 5
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C.F.R. §2635.703. This requirement applies to all Treasury employees in all bureaus
and offices, is distributed to every employee, and is the subject of periodic ethics
training. The requirement is supplemented by the Department’'s supplementary eth-
ics regulations, specifically 31 C.F.R. §§0.205 and 0.206, which provide that “[em-
ployees are required to care for documents according to federal law and regulation,
and Department procedure [and] shall not disclose official information without prop-
er authority, pursuant to Department or bureau regulation.”

As a general matter, disclosure of information maintained by the Department is
governed by the regulations at 31 C.F.R. Part 1. With respect to sensitive informa-
tion about individuals, information that is retrieved by that individual’s name, code,
number, may be disclosed only to employees who have a need for the record in the
performance of their duties, pursuant to the Privacy Act of 1974, as amended, 5
U.S.C. §552a . This requirement is promulgated department-wide by Treasury regu-
lations at 31 C.F.R. Part 1, Subpart C and Treasury Directive 25-04, which also
require each component to develop a Notice of System of Records for every system
from which information about individuals is retrieved. All systems notices require
a description of the safeguards for the records contained therein. A list of the De-
partment's current Privacy Act Systems Notices is attached at Attachment A. As
shown in Attachment A, the IRS has in excess of 100 Privacy Act Systems. Of spe-
cial note regarding access to taxpayer files is IRS 34.018, which logs employee in-
puts and inquiries to the IRS’s Integrated Data Retrieval System. A copy of that
Notice is attached at Attachment B.

[CLERK’'Ss NOTE.—Attachment A can be found in the Federal Register, Vol. 60, No.
217, Nov. 9, 1995, Notices, pp. 56648-56651 and attachment B can be found on p.
56802 of the same volume.]

Regarding other sensitive information, the Department’s Security Manual estab-
lishes comprehensive, uniform security policies governing personnel, physical, and
information systems security. While much of the Manual deals with National Secu-
rity Information classified pursuant to Executive Order 12958, portions of it specifi-
cally address controls on Sensitive But Unclassified (SBU) Information, including
proprietary, financial, and business confidential information. Section VI, 4.B.1 of the
Manual, Controlled Access Protection for Automated Information Systems and Net-
works Processing Sensitive but Unclassified Information, is attached as Attachment
C

'[The information follows:]

[ATTACHMENT C]

OFFICE OF SECURITY MANUAL, CHAPTER VI, No. 4.B.1.

OcCTOBER 1, 1992.

Subject: Controlled Access Protection (C2) for Automated Information Systems and
Networks Processing Sensitive But Unclassified Information

1. Purpose. This section provides policy and establishes the requirement to exe-
cute a minimum level of protection for automated information systems (AIS) and
networks accessed by more than one user when those users do not have the same
authorization to use all or some of the sensitive but unclassified (SBU) information
processed, stored, or communicated by the AIS or network. Controlled Access Protec-
tion (also known as C2) can be used to deny unauthorized access to information
stored in AIS and prevent outside intruders from electronically accessing SBU infor-
mation by way of supporting telecommunications in networked AlS.

2. Policy. It is the policy of the Department of the Treasury that AIS and net-
works which process, store, or transmit SBU information meet the requirements for
C2 level protection as evaluated by the National Security Agency (NSA) or National
Institute for Standards and Technology (NIST). The criteria for C2 is as follows:

a. ensure individual accountability through identification and authentication of
each individual system user;

b. maintain an audit trail of user security relevant events;

c. control responses to a user’'s request to access information according to the
user’s authorization; and

d. prevent unauthorized access to a user’s current or residual data by clearing all
storage areas (core, disk, etc.) before they are allocated or reallocated. This C2 re-
quirement shall be implemented within the operating system. However, with the ap-
proval of the Senior Information Resources Management Official (SIRMO) and the
Principal Accrediting Authority (PAA), the object reuse feature may be implemented
at the application level. For those systems where object reuse cannot be imple-
mented, a bureau or office may elect to use approved alternative methods (e.g., file
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encryption) to satisfy this requirement. Waiver procedures for a permanent exemp-
tion to this feature of the C2 criteria are prescribed in paragraph 3.b.

3. Exemption.

a. A temporary exemption from the requirement to implement this policy by Octo-
ber 1, 1992, on existing AIS and networks or to incorporate the C2 provisions on
new AIS and networks during the conceptual design stage may be granted jointly
by the SIRMO and PAA. Such exceptions shall be based on the difficulty or cost of
their execution and impairment to operations and mission effectiveness. Heads of
bureaus and, for systems in the Departmental Offices, the Deputy Assistant Sec-
retary (Administration) shall ensure continuous progress is made toward reducing
or eliminating the circumstances causing the need for the temporary exemption.

b. Permanent exemptions to paragraph 2.d. will be approved jointly by the SIRMO
and PAA. Permanent exemptions from the requirement to clear residual data will
be based on a risk analysis to determine what damage, if any, is caused by the po-
tential disclosure of SBU information to a user who does not have the same author-
ization to use some or all of the SBU information on the AIS or network. No exemp-
tion to paragraph 2.d. is required for stand-alone AIS when all users are authorized
access to all the SBU information on the AIS. However, prior to disposition or repair
of any such AIS, approved clearing and purging is required (see Section 4.F. of
Chapter VI).

4. Applicability to Microprocessors.

a. Networked Microprocessors. If a network is accessed by a user who is not au-
thorized to use all or some of the SBU information processed by or communicated
over the network (or if the network is accessed by dial-up circuits), C2 protection
shall be implemented on microprocessors running UNIX or other multi-user multi-
tasking operating systems. Presently, there is no acceptable and affordable tech-
nology that provides C2 approved software protection for DOS-based microproc-
essors (of which large numbers of MS-DOS personal computers have been procured
throughout the Department). There are, however, evaluated subsystems which cre-
ate C2 functionality in MS-DOS systems (i.e., identification, authentication, audit,
discretionary access control, and object reuse). Therefore, until there are C2 ap-
proved operating systems available for networked DOS-based microprocessors, the
bureaus could utilize existing NSA evaluated subsystems (e.g., Watchdog Armor or
PC/DACS).

b. Stand-alone Microprocessors. Evaluated subsystems, as described in paragraph
4.a., should be considered for use on stand-alone workstations when either of the
following applies:

(1) SBU information is stored on the microprocessor and is shared by multiple
users who do not have a need to know some or all of the SBU information stored
on the system, or

(2) the workstation with stored SBU information is located in an uncontrolled
area.

¢. Interim Measures. Until C2 products are available, interim discretionary access
control protection measures for microprocessors shall be implemented. These meas-
ures include, but are not limited to:

(1) physical security (controlling physical access to the terminal and purging sys-
tem of SBU information when terminal is not in use);

(2) personnel security (background or integrity checks);

(3) communications security (encryption or guided media);

(4) manual user identification and authentication;

(5) procedural security;

(6) security training and awareness;

(7) contingency planning; and

(8) risk analysis.

When C2 technology is incorporated into the computer, the above countermeasures
(to the extent warranted by the known or perceived threat or vulnerability) will still
be required in the overall protection plan for the microprocessor.

5. Responsibilities.

a. The Director, Office of Security, shall:

(1) ensure compliance with this policy in the most cost-effective manner to include
verifying that bureaus are making continuous progress toward reducing or eliminat-
ing the circumstances for requiring a temporary exemption from controlled access
protection requirements;

(2) provide input to the five-year information systems planning call and review
bureau information systems plans for compliance with this policy;

(3) review selected major solicitations of SBU AIS, as provided by the Deputy As-
sistant Secretary (Information Systems), to ensure compliance with this section and
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to eliminate duplication or conflict with existing or planned security measures with-
in Treasury; and

(4) provide reports on the results of reviews of bureau acquisitions and informa-
tion systems plans to the Deputy Assistant Secretary (Information Systems).

b. The Deputy Assistant Secretary (Information Systems) shall:

(1) coordinate select major AIS and network solicitations with the Director, Office
of Security, for systems security considerations;

(2) coordinate bureau five-year information systems plans with the Director, Office
of Security, for systems security considerations; and

(3) ensure, through the annual computer security planning and reporting process,
that bureaus report the status of their compliance with this section, including all
temporary exemptions granted.

c. The Deputy Assistant Secretary (Administration). Heads of Bureaus and the In-
spector General shall, as it relates to their respective bureaus and offices:

(1) take deliberate action, in the most cost-effective manner, to execute the provi-
sions of this policy and ensure all existing Department of the Treasury systems
shall be in compliance before October 1, 1992. This cost-effectiveness includes elimi-
nating duplication of effort when upgrading security by ensuring that any AIS or
network with user identification/authentication, key management, and encryption
requirements utilize existing or planned Treasury resources to the maximum pos-
sible extent;

(2) ensure that all new AIS or networks that are intended to process, store, or
communicate SBU information incorporate the provisions of this policy during the
conceptual design phase; and

(3) report the status of compliance with this policy, including all temporary ex-
emptions granted, to the Office of the Deputy Assistant Secretary (Information Sys-
tems) as part of the annual computer security planning and reporting process.

6. Procedures for Controlled Access Protection

a. Introduction.

(1) The PAA’s (data owners) of the AIS and networks have the authority and abil-
ity to decide who, among the system’s authorized users, will be permitted access to
SBU information.

(2) The cost of strengthening the hardware or software features of your AIS or
network may be prohibitive. You should document any exceptions to baseline re-
quirements as explained in Section 7.A. of Chapter VI.

b. C2 Criteria.

(1) ldentification and Authentication. The system shall require the users to iden-
tify themselves and to provide some proof that they are who they say they are. The
most common means for accomplishing this are a user identification (user ID) and
password. The system must protect authentication data so that it may not be
accessed by an unauthorized user.

(2) Audit. The system shall be able to create, maintain, and protect from modifica-
tion, unauthorized access, or destruction an audit trail of accesses to the resources
it protects. The audit data shall be protected by the system so that read access to
it Is limited to those who are authorized for audit data. The system shall be able
to record the following types of events: log on, log off, change of password, creation,
deletion, opening, and closing of files, program initiation, and all actions by system
operators, administrators, and security officers. For each recorded event, the audit
record shall identify: date and time of the event, user, type of event, and the success
or failure of the event. For log on, log off, and password change the origin of the
request (e.g., terminal ID) shall be included in the audit record. For file related
events the audit record shall include the file’'s name. The ISSO and NSO shall be
able to selectively audit the actions of one or more users based on individual iden-
tity. Audit procedures shall be developed and coordinated with other internal control
procedures required under OMB Circular A-123.

(3) Discretionary Access Control. The system shall define and control access be-
tween named users and system resources (e.g., files and programs). The system or
network users shall be provided the capability to specify who (by individual user or
users, group, etc.) may have access to their data. These controls are at the discretion
of the user and the user may change them. The system or network will assure that
users without that authorization are not allowed access to the data.

(4) Object Reuse. When a storage object (e.g., core area, disk file, etc.) is initially
assigned, allocated, or reallocated to a system user, the system shall assure that it
has been cleared.

c¢. Assurance. Given the security features in the preceding paragraphs, there must
be some assurance that these features are properly implemented and protected from
modification. For these systems and networks, assurance rests primarily with sys-
tem and network testing. The security features including those of the system or net-
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work shall be tested and found to work as claimed in the system and network docu-
mentation. Testing shall be done to assure that there are no obvious ways for an
unauthorized user to bypass or otherwise defeat the security protection mechanisms
of the system or network. Testing shall also include a search for obvious flaws that
would allow violation of resource isolation, or that would permit unauthorized access
to the audit or authentication data.

d. Documentation.

(1) Security Features User's Guide. A single summary, chapter, or manual in user
documentation shall describe the security features provided by the system, guide-
lines on how to use them, and how they interact with one another.

(2) Trusted Facility Manual. A manual addressed to the system administrator, op-
erator, and system security officer shall present cautions about functions and privi-
leges that should be controlled when running a secure facility. The procedures for
examining and maintaining the audit files as well as the detailed audit record struc-
ture for each type of audit event shall be given.

(3) Test Documentation. A document shall be provided that describes the test plan
and results of the security features functional testing.

(4) Design Documentation. Documentation shall be available that provides a de-
scription of the developer’s philosophy of protection and an explanation of how this
philosophy is translated into the system. If the system’s security features are com-
posed of distinct modules, the interfaces between the modules shall be described.

e. Conformance with Vendor Security Requirements and Guidelines. When using
vendor-supplied security products providing controlled access protection, the extent
to which AIS and network management follows vendor security-related instructions
accompanying the system software documentation will determine how effective the
security product will be. In many cases, failure to follow these instructions will re-
duce an otherwise trusted system to a less secure state. To prevent this, bureau
ISSO’s and NSO's (or available security staff) are required to thoroughly review all
vendor recommendations and requirements for the configuration of security controls
and formally document the compliance or non-compliance of such requirements. If
operational requirements dictate that such security recommendations cannot be
complied with, management shall formally document this decision through the ex-
ception process. Such exceptions require the review and approval of the ISSO or
NSO (or available security staff).

7. Cancellation. Treasury Directive 85-04, “Controlled Access. Protection (C2) for
Automated Systems which Process Sensitive Unclassified Information,” dated Au-
gust 15, 1989, is superseded.

Certain information maintained by Treasury bureaus is subject to detailed con-
trols on access. For example, the Customs Service maintains two interactive systems
containing highly sensitive law enforcement and commercial information, the Treas-
ury Enforcement Communications System (TECS) and the Automated Commercial
System (ACS). Extensive security software requiring passwords limit access to both
systems to employees authorized to make specific inquiries. A brief description of
the system safeguards for ACS is attached as Attachment D. Another example are
the restrictions on access to Financial Transaction Records maintained by FinCEN.
See 31 C.F.R. §103.51.

[CLERK’s NOoTE.—Attachment D can be found in the Federal Register, Vol. 60, No.
217, Nov. 9, 1995, Notices, pp. 56763-56764.]

Question. In your opinion, do you feel the IRS has consistently applied the punish-
ments for those employees caught browsing taxpayer files?

Answer. The IRS, like other Federal agencies, must consider several factors on a
case by case basis when determining the appropriate penalty for misconduct. These
factors include the employee’s past disciplinary and performance history, length of
service, job and grade level, potential for rehabilitation, the nature and seriousness
of the offense, the consistency of the penalty with those imposed upon other employ-
ees, and any mitigating circumstances. Different penalties imposed in two cases for
seemingly similar conduct may be the result of the weighing of these factors. It does
not necessarily mean that an inappropriate penalty was imposed in one of the cases.
In addition, many of these cases are appealed to the MSPB or through the nego-
tiated grievance process. We understand that in some cases removals have been
mitigated to lesser penalties by grievance arbitrators.

It is also important to emphasize, that not all suspected instances of browsing ac-
tually turn out to have been willful unauthorized inspection of taxpayer records.

Question. Can you explain, from Treasury's perspective, why IRS has been incon-
sistent in punishments?

Answer. The IRS is a large, administratively decentralized organization and dis-
cipline is administered at the local level. As noted above, each case presents its own
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unique facts and circumstances and therefore different penalties may be deemed ap-
propriate. This doesn’'t necessarily mean that the penalties are inconsistent. That
being said, there is certainly room for improvement in terms of making sure that
similar offenses receive similar treatment.

Question. Has snooping been a problem with any other Treasury agencies with
their respective files.

Answer. “Browsing” is a term usually applied only to unauthorized access to tax-
payer information. We are unaware of any similar instances of significant unauthor-
ized access to sensitive systems or data at other Treasury bureaus.

Question. From an oversight perspective, do you feel that there are any road-
blocks, legal or otherwise, keeping the IRS from consistently applying these punish-
ments?

Answer. So long as this type of misconduct is subject to the same factors for eval-
uating the appropriateness of a penalty as other types of misconduct, there will like-
ly be differences in penalty determinations because of the unique factors of each
case. We will be evaluating whether additional legislation is needed to ensure that
appropriate disciplinary penalties for browsing will be sustained.
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GENERAL ACCOUNTING OFFICE

STATEMENT OF RONA B. STILLMAN, CHIEF SCIENTIST, COMPUTERS
AND TELECOMMUNICATIONS

ACCOMPANIED BY LYNDA WILLIS, DIRECTOR, TAX POLICY AND AD-
MINISTRATION

INTRODUCTION OF WITNESS

Senator CAmPBELL. Our third panel will be Dr. Rona B. Stillman,
Chief Scientist for Computers and Telecommunications from the
General Accounting Office. Dr. Stillman, if you would like to sub-
mit your complete written testimony, without objection that will be
included in the record and you are welcome to abbreviate it if you
would like to. And if you might identify the lady that is with you
for the record.

Ms. STiLLMAN. Thank you, Mr. Chairman. With me is Lynda Wil-
lis, our Director for Tax Policy and Administration. We appreciate
the opportunity to testify on two very important matters concern-
ing IRS: employees’ unauthorized and improper perusal of con-
fidential records, commonly known as browsing; and unjustified $1
billion-plus budget request for unspecified new systems develop-
ment.

Browsing is not a new problem. For years Members of Congress,
GAO, and others have raised concerns about IRS employees
accessing taxpayer files for purposes unrelated to their jobs, for ex-
ample, reading the files of celebrities or neighbors, or making un-
authorized changes to taxpayer files such as initiating unauthor-
ized refunds or tax abatements.

In response, the IRS has taken steps to detect and deter brows-
ing. In particular, the IRS has developed and is using the electronic
audit research log [EARL]. EARL is an automated tool which tries
to identify suspicious patterns of employee activity by analyzing
the audit trail of IDRS, the primary computer system IRS employ-
ees use to access and adjust taxpayer accounts. The IRS Commis-
sioner has also instituted a zero tolerance browsing policy, and the
agency has taken legal and disciplinary action against some em-
ployees caught browsing.

We found that despite these steps, IRS is still not effectively ad-
dressing browsing. First, EARL is limited in its ability to detect
browsing. EARL only monitors employees using IDRS to access tax-
payer data. It does not monitor the activities of employees using
other automated systems to access taxpayer data, such as the dis-
tributed input system [DIS], the integrated collection system [ICS],
or the totally integrated examination system [TIES].

In addition, EARL is not effective in distinguishing between
browsing and legitimate work activity. It identifies so many poten-

(41)
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tial browsing incidents that the subsequent manual review needed
to find incidents of actual browsing is time consuming and difficult.
IRS is evaluating options for enhancing EARL to enable it to better
distinguish between legitimate activity and browsing.

Second, according to the 1996 report of the EARL executive
steering committee, IRS does not consistently count the number of
browsing cases and cannot assess the effectiveness of individual de-
tection programs or of IRS detection efforts overall.

Further, browsing is inconsistently managed across IRS facilities.
Facilities are inconsistent in reviewing and referring browsing inci-
dents, inconsistent in applying penalties for browsing violations,
and inconsistent in publicizing the outcomes of browsing cases to
deter other employees from browsing.

In a report we issued last week, we recommended that the IRS
completely and consistently monitor, record, and report the full ex-
tent of browsing for all systems that can be used to access taxpayer
data. We also recommended that the Commissioner report the asso-
ciated disciplinary action taken, and that these statistics, along
with an assessment of its progress in eliminating browsing, be in-
cluded with IRS' annual budget submission. IRS has stated its in-
tention to implement these recommendations. We plan to monitor
its progress in doing so.

I would now like to address IRS’ budget request for new systems
development in fiscal years 1998 and 1999. IRS has requested $131
million in fiscal year 1998 for new systems development and an ad-
ditional $1 billion, $500 million in fiscal year 1998 and $500 mil-
lion in fiscal year 1999 for an information technology investment
account.

To ensure that Federal agencies like the IRS invest wisely in in-
formation technology, the Congress has passed several laws, in-
cluding the Chief Financial Officers Act, the Government Perform-
ance and Results Act, and the Clinger-Cohen Act. These acts re-
quire that information technology investments be supported by con-
vincing business case analyses showing mission-related benefits in
excess of the money spent. They also require that disciplined proc-
esses be in place to manage the investment and to develop or ac-
quire the systems.

IRS has not justified the $1.131 billion it has requested for fiscal
years 1998 and 1999. In fact, IRS does not know how it will spend
these funds or what benefits will be achieved. Instead IRS re-
guested $131 million in fiscal year 1998 because that was about the
same amount it received for new systems development in fiscal
year 1997. And IRS requested an additional $1 billion in fiscal
years 1998 and 1999 as a placeholder to ensure the availability of
funding for yet-to-be-determined new systems development.

Moreover, although they are working to improve, IRS continues
to suffer from the same fundamental and persistent management
and technical weaknesses that we detailed in July 1995. It is pre-
cisely this kind of approach, that is, earmarking huge amounts of
money without convincing supporting business rationale, and at-
tempting to build and buy systems without disciplined systems de-
velopment and acquisition processes, that have led to past mod-
ernization failures at IRS. And it is precisely this kind of approach
that GPRA and the Clinger-Cohen Act are designed to preclude.
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Therefore, consistent with the requirements of GPRA and the
Clinger-Cohen Act, we believe that the Congress should not fund
any significant IRS requests for information technology develop-
ment until IRS provides convincing analytical business rationale,
and until disciplined systems investment, development, and acqui-
sition processes are in place.

Mr. Chairman, this concludes my statement. Lynda Willis and |
will be happy to respond to any questions that you or the sub-
committee members may have at this time.

PREPARED STATEMENT

Senator CAMPBELL. Thank you Ms. Stillman. We have your com-
plete statement and it will be made part of the record.
[The statement follows:]

PREPARED STATEMENT OF DR. RONA B. STILLMAN

Mr. Chairman and Members of the Subcommittee: We appreciate the opportunity
to testify on Internal Revenue Service (IRS) employees’ electronic browsing of tax-
payer files, as well as IRS’ fiscal years 1998 and 1999 budget requests for tax sys-
tems modernization (TSM) development currently before this Subcommittee.

On April 8, 1997, we issued a report disclosing many serious computer security
weaknesses at IRS.1 These weaknesses make IRS computer resources and taxpayer
data unnecessarily vulnerable to external threats, such as natural disasters and
people with malicious intentions. They also expose taxpayer data to internal threats,
such as employees accessing taxpayer files for purposes unrelated to their jobs (for
example, reading the files of celebrities or neighbors) or making unauthorized
changes to taxpayer data, either inadvertently or deliberately for personal gain (for
example, to initiate unauthorized refunds or abatements of tax). Such unauthorized
and improper browsing of taxpayer records has been the focus of considerable atten-
tion in recent years. Nevertheless, our report shows that IRS is not effectively ad-
dressing the problem. IRS still does not effectively monitor employee activity, accu-
rately record browsing violations, consistently punish offenders, or widely publicize
reports of incidents detected and penalties imposed.

Compounding IRS’ serious and persistent computer security and employee brows-
ing problems are equally serious and persistent TSM management and technical
problems that must be corrected if IRS is to effectively invest in TSM. IRS is re-
questing $1.131 billion in fiscal years 1998 and 1999 for TSM development and de-
ployment. However, IRS does not know how it will spend this $1.131 billion and has
not yet corrected the management and technical problems that IRS has acknowl-
edged have resulted in hundreds of millions of dollars being wasted thus far on
TSM. This is inconsistent with the Government Performance and Results Act
(GPRA) of 1993 and the Clinger-Cohen Act of 1996, which require that information
technology investments be supported by convincing business case analyses and dis-
ciplined management and technical processes.

IRS IS NOT EFFECTIVELY ADDRESSING ELECTRONIC BROWSING

Employee electronic browsing of taxpayer records is a long-standing problem at
IRS. We reported in September 1993 that IRS did not adequately (1) restrict access
by computer support staff to computer programs and data files or (2) monitor the
use of these resources by computer support staff and users.2 As a result, personnel
who did not need access to taxpayer data could read and possibly use this informa-
tion for fraudulent purposes. Also, unauthorized changes could be made to taxpayer
data, either inadvertently or deliberately for personal gain (for example, to initiate
unauthorized refunds or abatements of tax). In August 1995, we reported that the
Service still lacked sufficient safeguards to prevent or detect unauthorized browsing
of taxpayer information.3

11RS Systems Security: Tax Processing Operations and Data Still at Risk Due to Serious
Weaknesses (GAO/AIMD-97-49, April 8, 1997).

2|RS Information Systems: Weaknesses Increase Risk of Fraud and Impair Reliability of Man-
agement Information (GAO/AIMD-93-34, September 22, 1993).

3Financial Audit: Examination of IRS’ Fiscal Year 1994 Financial Statements (GAO/AIMD-
95-141, August 4, 1995).
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To address employee browsing, IRS developed the Electronic Audit Research Log
(EARL), an automated tool to monitor and detect browsing on the Integrated Data
Retrieval System (IDRS).# IRS has also taken legal and disciplinary actions against
employees caught browsing. However, as our April 1997 report points out, EARL
has shortcomings that limit its ability to detect browsing. In addition, IRS does not
have reliable, objective measures for determining whether or not the Service is mak-
ing progress in reducing browsing. Further, IRS facilities inconsistently (1) review
and refer incidents of employee browsing, (2) apply penalties for browsing violations,
and (3) publicize the outcomes of browsing cases to deter other employees from
browsing.

EARL's Ability to Detect Browsing Is Limited

EARL cannot detect all instances of browsing because it only monitors employees
using IDRS. EARL does not monitor the activities of IRS employees using other sys-
tems, such as the Distributed Input System, the Integrated Collection System, and
the TotaIIy Integrated Examination System, which are also used to create, access,
or modify taxpayer data. In addition, information systems personnel responsible for
systems development and testing can browse taxpayer information on magnetic
tapes, cartridges, and other files using system utility programs, such as the Spool
Display and Search Facility,> which also are not monitored by EARL.

Further, EARL has some weaknesses that limit its ability to identify browsing by
IDRS users. For example, because EARL is not effective in distinguishing between
browsing activity and legitimate work activity, it identifies so many potential brows-
ing incidents that a subsequent manual review to find incidents of actual browsing
is time-consuming and difficult. IRS is evaluating options for developing a newer
version of EARL that may better distinguish between legitimate activity and brows-
ing.

IRS Progress in Reducing and Disciplining Browsing Cases Is Unclear

IRS’ management information systems do not provide sufficient information to de-
scribe known browsing incidents precisely or to evaluate their severity consistently.
IRS personnel refer potential browsing cases to either the Labor Relations or Inter-
nal Security units, each of which records information on these potential cases in its
own case tracking system. However, neither system captures sufficient information
to report on the total number of unauthorized accesses. For example, neither system
contains enough information on each case to determine how many taxpayer accounts
were inappropriately accessed or how many times each account was accessed. With-
out such information, IRS cannot measure whether it is making progress from year
to year in reducing browsing.

A recent report by the IRS EARL Executive Steering Committee ¢ shows that the
number of browsing cases closed has fluctuated from a low of 521 in fiscal year 1991
to a high of 869 in fiscal year 1995.7 However, the report concluded that the Service
does not consistently count the number of browsing cases and that “it is difficult
to assess what the detection programs are producing * * * or our overall effective-
ness in identifying IDRS browsing.”

Further, the committee reported that “the percentages of cases resulting in dis-
cipline has remained constant from year to year in spite of the Commissioner’s ‘zero
tolerance’ policy.” IRS browsing data for fiscal years 1991 to 1995 show that the per-
centage of browsing cases resulting in IRS’ three most severe categories of penalties
(i.e., disciplinary action, separation, and resignation/retirement) has ranged between
23 and 34 percent, with an average of 29 percent.8

Browsing Incidents Are Reviewed, Referred, Disciplined, and Publicized Inconsist-
ently

IRS processing facilities do not consistently review and refer potential browsing
cases. The processing facilities responsible for monitoring browsing had different
policies and procedures for identifying potential violations and referring them to the
appropriate unit within IRS for investigation and action. For example, at one facil-
ity, the analysts who identify potential violations referred all of them to Internal

41DRS is the primary computer system IRS employees use to access and adjust taxpayer ac-
counts.

5This utility enables a programmer to view a system’s output, which may contain investiga-
tive or taxpayer information.

6 Electronic Audit Research Log (EARL) Executive Steering Committee Report (September 30,
1996).

7We did not verify the accuracy and reliability of these data.

8The mix among these three categories has remained relatively constant each year with dis-
ciplinary action accounting for the vast majority of penalties.
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Security, while staff at another facility sent some to Internal Security and the re-
mainder to Labor Relations.

IRS has taken steps to improve the consistency of its review and referral process.
In June 1996, it developed specific criteria for analysts to use when making referral
decisions. A recent report by the EARL Executive Steering Committee stated that
IRS had implemented these criteria nationwide. Because IRS was in the process of
implementing these criteria during our work, we could not validate their implemen-
tation or effectiveness.

IRS facilities are not consistently disciplining employees caught browsing. After
several IRS directors raised concerns that field offices were inconsistent in the types
of discipline imposed in similar cases, IRS’ Western Region analyzed fiscal year
1995 browsing cases for all its offices and found inconsistent treatment for similar
types of offenses. For example, one employee who attempted to access his own ac-
count was given a written warning, while other employees in similar situations,
from the same division, not only did not receive a written warning but were not
counseled at all.

The EARL Executive Steering Committee reported widespread inconsistencies in
the penalties imposed in browsing cases. For example, the committee’s report
showed that for fiscal year 1995, the percentage of browsing cases resulting in em-
ployee counseling ranged from a low of 0 percent at one facility to 77 percent at
another. Similarly, the report showed that the percentage of cases resulting in re-
moval ranged from O percent at one facility to 7 percent at another. For punish-
ments other than counseling or removal (e.g., suspension), the range was between
10 percent and 86 percent.

IRS facilities did not consistently publicize the penalties assessed in browsing
cases to deter such behavior. For example, we found that one facility never reported
disciplinary actions. However, another facility reported the disciplinary outcomes of
browsing cases in its monthly newsletter. By inconsistently and incompletely report-
ing on penalties assessed for employee browsing, IRS is missing an opportunity to
more effectively deter such activity.

In summary, although IRS has taken some action to detect and deter browsing,
it is still not effectively addressing this area of continuing concern because (1) it
does not know the full extent of browsing and (2) it is addressing cases of browsing
inconsistently. Because of this, our April report recommends that the IRS Commis-
sioner (1) ensure that IRS completely and consistently monitors, records, and re-
ports the full extent of electronic browsing; and (2) report IRS’ progress in eliminat-
ing browsing in its annual budget submission. IRS has concurred with these rec-
ommendations and stated that it will implement them. We plan to monitor its
progress in doing so.

FISCAL YEARS 1998 AND 1999 TSM BUDGET REQUESTS NOT JUSTIFIED

Recent legislation, such as GPRA and the Clinger-Cohen Act, require that infor-
mation technology investments be supported by accurate cost data and convincing
cost-benefit analyses. However, IRS’ fiscal years 1998 and 1999 TSM budget re-
quests, which combined total $1.131 billion, do not include credible, verifiable jus-
tifications. Exacerbating this problem is the fact that the systems modernization
continues to be at risk due to uncorrected management and technical weaknesses ®
that we first reported in July 1995.10 Such an approach to modernization spending
has contributed to IRS’ past modernization failures, and giving IRS more money
under these circumstances not only undermines the objectives of GPRA and the
Clinger-Cohen Act, but also increases the risk of more money being wasted.

Budget Request for Fiscal Year 1998 Systems Development Not Justified

The Clinger-Cohen Act, GPRA, and OMB Circular No. A-11 and supporting
memoranda require that information technology investments be supported by accu-
rate cost data and convincing cost-benefit analyses. However, IRS has not prepared
such analyses to support its fiscal year 1998 request of $131 million for system de-

9GAO High Risk Series, IRS Management (GAO/HR-97-8, February 1997); Tax Systems Mod-
ernization: Actions Underway But Management and Technical Weaknesses Not Yet Corrected
(GAO/T-AIMD-96-165, September 10, 1996); Tax Systems Modernization: Actions Underway
But IRS Has Not Yet Corrected Management and Technical Weaknesses (GAO/AIMD-95-106,
June 7, 1996); Tax Systems Modernization: Management and Technical Weaknesses Must Be
Overcome To Achieve Success (GAO/T-AIMD-96-75, March 26, 1996); and Tax Systems Mod-
ernization: Management and Technical Weaknesses Must Be Corrected If Modernization Is to
Succeed (GAO/AIMD-95-156, July 26, 1995).

10Tax Systems Modernization: Management and Technical Weaknesses Must Be Corrected If
Modernization Is to Succeed (GAO/AIMD-95-156, July 26, 1995).
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velopment. The budget request states that IRS does not know how it plans to spend
these funds because its modernization systems architecture and system deployment
plan have not yet been finalized. These efforts are scheduled for completion in May
1997 and are intended to guide future systems development. According to IRS budg-
et officials, $131 million was requested for fiscal year 1998 because it was approxi-
mately the same amount IRS received in fiscal year 1997 for system development.

No Justification to Support Information Technology Investments Account Requests
for Fiscal Years 1998 and 1999

The administration, on IRS’ behalf, is proposing to establish an Information Tech-
nology Investments Account to fund future modernization investments at IRS. It is
seeking $1 billion—$500 million in each of fiscal years 1998 and 1999—for “yet-to-
be-specified” development efforts. According to IRS’ request, the funds are to sup-
port acquisition of new information systems, any expenditures from the account will
be reviewed and approved by the Department of the Treasury’s Modernization Man-
agement Board, and no funds will be obligated before July 1, 1998.

The Clinger-Cohen Act, GPRA, and OMB Circular No. A-11 and supporting
memoranda require that, prior to requesting multiyear funding for capital asset ac-
quisitions, agencies develop accurate, complete cost data and perform thorough anal-
yses to justify the business need for the investment. For example, agencies need to
show that needed investments (1) support a critical agency mission, (2) are justified
by a life-cycle-based cost-benefit analysis, and (3) have cost, schedule, and perform-
ance goals.

IRS has not prepared such analyses for its fiscal years 1998 and 1999 investment
account request. Instead, IRS and Treasury officials stated that, during executive-
level discussions, they estimated that they would need about $2 billion over the next
5 years. This estimate was not based on analytical data or derived using formal cost
estimating techniques. According to OMB officials responsible for IRS' budget sub-
mission, the request was reduced to $1 billion over 2 years because they perceived
the lesser amount as being more palatable to the Congress. These officials also told
us that they were not concerned about the precision of the estimate because their
first priority is to “earmark funds” in the fiscal years 1998 and 1999 budgets so that
funds will be available when IRS eventually determines how it wants to modernize
its systems.

In 1995 we made over a dozen recommendations to the Commissioner of Internal
Revenue to address systems modernization management and technical weaknesses.
We reported in 1996 that IRS had initiated many activities to improve its mod-
ernization efforts, but had not yet fully implemented our recommendations.1* Since
that time, IRS has continued to take steps to address our recommendations and re-
spond to congressional direction. While we recognize that there are ongoing actions
intended to address these problems, we remain concerned. Much remains to be done
to implement essential improvements in IRS’ modernization efforts. IRS has not yet
instituted disciplined processes for designing and developing new systems, has not
yet completed its systems architecture, and has no justification for the funding it
has requested.

Given IRS’ poor track record delivering cost beneficial TSM systems, persisting
weaknesses in both software development and acquisition capabilities, and the lack
of justification and analyses for over $1 billion in proposed system expenditures, we
believe that the Congress should not fund these requests until the management and
technical weaknesses in IRS’ modernization program are resolved and the required
justifications are completed.

Mr. Chairman, this concludes my statement. Lynda Willis, Director, Tax Policy
and Administration Issues, and | will be happy to respond to any questions you or
Members of the Subcommittee might have at this time.

CAPABILITIES TO SNOOP OR BROWSE

Senator CampBeLL. We are focusing on the IRS, but your com-
ment did bring something to my mind. Do you know of any other
agency of the Federal Government that has the capabilities to
snoop or browse? | am only one step ahead of Senator Faircloth in
understanding high-technology computers, but could another agen-
cy access IRS files to be able to snoop or browse?

11Tax Systems Modernization: Actions Underway But IRS Has Not Yet Corrected Management
and Technical Weaknesses (GAO/AIMD-95-106, June 7, 1996).
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Ms. STiLLMAN. IRS operational systems are not on open networks
like Internet. They are on closed networks and access is limited to
IRS employees.

Senator CAMPBELL. At what point did the GAO become aware
that there was browsing of files?

Ms. WiLLis. Senator, | believe the first time that we reported to
the Congress on browsing was in 1993 as a part of our audit of the
IRS’ 1992 financial statement.

Senator CampPBELL. You notified them of your findings at that
time?

Ms. WiLLis. Yes.

Senator CAmPBELL. What was their response at that time?

Ms. WiLLis. That it was a serious problem that needed to be cor-
rected.

Senator CampPBELL. Do you think they have taken sufficient ac-
tions to prevent it?

Ms. WicLLis. | will let Dr. Stillman answer that, but | think in
part the fact that we are here today in 1996 with the same sorts
of issues and the same sorts of problems indicate that if we have
taken actions, they have not been adequate to address the underly-
ing problem.

Ms. STILLMAN. That is exactly correct. They have taken some ac-
tions. They have developed the EARL system. They are using it to
some extent on IDRS. The Commissioner has indicated that she
considers it important that employees not browse and has issued
a zero tolerance statement. None of these actions has been suffi-
cient to stop browsing.

Senator CAMPBELL. As a person that does not understand a lot
about sophisticated equipment, could anybody in the IRS do this,
or does it require some kind of a special skill to access these
records, or could anybody that is pretty good with computers do it?

Ms. STILLMAN. There are about 58,000 employees of IRS who use
the IDRS system. You have to be a user of——

Senator CAMPBELL. Any one of those could do it?

Ms. STILLMAN. Yes.

Senator CAMPBELL. To anyone they wanted to pull up, a celeb-
rity, a family, friend; is that right?

Ms. STiLLMAN. As far as | know, they are not limited. If they
have sufficient information to get the record, they are not limited.

Senator CAmPBELL. | appreciate it. 1 also have about a half a
dozen questions that | would like to submit to you also, if you
would get back to the committee with those in writing.

Ms. STILLMAN. We surely will.

Senator CAMPBELL. Thank you.

Senator Kohl.

Senator KoHL. Thank you very much, Mr. Chairman.

DEGREE OF SERIOUSNESS ABOUT BROWSING

Dr. Stillman, there is this concern that they are just not serious
enough about it over there, about browsing. That it is not taken
with the degree of seriousness that the American people and those
of us who are sitting here today think it should be taken, and that
is why we are where we are. That when you see that just 1 percent
of those who were redlined for browsing have been discharged and
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S0 on, you get the impression that it is business as usual and let
us hope that this thing blows over.

Now you know more about it than we do. To what extent would
you disagree with this appraisal?

Ms. STiILLMAN. IRS itself in its 1996 Executive Steering Commit-
tee Report on EARL has said that the attitude of IRS employees
is a problem, that they do not regard it seriously. That they do not
believe they will be punished, and they do not believe that this ac-
tivity is important.

Senator KoHL. So then in looking at how we change that culture
you have to look at the management. It is management that has
the responsibility for carrying out the rules and regulations, and
for instilling a sense of discipline. Would you disagree with that?

Ms. STiLLMAN. No, | certainly would not disagree with that. The
values of an organization, what it believes are important is deter-
mined at the top.

Senator KoHL. Then what would you say about whomever the
Deputy Secretary happens to be from one time to another—and we
all understand the problem did not arise yesterday—and the Com-
missioner of the IRS? After all, these are the two top officials on
a day-to-day basis who are involved in trying to run this organiza-
tion properly. Would you say that that is where you have to start?
I mean, any organization starts from the top and it moves down
from that point. Would you disagree?

Ms. STiILLMAN. No; | would not disagree. The Deputy Secretary
has already testified that he believes that browsing is an important
problem. And it is important that that belief be inculcated through
the agency, and apparently they have not done that very well to
date.

Senator KoHL. So much of the concern we have should be focused
not only on those who are doing the browsing but on those who are
supervising them clearly?

Ms. STiLLMAN. It is clearly a total agency problem.

FUNDING FOR TSM PROJECT

Senator KoHL. Dr. Stillman, what should we do about the TSM
project? In your opinion, should we continue to provide funding for
it, and what would happen to the Nation’'s tax collection systems
if we were to call a halt to the modernization efforts at this time?

Ms. STILLMAN. There is one very important myth that ought to
be dispelled. That is that the money spent for developing new sys-
tems, for TSM new systems development, impacts current oper-
ation in the same year. It does not. Current operational systems
are funded and operated separately. So in the discussion for TSM,
there is considerable leeway in determining what we spend, and in
what order.

What is important is that TSM or systems modernization spend-
ing, whatever its name is in the future, be done very differently
than it was done in the past. That first, before money is spent,
there be good, solid business plans and clear capabilities inside the
organization to develop or acquire systems; that systems be devel-
oped or acquired in small increments, not in big lumps; that the
small increments have relatively short timeframes and very clear
performance measures so that before the next increment of invest-
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ment is made it is clear that the previous increment has been
worthwhile.

That is not the structure that TSM has exhibited in the past, but
that should be the structure in the future.

Senator KoHL. Thank you.

Thank you, Mr. Chairman.

Senator CampPBELL. Thank you for your very concise and clear
answers, Doctor. | did have a couple of little questions. How does
the IRS actions about misconduct—I read some of the numbers a
while ago from this sheet | have here—how does that compare with
other agencies? | know that this is just a kind of a rush in the IRS
now, but other agencies certainly have some disciplinary problems
too, and | was just wondering of those, how many of those are
closed without action, or counseling, or disciplinary action? Do you
have any idea if the IRS has an undue amount of disciplinary ac-
tions compared to other agencies?

Ms. STILLMAN. | personally have no idea.

Ms. WiLLis. Senator, we have not looked at that, but | think
there are, obviously, a couple of agencies that you could look at, in-
cluding Veterans Affairs, Social Security Administration, Medicare
where you have files that similarly would be of interest to people.
But I do not know of anyone who has actually gone in and com-
pared what type of disciplinary actions those agencies have taken
against employees found violating the confidentiality of the data on
their systems.

Senator CAMPBELL. That is the only questions | have. | certainly
appreciate you appearing today and I am sorry that we had to hold
you up so long. Thank you, Dr. Stillman.

Ms. STILLMAN. Thank you so much. It has been a pleasure to be
here.
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INTRODUCTION OF WITNESSES

Senator CAmPBELL. The last panel will be the Honorable Mar-
garet Milner Richardson, Commissioner of Internal Revenue Serv-
ice, and the Honorable Valerie Lau, Inspector General of the U.S.
Department of the Treasury. If you folks would come forward. Why
don't we go ahead and start with you, Valerie? You may proceed,
Ms. LAu.

STATEMENT OF VALERIE LAU

Ms. Lau. Thank you, Mr. Chairman. Mr. Chairman, Senator
Kohl, I am pleased to be here today to represent both the Treasury
Office of Inspector General and the Internal Revenue Service's In-
spection Service. With your permission, | would like to submit my
prepared statement for the record and summarize my remarks.

Senator CampPBELL. Without objection, your complete testimony
will be in the record.

BROWSING OF TAX RECORDS BY IRS EMPLOYEES

Ms. Lau. Thank you. Today we are addressing a very serious
issue: how to protect taxpayer information from electronic browsing
by IRS employees. Unfortunately, as you have heard, this is not a
new issue. There has been extensive oversight of this problem for
the past 5 years. In fact, in 1992 IRS internal auditors were the
first to bring the problem of employee browsing to light. In re-
sponse, IRS management has taken action. However, the abuse
continues.

So where do we go from here? | have three priorities to suggest.
First, continued oversight by the IRS Chief Inspector and the
Treasury Inspector General. Second, improved controls to prevent
and detect abuse in current and future systems. And third, new
laws that penalize browsing of taxpayer information by IRS em-
ployees.

You might be wondering what the Treasury’s auditors and inves-
tigators have done to help tackle this problem. I am pleased to say
we have done quite a bit and we plan to do more. IRS internal
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auditors developed the first computer program to show the nature
and extent of the browsing problem. That program was the impetus
for the primary system, EARL, currently used to detect browsing.

Since then, the Chief Inspector's auditors and mine have contin-
ued to monitor and report on the IRS’ progress in addressing this
and other computer security problems. The Chief Inspector and |
intend to maintain our focus on this area.

Since the auditors first identified the problem 5 years ago, the
IRS’ ability to detect browsing has improved. | believe the continu-
ing audits and investigations | have described in my written state-
ment have had a positive impact. But this does not mean that we
can catch all abuses or scare away all of those who are intent on
abusing the system.

The challenge of protecting taxpayers’ information is a difficult
one because many IRS employees have a legitimate need to access
the data in order to perform their assigned duties. Unfortunately,
some IRS employees have abused this authority.

The solutions? As others have mentioned, these include monitor-
ing employee activity, educating employees, and taking consistent
disciplinary action against those who abuse the taxpayers’ trust.

What else can be done? Let me return to my three priorities.
Continued oversight. I pledge that my office and that of the IRS
Chief Inspector will continue to give our attention to this area. We
welcome the support you have shown in addressing this issue.

Improved controls. Controls in the current IDRS system need to
be further strengthened so they not only detect but also prevent
abuses. In addition, controls are needed to monitor use of those
systems not covered by detection systems such as EARL. The vul-
nerability of those systems which were identified by GAO need to
be evaluated and given appropriate management attention. Pro-
spectively, the next generation of systems should include controls
that prevent, not just detect, unauthorized access.

Finally, stronger laws. We need to have laws in place that penal-
ize employees who browse taxpayer information. | join the support
for the proposed antibrowsing legislation introduced by Senator
Glenn.

This concludes my remarks and | would be happy to answer any
questions you have.

PREPARED STATEMENT

Senator CAMPBELL. Thank you, Ms. Lau. We have your complete
statement and it will be made part of the record.
[The statement follows:]

PREPARED STATEMENT OF VALERIE LAU

Mr. Chairman and Members of the Committee: | am Valerie Lau, Inspector Gen-
eral of the Department of the Treasury. | am pleased to be here today to represent
the Treasury Office of Inspector General (OIG) and the Internal Revenue Service's
(IRS) Inspection Service. With your permission, I would like to submit my prepared
statement for the record and take a few moments to summarize my remarks.

Today we are addressing a very serious issue, how to protect taxpayer information
from electronic browsing by IRS employees. Unfortunately, this is not a new issue.
There has been extensive oversight of this problem for the past 5 years. In fact, in
1992, IRS internal auditors were the first to bring the problem of employee brows-
ing to light. In response, IRS management has taken action. However, the abuse
continues. So, where do we go from here?
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| have three priorities to suggest: (1) continued oversight by the IRS Chief Inspec-
tor and the Treasury Inspector General, (2) improved controls to prevent and detect
abuse in current and future systems, and (3) new laws that penalize browsing of
taxpayer information by IRS employees.

ROLE OF MY OFFICE WITH RESPECT TO IRS

As you know, the Treasury Office of Inspector General was established by the
1988 Amendments to the IG Act of 1978. Unlike most other IG’s, however, the
Amendments did not create a single audit and investigative entity for the Treasury
Department. Specifically, IRS retained its internal investigative and internal audit
functions under the direction of the IRS Chief Inspector. That office has primary
responsibility for all direct audit and investigative activity at IRS. My office was as-
signed oversight responsibility.

The Amendments gave my office the authority to initiate, conduct and/or super-
vise audits of the IRS. However, with an audit staff of 160 to provide primary cov-
erage for the remaining 11 Treasury bureaus and the added financial audit respon-
sibilities under the Chief Financial Officer's Act, our capacity to do many audits at
IRS is limited. In contrast, the Chief Inspector has approximately 460 auditors who
focus solely on IRS programs and operations. Consequently, my office must rely on
IRS Internal Audit for most of the audit coverage at IRS. In addition, GAO performs
an extensive amount of audit work at the IRS, including the audit of IRS’ financial
statements.

The Amendments also changed the requirements for reporting the results of the
Chief Inspector’'s audits and investigations. This work is routinely included in my
office’s Semiannual Report to the Congress. In fact, the Semiannual report has spe-
cifically included audit reports on computer security and browsing of sensitive tax-
payer information since 1993.

IG AND CHIEF INSPECTOR COVERAGE

You might be wondering what the Treasury's auditors and investigators have
done to help tackle this problem. I am pleased to say we have done quite a bit, and
we plan to do more. IRS internal auditors developed the first computer program to
show the nature and extent of the browsing problem. That program was the impetus
for the primary system currently used to detect browsing. Since then, the Chief In-
spector’s auditors and mine have continued to monitor and report on the IRS’
progress in addressing this and other computer security problems. The Chief Inspec-
tor and | intend to maintain our focus on this area.

Security over tax information has received extensive and continuous audit cov-
erage from both the IRS Chief Inspector and my office. While the Chief Inspector’s
work has covered a broad range of data security issues, Integrated Data Retrieval
System (IDRS) security and employee browsing of taxpayer information have been
a particular focus.

The problems with IDRS were first reported by the Chief Inspector’s office in 1992
in a report issued by the Southeast Region. The internal auditors developed com-
puter utility programs which allowed them to analyze employee accesses to taxpayer
accounts through IDRS and identify instances of unauthorized access and taxpayer
browsing. In 1993, the Chief Inspector conducted a nationwide audit which con-
firmed that employee browsing was a nationwide problem that needed immediate
attention.

In August 1993, the Senate Governmental Affairs Committee held a hearing fo-
cused on the Chief Inspector’s findings. In response, the IRS developed the IDRS
Privacy and Security Action Plan. That Plan included 35 action items to improve
security over information processed by IDRS. The plan included 10 action items that
were the responsibility of the IRS Inspection Service.

In 1994, at the request of Senator Glenn, the OIG reviewed the Service's progress
in implementing the action plan. In 1996, we conducted a follow up review. In the
second audit, we found that the Inspection Service had successfully completed its
10 Action Plan items for helping control IDRS abuse. While the IRS was making
progress on the rest of the plan, several actions related to a key control mechanism,
the Electronic Audit Research Log (EARL), were still not complete.

In 1996, the Chief Inspector issued a follow up audit report to their 1994 audit
of EARL. That report noted that EARL still has only limited ability to identify
browsing and that IRS had not yet developed procedures to assure that potential
browsing cases are consistently reviewed and referred. These and other issues are
currently being addressed by the EARL Executive Steering Committee.

The Chief Inspector and his staff have taken a proactive role in assisting IRS
management in its efforts to improve security over IDRS. For example, the concept
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for EARL was based in part on the audit utility programs developed by the auditors
who first identified the IDRS browsing problem. Also, the EARL Executive Steering
Committee was created to respond to problems with EARL identified by the IRS in-
ternal auditors. A member of the Chief Inspector’s staff participates on that Com-
mittee. The Steering Committee’s 1996 report contains numerous recommendations
to improve the Service’'s implementation and use of EARL.

Finally, the Chief Inspector’s auditors and investigators have worked together to
identify indicators of abuse and have alerted IRS management through periodic In-
ternal Audit Memorandums. Finally, the Chief Inspector’s investigators have pur-
sued management referrals of potential misuse.

We have reported this work in our Semiannual reports to the Congress. Since
1993, we have regularly reported IDRS security weaknesses as a major area of con-
cern for IRS. The various audits performed by the Chief Inspector have also contrib-
uted to raising this problem to the level of a material weakness in the Department’s
Federal Manager’s Financial Integrity Act Assurance letter.

CONCLUSIONS

Since the auditors first identified the problem five years ago, the IRS' ability to
detect browsing has improved. | believe the continuing audits and investigations |
have described have had a positive impact. But this does not mean we can catch
all abuses or scare away those who are intent on abusing the system.

The challenge of protecting taxpayers’ information is a difficult one, because many
IRS employees have a legitimate need to access that data in order to perform their
assigned duties. Unfortunately, some IRS employees have abused this authority.
The solutions? As others have mentioned, these include monitoring employee activ-
ity, educating employees, and taking consistent disciplinary action against those
who abuse the taxpayers’ trust.

What else can be done? Let me return to the three priorities:

Continued Oversight.—I pledge that my office and that of the IRS Chief Inspector
will continue to give our attention to this area. We welcome the support you have
shown in addressing this issue.

Improved Controls.—Controls in the current IDRS system need to be further
strengthened so they not only detect, but also prevent abuses. In addition, controls
are also needed to monitor use of systems not covered by detection systems such
as EARL. The vulnerability of those systems, identified by GAO, need to be evalu-
ated and given appropriate management attention. Prospectively, the next genera-
tion of systems should include controls that prevent, not just detect, unauthorized
access.

Stronger Laws.—We need to have laws in place that penalize employees who
browse taxpayer information. | join the support for proposed anti-browsing legisla-
tion introduced by Senator Glenn.

This concludes my remarks. | will be happy to answer any questions you may
have.

STATEMENT OF MARGARET MILNER RICHARDSON

Senator CAMPBELL. Before we start the questions, | would also
welcome Ms. Richardson, and thank you for coming. The committee
understands that you will be leaving Government shortly and pur-
suing other adventures.

Ms. RICHARDSON. Yes.

Senator CAampPBELL. We wish you well.

Ms. RiICHARDSON. Thank you very much.

Senator CampPBELL. One of the wonderful things will be, you do
not appear any more.

Ms. RicHARDsON. | will miss those opportunities.

Senator CampBeLL. We will take all of your testimony in the
record and you are welcome to abbreviate your comments if you
would like.

Ms. RicHARDSON. Thank you. Mr. Chairman and Senator Kohl,
I want to thank you very much for giving us the opportunity to
come today and talk about the Internal Revenue Service’s policy to-
ward the unauthorized access of tax information by IRS employees.
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Our policy on the unauthorized access of taxpayer information is
simple: Employees are prohibited from accessing information that
is not needed to perform their official tax administration duties.
They are permitted only to access information in order to carry out
those duties, and there are no exceptions to that policy.

UNAUTHORIZED ACCESS TO TAX RECORDS

Shortly after | became Commissioner in May 1993, the IRS Chief
Inspector brought to my attention results of an internal audit re-
port that was looking into unauthorized access of taxpayer informa-
tion by IRS employees. Since that time we have attempted to deter-
mine the scope of the problem, and we have also repeatedly empha-
sized to employees our policy against unauthorized access. The ap-
pendix to my testimony has a number of the communications and
information we provided to employees.

We have tried to educate the employees, and also to enhance our
efforts to detect and punish those who do conduct unauthorized ac-
cess of taxpayer accounts. | have consistently stressed that we will
not tolerate unauthorized access of taxpayer accounts. Although
unauthorized access does not involve an unauthorized disclosure
outside of the Service by an IRS employee of taxpayer information
to a non-IRS employee, those actions around unauthorized accesses
do undermine taxpayer confidence in the tax administration sys-
tem.

In addition to the written communications to all employees, |
have emphasized in virtually every meeting, teleconference, and
every opportunity I have had to speak with employees that we can-
not and will not tolerate such behavior. We have also tried to
strengthen and clarify the penalties that would be imposed for vio-
lating our policy, and we have developed and supported legislative
changes that would affirm criminal penalties for violations.

As | mentioned, we have taken a number of steps. For example,
now when an employee logs onto our principal taxpayer data base,
the integrated data retrieval system you heard about earlier, 1 am
sure, a statement warns of possible prosecution for unauthorized
use of the system. All new users of that data base receive training
on privacy and security of tax information before they are ever en-
titled to access it. They are required to review and to sign an ac-
knowledgement that they have read and understand the rules and
the penalties for violations of the rules.

AUTOMATIC SECURITY PROGRAMS

We have also installed automatic detection programs that would
monitor employees’ actions and accesses to taxpayers’ accounts to
help us identify patterns of use and alert managers to potential
misuse. There are about 1.5 billion accesses to that data base each
year, and only a very small percentage of those accesses are poten-
tially unauthorized.

Our electronic research analyzes the audit trails of each of the
transactions and it is currently the key to our detection. We are
continuing to refine that software so that we can more efficiently
and effectively identify potential unauthorized accesses.

We are also working with state-of-the-art private sector organiza-
tions with the aim of identifying the feasibility of various security
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prevention systems and the way these companies approach manag-
ing technology risks. Our ultimate goal is to better control access
to information through up-front authorizations so that we will have
to rely less on after-the-fact detection.

EMPLOYEE EDUCATION

Since 1993 we have also been engaged in a vigorous campaign
to let employees know that unauthorized access will result in dis-
ciplinary action including removal. We have also charged our ex-
ecutives with supporting our commitment by making certain that
they will provide consistency of discipline for unauthorized access
of taxpayer information within their offices, that they will person-
ally ensure that their employees receive the required training and
orientation in their offices, and that they will take the opportunity
to communicate our policy to explain what IDRS systems monitor-
ing capabilities are about and what our policy is.

In January, we centralized responsibility for all privacy and secu-
rity systems in the Office of System Standards and Evaluation.
Recognizing the critical need to enforce Federal tax law and regula-
tions on privacy and nondisclosure of confidential tax information
that office was created to assume responsibility for establishing
and enforcing standards and policies for all major security pro-
grams, including but not limited to data security.

With me today is Mr. Len Baptiste, who is sitting behind me and
who is the National Director of that program. He came from the
General Accounting Office where he had systems evaluation man-
agement experience and dealt with a number of security issues. We
also hired William Hadesty to be the Director of Security Stand-
ards and Evaluation. Mr. Hadesty's private and public sector com-
puter security experience includes over 10 years with the General
Accounting Office where he led comprehensive computer security
reviews at numerous Government agencies, including IRS.

DISCIPLINING UNAUTHORIZED ACCESS

Although a clear policy of communication and training and effec-
tive detection are important ways of institutionalizing our policies
against unauthorized access, we also need strong disciplinary and
judicial support to reinforce the seriousness and the consequences
of violating our policy. In pursuing strong disciplinary actions be-
fore administrative tribunals, thus far the results have been mixed.
For example, in cases where employees have improperly accessed
information but not used such information for anyone’s gain, finan-
cial gain or their detriment, those cases have not always been
viewed by third parties as seriously as we believe that they should
be.

Because nothing is more important to the operation of the tax
system than protecting taxpayer information, | also today want to
renew my request that Congress clarify the law and criminal sanc-
tions. We continue to support the legislation that was marked up
by the Ways and Means Committee last week and the similar legis-
lation that was introduced in the Senate. | understand that there
will be votes on both of those today and | want to indicate again,
we do support that and hope they will pass.
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The IRS has supported enactment of a criminal misdemeanor
penalty for the willful, unauthorized inspection of returns and re-
turn information since it became apparent in 1994 that that was
one of the features that we would need to make sure that our pol-
icy was carried out and taken seriously by employees as well as
outsiders.

We developed two legislative proposals. The first recommended
that we amend title 18 of the criminal code so that unauthorized
inspection of computer records would be punishable as a mis-
demeanor. The second one recommended amending the Internal
Revenue Code to provide a misdemeanor penalty for the unauthor-
ized inspections of returns or return information in any medium,
not just in computers. Senator Glenn, who | know testified earlier,
introduced in the 104th Congress the Taxpayer Privacy Protection
Act. We supported that then, and as | hope he indicated, we con-
tinue to support that.

We did, however, get through the Economic Espionage Act of
1996 which did amend title 18 to provide criminal penalties for
anyone who accesses a computer. But the reason we feel that the
legislation that is before Congress today is necessary is that we do
want to clarify that the criminal sanctions for unauthorized access
violates the Internal Revenue Code whether that information is in
a computer or paper format. We also would like to have all of the
confidentiality scheme respecting tax information in the Internal
Revenue Code.

EXTENT OF PROBLEMS

I have stated in the past and | repeat that a single, any single
unauthorized access is one too many. But | do believe that it is im-
portant that we put into context the numbers that were recently
reported in the press. As | noted, there are 1.5 billion accesses an-
nually on our data retrieval system. During 1996, 1,374 cases were
identified as potential unauthorized accesses. Of that number, upon
further investigation 411 were determined to have been authorized.
Of the remaining 963 cases, disciplinary actions were taken in 862
cases, and 101 are still under review.

For example, also during 1995 and 1996, 120 cases were referred
to U.S. Attorneys for prosecution, 15 were accepted, 12 were pend-
ing, and the rest were declined.

I want to reaffirm that we do understand as an organization the
importance of safeguarding taxpayer information, and we also un-
derstand it is essential to the operation of our self-assessment sys-
tem. As | said, we welcome the legislative changes and any other
suggestions that you have that will help us address the problem of
unauthorized access. Prevention is our ultimate goal.

Thank you, Mr. Chairman, and | would be happy to try to an-
swer any questions you might have.

PREPARED STATEMENT

Senator CAMPBELL. Thank you, Ms. Richardson. We have your
complete statement and it will be made part of the record.
[The statement follows:]
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PREPARED STATEMENT OF MARGARET MILNER RICHARDSON

Mr. Chairman and Distinguished members of the Subcommittee. | appreciate the
opportunity to be here today to discuss the Internal Revenue Service’s policy toward
the unauthorized access of tax information by IRS employees.

IRS’ POLICY

The IRS' policy on unauthorized access of taxpayer information is simple: IRS em-
ployees are prohibited from accessing information not needed to perform their offi-
cial tax administration duties. Unauthorized access of taxpayer information violates
both privacy and disclosure rules. IRS employees are only permitted to access infor-
mation in order to carry out their duties. There are no exceptions.

Shortly after 1 became Commissioner in May of 1993, the IRS Chief Inspector
brought to my attention his concerns about unauthorized access of taxpayer infor-
mation by IRS employees. Since that time, we have repeatedly emphasized to em-
ployees the IRS policy against unauthorized access of taxpayer information. (See Ap-
pendix.) The Service has also adopted procedures to educate employees about the
policy and to detect and punish unauthorized access of taxpayer accounts.

I have consistently stressed both inside and outside the Service that the IRS does
not tolerate unauthorized access of taxpayer accounts by IRS employees. In addition
to written communications to all employees, | have consistently emphasized in vir-
tually every meeting, teleconference or other opportunity | have had to speak to em-
ployees that the IRS cannot and will not tolerate such behavior.

The IRS has strengthened and clarified penalties to be imposed for violations of
the Service’s policy. Warning messages have also been added to the *“sign-on”
screens for employees with access to the principal database that employees use. Ad-
ditional steps the IRS has taken to prevent unauthorized access include expanding
the ability to detect unauthorized accesses through the Electronic Audit Research
Log (EARL) on the Integrated Data Retrieval System (IDRS), sending memoranda
to all employees reiterating the Service’s policy, and developing and supporting leg-
islative changes that affirm criminal penalties for violations.

The American federal income tax system is based upon self-assessment. Confiden-
tiality of tax returns and tax return information is part of the foundation of the self-
assessment system. Public confidence that the personal and financial information
given to the IRS for tax administration purposes will be kept confidential is vital
to that system. Although unauthorized access might not involve unauthorized disclo-
sure by an IRS employee of taxpayer information to a non-IRS employee, such ac-
tions can undermine taxpayer confidence in the tax administration system.

IRS ACTIONS

Since 1993, the IRS has taken a number of steps to ensure that unauthorized ac-
cess of taxpayer information by IRS employees does not occur. For example, each
time an employee logs onto the taxpayer account data base (IDRS), a statement
warns of possible prosecution for unauthorized use of the system. (See page 29 of
Appendix.) All new users receive training on privacy and security of tax information
before they are entitled to access the IDRS. They are required to review and sign
an acknowledgment that they have read and understand the Automated Informa-
tion Systems (AIS) Security Rules. (See pages 30 and 31 of Appendix.) The Service
has also installed automated detection programs that monitor employees’ actions
and accesses to taxpayers’ accounts, identify patterns of use, and alert managers to
potential misuse.

The EARL system, which detects potential unauthorized accesses by analyzing the
audit trails of each of the transactions on IDRS, is currently the key to detection.
Because of the volume of transactions—about 1.5 billion annually—and the ex-
tremely small percentage of potential unauthorized accesses, the Service continues
to refine the EARL software to more efficiently and effectively identify such poten-
tial unauthorized accesses. The IRS is also contacting “state-of-the-art” private sec-
tor organizations with the aim of identifying the feasibility of various security “pre-
vention” systems and their approaches to managing technology risks. This approach
will enable the Service to better control access to information through “up front” au-
thorizations and ultimately rely less on after-the-fact detection. The feasibility of
monitoring potential unauthorized accesses on systems other than IDRS that can
be used to access taxpayer data is also being assessed. In this regard, the IRS has
initiated efforts to contract for feasibility assessments of all systems that are used
to access information (e.g., the Integrated Collection System and the Totally Inte-
grated Examination System) to monitor the full extent of unauthorized accesses of
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taxpayer information beyond IDRS and develop both prevention and detection meas-
ures.

Administratively, since 1993, the IRS has been engaged in a vigorous campaign
to let employees know that unauthorized accesses will result in disciplinary action,
including removal from the Service. As recently as last month, | issued a memoran-
dum to all executives and employees stating:

Unauthorized access to accounts, absent mitigating circumstances, is seri-
ous misconduct and would normally warrant removal. It is also a violation
of 18 USC 1030 (fraud and related activity in connection with computers),
which can result in criminal prosecution. (See page 2 of Appendix.)

At the same time, IRS executives were charged to support the organization’'s com-
mitment to taxpayer privacy and the security of tax data by:

—Assessing personally on a periodic basis the consistency of discipline for unau-
thorized access of taxpayer information within their offices. Electronic Audit
Log Research cases will now be sent directly to Heads of Offices, either initially
or after investigation by Inspection for appropriate review and action.

—Personally ensuring that employees receive the required training and orienta-
tion within their offices; and

—Personally taking every opportunity to communicate the Service's expectations,
and to explain IDRS systems monitoring capabilities, to all their employees.
(See page 4 of Appendix.)

In January, the Service centralized responsibility for all privacy and systems secu-
rity issues in the Office of Systems Standards and Evaluation (SSE). Recognizing
the critical need to enforce federal law and regulations on privacy and non-disclo-
sure of confidential tax information, SSE was created to assume responsibility for
establishing and enforcing standards and policies for all major security programs in-
cluding, but not limited to data security. In this regard, SSE provides IRS with a
proactive, independent security group that is directly responsible for the adequacy
and consistency of security over all IRS operations.

Mr. Len Baptiste was appointed as the National Director of SSE. His past GAO
systems evaluation management experience, including security issues, will provide
the leadership needed to carry out his new duties. In March 1997, Mr. William
Hadesty was appointed as SSE's Director of Security Standards and Evaluations.
Mr. Hadesty’s private- and public-sector computer security experience includes over
10 years with the General Accounting Office where he led comprehensive computer
security reviews at numerous government agencies, including his review of IRS fa-
cilities.

Although a clear policy, communication and training, and effective detection are
important ways of institutionalizing a policy against unauthorized access, strong
disciplinary and judicial support are essential to reinforce the seriousness and con-
sequences of violating the policy. In pursuing strong disciplinary actions before ad-
ministrative tribunals, the results thus far have been mixed. For example, the cases
in which employees have improperly accessed information, but not used such infor-
mation for anyone’s gain or detriment, financial or otherwise, have not always been
viewed as seriously as we believe they should be.

Because nothing is more important to the operation of the tax system than pro-
tecting taxpayer information, I want to renew my request that Congress clarify the
law on criminal sanctions. The IRS continues to support the legislation marked up
by the House Ways and Means Committee last week and similar legislation intro-
duced in the Senate which would do just that.

The IRS has supported enactment of a criminal misdemeanor penalty for the will-
ful, unauthorized inspection of returns and return information since 1994. In fact,
in 1994, the IRS developed two legislative proposals on this issue. The first proposal
recommended amending Title 18, the Criminal Code, so that unauthorized inspec-
tion of computer records would be punishable by a misdemeanor. The second pro-
posal recommended amending the Internal Revenue Code to provide a misdemeanor
penalty for unauthorized inspection of returns or return information in any medium.

In response to the IRS' request for legislation, Senator Glenn introduced S. 670,
the “Taxpayer Privacy Protection Act,” during the 104th Congress. It provided a
misdemeanor penalty for unauthorized inspection. Unfortunately, Congress did not
pass that legislation. However, Congress did pass, and the President signed, the
Economic Espionage Act of 1996 (Public Law 104-294). This Act amended Title 18
to provide criminal penalties for anyone who intentionally accesses a computer with-
out authorization, or exceeds authorized access, and thereby obtains information
from any department or agency of the United States (18 USC 1030(a)(2)).

Because the Economic Espionage Act applies only to unauthorized access of com-
puter records, the IRS continued to seek legislation clarifying the criminal sanctions
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for unauthorized access or inspection of tax information in section 7213 of the Inter-
nal Revenue Code—whether that information is in computer or paper format—and
ensuring that the entire confidentiality scheme respecting tax information and relat-
ed enforcement mechanisms would be appropriately found in the Internal Revenue
Code. Therefore, the IRS has worked with the staff of the Senate Governmental Af-
fairs Committee to help develop the “Taxpayer Privacy Protection Act” introduced
on April 8, 1997, by Senator Glenn. Similar legislation was introduced in the House
of Representatives.

The House bill would apply to the unauthorized inspection of paper returns and
related tax information. By clarifying the criminal sanctions for unauthorized in-
spection of tax information in section 7213 of the Internal Revenue Code, whether
that information is in computer or paper format, the entire confidentiality scheme
respecting tax information and related enforcement mechanisms would be found ap-
propriately in the Internal Revenue Code. The Service fully supports such an
amendment and believes that it would serve important tax administration objec-
tives.

While | have stated in the past that one unauthorized access is one too many,
| believe it is important to put the numbers that were recently reported in the press
into some context. There are 1.5 billion accesses annually on IDRS. During fiscal
year 1996 there were 1,374 cases that were identified as potential unauthorized ac-
cesses. Of that number, upon further investigation, 411 were determined to have
been authorized. Of the remaining 963 cases, disciplinary actions were taken in 862
cases and 101 are still being reviewed.

I want to reaffirm that the Internal Revenue Service understands that safeguard-
ing taxpayer information is essential to the operation of our country's self-assess-
ment system. The Service welcomes the proposed legislative changes and hopes that
you will assist us in addressing the problem of unauthorized access.

Mr. Chairman, this concludes my statement. | would be happy to respond to any
questions.

[CLERK's NOTE.—The appendix to Ms. Richardson’s statement will not appear in
the record, but is available for review in the subcommittee’s files.]

ZERO TOLERANCE POLICY

Senator CAMPBELL. You have a zero tolerance policy. | would like
you to explain this report of the disciplinary action taken. It says
different numbers, but in 1995, 7 percent were cleared, 33 percent
were closed without action. Does cleared mean somebody accused
them of it and they did not really do it? Clarify that for me.

Ms. RICHARDSON. Yes; | apologize, could | also introduce David
Mader who is the Chief of Management and Administration who is
here with me today and who really oversees the disciplinary ac-
tions of employees and the employee relations part of the organiza-
tion.

Senator CampBELL. OK, 33 percent were closed without action.
What does that mean, there was not enough evidence? What is the
difference between cleared and closed without action?

Mr. MADER. Mr. Chairman, the difference is on cases that are
cleared there is no indication whatsoever that there was any inap-
propriate activity. On closed without action, the circumstances are
not as clear and it is impossible for management to make a judg-
ment as to whether the infraction occurred or did not occur.

Senator CAMPBELL. If they were cleared and there was no indica-
tion they were doing anything wrong, how did their names come
up in the first place?

Ms. RiICHARDSON. The electronic audit trail that we have really
analyzes all of the—we have an audit trail for every access. But
where there appear to be patterns, they will kick out a name and
then they will manually have to be looked at to see whether or not
the employee had authority to be in the data base.
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Senator CampPBELL. Under a zero tolerance policy, does that
mean a first-time offender—because | notice you have some coun-
seling—a first-time offender means they are out?

Ms. RICHARDSON. | am sorry, means they are?

Senator CampPBELL. Under zero tolerance policy, does that mean
the first time that they are accused and there is sufficient evidence,
they are gone? They are fired or they are moved out.

Ms. RiICHARDSON. In cases where we have tried to take very se-
vere action the first time, we have had difficultly having that activ-
ity sustained in arbitration because of the mitigation factors. One
of the things that we appreciate about the legislative history, that
is with the bills that are being marked up, is an indication that
those mitigation factors do not have to be taken into account in
every single instance and that the presumption could be in favor
of firing with mitigation to follow afterward, as opposed to having
to start with progressive discipline which is typically the way the
Federal personnel disciplinary system works. You are not typically
fired for a first offense.

Senator CAMPBELL. It was reported that some employees who
were browsing, snooping, they did not think it was wrong. I am
sure they would think it was wrong if they were snooping around
somebody’s house, but they do not seem to recognize that it is the
same thing. In the standards that the IRS has are there different
standards that would allow people to assume that it was not
wrong? | mean, could it be innocently done.

Ms. RicHARDSON. | cannot imagine how anybody could not under-
stand today that it is wrong. It has been very clear—we have ar-
ticulated it very clearly and without any equivocation. | did see a
recent broadcast, with a former employee | might add, and despite
the statement made—and | do not know firsthand why he would
have concluded it was not wrong—but certainly in our efforts to
prosecute him | assume he learned that it was wrong. But——

SAFEGUARDS AGAINST BROWSING

Senator CampBeLL. Well, under our system of justice he will
probably write a book and get royalties.

Mr. Maper. Mr. Chairman, if | could. The Commissioner men-
tioned some attachments to her testimony, and each employee that
we put on these systems signs a form that acknowledges they un-
derstand the rules and regulations. If you would bear with me, |
would just like to read a couple of those sentences.

Senator CamPBELL. When they sign that form—Ilet me ask you
first, do they go through a seminar or some kind of instruction or
something before?

Ms. RicHARDSON. Before anybody is ever authorized to access the
system in the first place they have to be trained on the system, and
part of the training includes understanding the privacy and disclo-
sure rules and the authorization——

Mr. Maber. And then they need to sign this form. | would like
to quote from this form.

I have read the automated information systems security rules on the reverse side

of this form and understand the security requirements of the automated information
systems and/or applications described on this form. | understand disciplinary action,
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removal from the Service, and/or criminal prosecution may be taken based on viola-
tion of these rules.

Each and every employee who accesses these systems has to sign
that. | do not know how clear——

Senator CAmMPBELL. They go through that once, or are there re-
fresher courses, or they do that periodically?

Mr. MaADER. When they go on the system initially they, as the
Commissioner mentioned, they have to sign this form and we main-
tain this form. Then there are periodic refresher and group meet-
ings in which we continually reemphasize the privacy and security
requirements of the Service.

Ms. RICHARDSON. Plus, as they sign on to the system each day
there is a warning message on the system that indicates that unau-
thorized accesses will be subject to criminal prosecution.

Senator CAMPBELL. There is a clear explanation of the law?

Ms. RICHARDSON. Very clear.

Mr. MADER. Yes.

REPEAT BROWSING

Senator CampPBELL. Under the chart | have, 32 percent—this
year, 1995, the last year this was recorded, 32 percent were coun-
seled. Of that, do you know what number did repeat browsing?

Mr. MaDER. | do not know. | could submit that for the record.

TAX SYSTEMS MODERNIZATION

Senator CAMPBELL. Senator Kohl, if you would like to ask a cou-
ple of questions, | will try to think of a couple more here.

Senator KoHL. Thank you.

Commissioner Richardson, when we met yesterday you empha-
sized that the $3 billion that has been talked about as having been
wasted in the tax systems modernization effort is not accurate; that
there is a better and a clearer explanation that should be on the
record. Would you like to take the time, along with your associate,
to describe that a little bit today?

Ms. RicHARDSON. Certainly, Senator Kohl. I will also be happy
to provide in more detail for the record where the moneys have
been spent. | believe about $3.3 billion has been appropriated over
a 10-year period for the tax systems modernization project. Our
Chief Information Officer, Arthur Gross, testified at our appropria-
tion hearing in the House and | know he will be here later on when
you have the appropriation hearing to talk more specifically.

But he indicated that based on a review that we have conducted
in the last 6 months that about $400 million of the $3.3 billion over
the 10-year period was devoted to noncontinuing projects; to
projects that we have abandoned either because they no longer will
provide what we had hoped they would do, or we cannot afford
them, various things like that. So the number that relates to things
that we are no longer using or planning to use is about $400 mil-
lion.

Of the $3 billion, we have spent quite a bit of that money on tele-
communications infrastructure, site preparation in some of the
service centers for upgrading our technology. | think I mentioned
to you yesterday that we have this year over 4 million who filed
their tax returns by telephone. We now have a web site that has
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been visited over 100 million times since the first of the year, and
we are able to route our telephone calls more effectively around the
country.

So this filing season we are, hopefully, still at about 70, over 70
percent of the callers are being serviced. We have been able to do
that at a time when we have moved from 70 telephone sites and
44 geographic areas to about 31 sites on our way down to 23. That
has been made possible because of the upgrades to the tele-
communications technology that we have employed that allow us to
route the calls around the country and manage our traffic better.

Senator KoHL. Would you describe the TSM project, the tax sys-
tems modernization? That is a phrase that describes the invest-
ments that have been made over the past 10 years to modernize,
upgrade, the IRS system to get it ready for tomorrow and the fu-
ture. That is what this is all about.

Ms. RicHARDSON. That is what it is all about. We definitely need
to modernize our technology. We are working on a plan right now,
or are putting the finishing touches on a plan that hopefully will
put in place an infrastructure and an incremental program that we
can implement over the next few years that will help us provide
better customer service and better compliance because we will have
better access to taxpayer information.

Now that poses an additional issue or concern about the issue we
are talking about here today, and that is how to protect that infor-
mation. So one of the things that we are very concerned about, and
one of the things that Mr. Baptiste and his colleagues were work-
ing on is our security architecture as well so that we can protect
that information.

IRS TREATMENT OF BROWSERS

Senator KoHL. Let me ask you this question. Do you think with
respect to the browsing problem which has now mushroomed and
become something of a scandal, do you think that the IRS has been
tough enough in trying to deal with those who are accused of
browsing? If you had it to do over again, would you be tougher?

Ms. RicHARDSON. First, | think we need to put into perspective
the notion that it has mushroomed. One of the things that | have
learned, not just about this issue but about our efforts along with
refund fraud, is that because we are detecting fraud or detecting
a problem and the numbers are going up over some period of time
does not necessarily mean that there are more instances. It may
mean that you have better detection.

I believe in this case that that is exactly what the issue is. That
we have a more effective way today of detecting the unauthorized
access than we have ever had before. In fact, before 1993 we really
had nothing except the reliance on people | guess reporting——

Ms. LAu. Like internal auditors.

Ms. RicHARDSON. Internal audit reports or people who would per-
haps report something based on what their fellow employees were
doing. We now have some automated systems that really aid us in
detecting the unauthorized browsing. | do not think it is accurate
to say that the instances have mushroomed. | think that we are
better and wiser about detecting it.
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I think that there are instances where | believe we probably
should have taken or imposed tougher penalties. I do not know
every specific instance. There are cases where mitigating instances
have entered into it. But we have also taken some very tough ac-
tions and been thwarted in those actions in the courts—there are
two very well known cases that have gotten publicity where we
have prosecuted people. One where a jury acquitted the person be-
cause there was no financial gain or any other type of gain. The
other was recently overturned by the second circuit because again,
they felt the statutory basis for a criminal prosecution was not
clear.

That sends a very strong message to the people who are trying
to impose discipline both in the administrative process as well as
within our organization, that maybe people on the outside are not
taking our efforts as seriously as they could. That is, again, why
we support this legislation.

QUALIFICATIONS FOR NEXT COMMISSIONER

Senator KoHL. Last question. Mrs. Richardson, with respect to
your successor what are the qualifications, the three or four most
important qualifications that we should look for in your successor?

Ms. RicHARDSON. | have often said probably the most important
qualification is a sense of humor. But | also think that someone
who has a lot of energy, who understands tax administration is ter-
ribly important. | think having management capabilities as well as
experience is very useful as well. But | think that you also have
to understand that this is a different environment that we are op-
erating in in the Government. People like to say the Government
should be run like a business, but there are some restrictions on
people operating in the Government environment that are not al-
ways present in a business. | think those have to be taken into ac-
count as well.

We have a check and balance system with Congress in its over-
sight of an agency. But we also sometimes, as a result, have a
board of directors of 535 people who may one day think that the
priority should be compliance, and the next day customer service.
There is a certain amount of schizophrenia, | think, among the peo-
ple who have to deal in that environment. Frequently in the pri-
vate sector your board of directors and you can establish the prior-
ities for an organization and then move to try to accomplish those,
your priorities. You do not always get to do that in a Government
environment. | think understanding that will alleviate any frustra-
tions that my successor might have, too.

Senator KoHL. Thank you, Ms. Richardson.

And thank you, Mr. Chairman.

PUNISHMENT FOR BROWSING

Senator CAmPBELL. Before | ask a question or two of Ms. Lau |
wanted to get back just to one or two things you said. When you
go through these charges, who is responsible for assessing the pun-
ishment? If it is criminal, are you to refer that to Justice, or how
do you handle that?
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Ms. RiICHARDSON. Yes; if it is a criminal referral, it would be re-
viewed by our Chief Counsel’s office and then referred to the Jus-
tice Department for further review.

Senator CAMPBELL. But if it is counseling, you do not do any-
thing with Justice then?

Ms. RiICHARDSON. Correct. If it is through the administrative
process, the Justice Department is not really involved. We have for
employees who are bargaining unit employees—I mean, that are
represented by the union—they have the ability to go to arbitration
over a disciplinary action.

Senator CAMPBELL. You also talked at some length about upgrad-
ing the devices that would identify browsing. This probably will be
done after you leave. Do you have a timeframe that you think this
might be done?

Ms. RicHARDSON. We are constantly working on ways to refine
the audit trail system we have in place. But | think that the real
key to being able to ultimately prevent people from getting in at
all except on an authorized basis, the timetable for that really
awaits our reconstructed data base as part of our tax systems mod-
ernization project. That is several years down the road.

Senator CAMPBELL. Several years you said?

Ms. RICHARDSON. Several years.

Senator CampPBELL. Thank you. | appreciate your appearing. |
know you were a little pressed for time this morning.

ROLE OF THE INSPECTOR GENERAL

Ms. Lau, could you explain your role in the investigation, since
your office is really responsible for investigating waste and fraud
and abuse? What was your relation to the investigations?

Ms. Lau. Related to these IDRS browsing issues?

Senator CAMPBELL. Yes.

Ms. LAau. One of the points that is in my written testimony is the
statutory structure of my office in relation to the IRS. The IRS re-
tains its own internal audit and internal investigative function. For
most of these browsing cases, any involving criminality that would
require further investigation would have been conducted by the
Chief Inspector’s office. My office has oversight responsibility for
the Office of the Chief Inspector Treasury and investigative respon-
sibility over senior Treasury officials and any Chief Inspector em-
ployees who might be involved.

Senator CAMPBELL. Does your office have any input on the coun-
seling or policywriting or any of that with the IRS?

Ms. LAau. No; as a matter of course, we would not be involved in
that aspect of their program.

Senator CamPBELL. | think we will end up there. | have about
half a dozen written questions | would like to submit to both of
you. If you would get back to us with those for the committee, |
would appreciate it.

REASONS FOR BROWSING

One other thing maybe, Ms. Lau. Did you see any kind of a com-
mon theme? | have heard today some people browse relatives, ce-
lebrities, political opponents, something of that nature. Did you
spot anything that could be perceived as a theme?
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Ms. LAau. | am sorry, | am not aware of any particular themes,
but I would be happy to provide something for the record if we
have identified such.

Senator CamMpPBELL. Clearly, most of them did not do it because
they were bored. They did it with some kind of intent apparently.
Even though they might not have thought it was wrong, it was not
accidental.

Ms. Lau. | think the reasons surely vary, as the dispositions of
the cases would indicate.

Ms. RICHARDSON. Mr. Chairman, in many cases people are doing
it for reasons they think are perfectly fine; they are helping a
neighbor locate a former spouse or something like that. That is still
unacceptable and cannot be done. So many of the cases are not just
for idle curiosity but where people think they are actually perform-
ing a service; checking on a refund for a friend or neighbor just to
make sure that it had not gotten misplaced.

Senator CAMPBELL. So when they do that, that is not supervised
or cleared by a supervisor?

Ms. RICHARDSON. They are not authorized to be in the system to
look at anything other than an official case to which they have
been assigned. So if you were to ask if we could check on the status
of your refund, that would not be appropriate. You can call a num-
ber and have it checked on, but you could not directly ask an IRS
employee just to do that. If they looked into the system that would
be considered browsing or the unauthorized access.

Senator CampPBELL. That is gratifying to know. A few years ago
I cosponsored the taxpayers’ bill of rights and got audited about 2
weeks later. | know there was no connection, of course.

Ms. RicHARDSON. If we were that efficient, 1 would be very sur-
prised.

SUBMITTED QUESTIONS

Senator CamPBELL. | do appreciate you appearing today, and
thank you very much. If you would both get back to us on the writ-
ten questions, the subcommittee would appreciate that.

[The following questions were not asked at the hearing, but were
submitted to the Department for response subsequent to the hear-

ing:]
QUESTIONS SUBMITTED BY SENATOR CAMPBELL
CURRENT POLICY

Question. You've told GAO that you became aware of the browsing issue in 1993
and had taken steps to educate IRS employees to the illegality of the snooping. Do
you believe that these measures have been effective?

Answer. In 1994, we developed mandatory training programs for managers and
employees who had access to confidential taxpayer information. These materials
fully covered the importance of only accessing taxpayer information employees had
a need to review in connection with their tax administration responsibilities and
covered the fact that the Service would not tolerate unauthorized access. We also
provided one hour of time for all employees to review the “Interim Handbook of Em-
ployee Conduct and Ethical Behavior”, Document 9335 (11-94). This Handbook cov-
ered the Declaration of Privacy Principles, which discussed access to tax informa-
tion: “Principle 8: Browsing, or any unauthorized access of taxpayer information by
any IRS employee, constitutes a serious breach of the confidentiality of that infor-
mation and will not be tolerated.”

Although these actions have been effective to a large degree, strong disciplinary
and judicial support are essential to reinforce the seriousness and consequences of
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violating the policy. In pursuing strong disciplinary actions before administrative
tribunals, the results thus far have been mixed. For example, the cases in which
employees have improperly accessed information, but not used such information for
anyone’s gain or detriment, financial or otherwise, have not always been viewed as
seriously as we believe they should be.

Because nothing is more important to the operation of the tax system than pro-
tecting taxpayer information, I want to renew my request that Congress clarify the
law on criminal sanctions. The IRS has supported enactment of a criminal mis-
demeanor penalty for the willful, unauthorized inspection of returns and return in-
formation since 1994. | support the “Taxpayer Privacy Protection Act” introduced by
Senator Glenn on April 8, 1997 and similar legislation introduced in the House of
Representatives.

Question. It has been reported that there are some employees who snooped and
never thought it was wrong—I don’t know if that scares you, but it should because
it sure scares the taxpayers. Can you comment?

Answer. As | responded in the last question, since 1993, the IRS has taken a
number of steps to ensure that unauthorized access of taxpayer information by IRS
employees does not occur. However, it is essential that we have strong disciplinary
and judicial support to reinforce the seriousness and consequences of violating the
policy.

Question. Aside from the memorandums that the employees receive, do they re-
ceive any seminars or other instruction which explains the law to them and the con-
sequences of browsing?

Answer. In each of our training courses for IDRS users we incorporate the mate-
rials on ethical principals and privacy of taxpayer information in the course book
and instructor guide for mandatory coverage in the training session. They are re-
quired to review and sign an acknowledgment that they have read and understand
the Automated Information Systems (AlS) Security Rules. We are in the process of
fully publicizing our updated IDRS users training materials (revised in fiscal year
1996) for managers and employees and the requirements for its use. A videotape
also accompanies the training materials which outlines in detail what accounts em-
ployees can access and the ramifications of accessing unauthorized data. We are also
examining other methods to publicize our intolerance of any unauthorized access of
information by employees or managers.

Question. Are these seminars mandatory in attendance?

Answer. Yes they are. Any manager who has employees who has access to data
must attend the Manager’s seminar and employees receive training either as a sepa-
rate module or as a module incorporated into the training materials dealing with
access to the data. As employees receive different modules dealing with access to
information they must go through the materials again.

Question. What is the IRS’ policy regarding those individuals who've been identi-
fied as browsing if they are caught browsing again?

Answer. On March 14, 1997, memos from the Commissioner and the Deputy Com-
missioner were sent to all employees and to all executives to reconfirm the IRS Pol-
icy on unauthorized accesses. The memo to all executives stated that we will dis-
cipline those who abuse taxpayer trust up to removal and including prosecution.
There is no question that substantiated unauthorized access and disclosure are
among the most serious breaches of trust with the taxpaying public that a Revenue
Service employee can commit. Although, pursuant to the penalty guide, a range of
administrative penalties can apply, the appropriate managerial response to any un-
authorized access, absent any mitigating circumstances, is a proposal to remove.

Question. Can you provide the subcommittee with the numbers of IRS employees
that have been caught browsing more than once? If you are unable to provide the
subcommittee with this information, please state why the information is unavail-
able.

Answer. Although this information is embedded in the Automated Labor and Em-
ployee Relations Tracking System (ALERTS) it is not captured in this format and
there is no easy way to retrieve it at this time. We are forming a task group to re-
trieve, analyze and compile this data.

IRS ACCOUNTABILITY

Question. Ms. Richardson, can you please provide for the committee how you in-
tend to change the approach to the browsing problem since the IRS efforts have not
been effective?

Answer. The IRS is reexamining system security looking at ways to tighten ad-
ministration of discipline and improving employee education. We intend to central-
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ize systems security and expect to be making substantial improvements over the
next few years.

In the long run the best approach to dealing with browsing and other security
risks is to implement the modernization blue-print which provides modernized con-
trols over security accesses. The IRS is reexamining system wide security in the con-
text of developing the overall modernized architecture. This approach will enable
the Service to better control access to information through “up front” authorizations
and ultimately rely less on the after-the-fact detection. In the interim, the feasibility
of monitoring potential “browsing” on other systems that can be used to access tax-
payer data is being assessed.

I want to reaffirm that the Internal Revenue Service (IRS) has long understood
that safeguarding taxpayer information is essential to the operation of this country’s
self-assessment income tax system. That is why for many years the IRS has had
in place policies and practices to protect the security and confidentiality of taxpayer
information.

Question. Can you tell me why there is an inconsistency in the application of pun-
ishment when browsing has been confirmed?

Answer. Indeed there is a spectrum of discipline Servicewide which can be attrib-
uted to a number of factors. Discipline is administered at the local level in accord-
ance with the Penalty Guide. The local office determines the severity of the infrac-
tion and then relies on established practices and the relevance of aggravating and/
or mitigating factors (i.e., the nature and seriousness of the offense, the disciplinary
record and the consistency of the penalty with those imposed upon other employees)
commonly known as the “Douglas” factors. This constellation of factors makes every
case unique and therefore requires the application of different penalties. We do in-
tend to institute some form of National Office coordination to ensure that discipline
across the nation is administered as evenly as possible.

FIXING THE PROBLEM

Question. Do you have a plan in place to secure taxpayers’ electronic files from
browsing? Please submit for the record.

Answer. Yes. The IRS is just finishing a new architecture for modernization along
with a sequencing plan to describe how this functionality will be delivered. Within
the architecture and sequencing plan, security and privacy have been addressed
“head on” by a solid top-down design to prevent unauthorized employee activity and
to detect anomalies or suspicious trends in employee activity. The new security ar-
chitecture is designed to audit all activity which attempts accesses to taxpayer data.
Additionally, a replacement for our current Electronic Audit Research Log (EARL)
is being designed. The replacement will utilize advanced data mining techniques
and examine more systems to detect trends of unauthorized activity.

Question. When do you expect to have this plan implemented?

Answer. These systems will be designed and deployed as part of the new architec-
ture. Specific dates have not yet been determined. The EARL replacement may pre-
cede the first release of the modernized architecture, in order to increase our ability
to detect unauthorized accesses on a wider range of systems. However, the replace-
ment system will be developed in compliance with the new architecture.

Question. Time line and cost for this plan?

Answer. From the starting date of these projects, it is expected that these efforts
will take approximately 48 months to build and deploy. The EARL replacement
could be completed in 24 months. Final cost estimates have not been determined.
These estimates, however, depend on the availability of appropriations.

Question. Which department would be responsible for this implementation?

Answer. Information Systems will be responsible for these efforts.

Question. In your estimation, does your current computer system provide an ade-
quate level of protection?

Answer. Our current systems do provide some protection but improved levels of
protection are needed.

Question. Can it be modified to include those systems which it does not currently
monitor or would it require a new system?

Answer. We are currently examining opportunities and methods, which are not
cost prohibitive, to increase the prevention and detection capabilities contained
within our current systems.

Question. If a new system’s needed in order to secure files, do you have any infor-
][nlation for the subcommittee that details what would be needed to secure taxpayer

iles?

Answer. We are examining technologies such as file and password encryption and
digital signatures using products such as RSA, Secure Sockets Layer, and SIMIME.
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Question. Has IRS made any computer-based security improvements over the last
ten years to limit the browsing of taxpayer files?

Answer. Yes. The IRS has made significant effort to deter browsing and to detect
such activities. Efforts have included employing education and increased manual
and automated audit analysis.

Question. Will computer security improvements be part of the architecture that
you are planning to submit to Congress in mid-May?

Answer. Yes. The architecture will define an environment rich in identification
and authentication (Identification and Authentication); access control; auditing and
audit analysis; and public-private key encryption. Significant focus will be placed on
real-time prevention of unauthorized employee activities which is augmented by a
robust after-the-fact detection of unauthorized activity through a comprehensive
audit analysis and reporting process.

Question. Were these improvements developed in-house by IRS or did you contract
out your systems security?

Answer. Improvements made to date were developed by a combination of IRS se-
curity analysts in close coordination with the Integrated Support Contractor (ISC).
Similarly, the new architecture was a joint effort between IRS architects, engineers,
technical management and their ISC counterparts.

Question. Did the IRS look into purchasing security programs that were already
available commercially?

Answer. Yes. In the past few years, coincidental with the open encryption stand-
ards, significant industry strides have been made with commercial off-the-shelf
products which provide much of the functionality demanded by valid IRS require-
ments.

Question. Were any of these improvements made as part of the TSM project?

Answer. Yes. Version 1.0 and 2.0 of the formal Infrastructure design includes se-
curity design guidance which improves the existing security baseline.

IG INVESTIGATION OF IRS SNOOPING

Question. Can you explain your role in the investigation of those employees which
have snooped into taxpayer files, since your office is responsible for investigating is-
sues of waste, fraud, and abuse?

Answer. The first level of responsibility to evaluate indications of improper em-
ployee access rests with IRS management. Once indications of potential abuse have
been identified, management then needs to do further work to determine if accesses
are for legitimate business purposes or are improper browsing activity. If they deter-
mine that curiosity browsing has occurred, they coordinate with their labor relations
staff and determine the appropriate disciplinary action to take. If there are indica-
tions of more serious misuse of taxpayer information, then the case is referred to
the Chief Inspector’s Office for investigation of any IRS employee below the senior
management level (GS-14 and below). The Chief Inspector has primary internal in-
vestigative authority for IRS employees. However, my office oversees the IRS In-
spection’s investigative, as well as internal audit, operations. If the browsing in-
volves senior IRS officials or a member of the Chief Inspector’s Office, we will con-
duct the investigation. Since taxpayer browsing and other illegal activity on elec-
tronic files is primarily committed by lower graded IRS employees my office typi-
cally will not conduct the investigation.

Question. At what point do these cases come to your office?

Answer. My office would be involved in a browsing case where the suspected
browser was an IRS senior management employee (GS-15 and above) or a member
of the IRS Chief Inspector’s staff, or in any browsing case having broad impact or
far reaching implications.

Question. Is there any information which the IRS is currently unable to provide
you which would help you in working on these cases?

Answer. There have not been many cases involving employee browsing that would
have met the criteria to fall under my jurisdiction. Most cases involve IRS employ-
ees who, by virtue of their position, have access to taxpayers' accounts. Generally,
senior level managers do not perform those types of tasks that would require their
personal entry into the Integrated Data Retrieval System (IDRS). Therefore, the po-
tential for this kind of violation reaching my office is minimal. Theoretically, there
is no information in the possession of the IRS relative to this subject which cannot
be shared with the Office of Inspector General. The Inspector General’s authority
for accessing confidential tax information in the possession of the Service is section
6103(h) (1) of the Internal Revenue Code and section 8C of the Inspector General
Act of 1978, as amended.
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Question. In your opinion, of the browsing cases that have occurred can (you) ex-
plain why 33 percent of the employees are counseled and only 1 percent are sepa-
rated?

Answer. First, there is some apparent discrepancy in the statistics cited in your
guestion and the information my office has obtained. We reviewed the IRS Commis-
sioner’s testimony of April 15, 1997 and the accompanying appendices that show the
disposition of unauthorized access cases. According to that information, of the con-
firmed browsing cases in fiscal year 1996, 41 percent of employees were given oral
or written counseling. Another 12 percent were separated (i.e., removed, resigned
or retired). There is no doubt that the IRS needs to do a better job in taking action
against employees who abuse the system. The issue of consistent application of dis-
ciplinary action has been reported as a problem in reports issued by the Chief In-
spector and GAO. One further point regarding the 41 percent of employees who
were counseled. It would be incorrect to assume that actual misuse was confirmed
in these type cases. In some situations, employees were detected doing celebrity
browsing or accessing ex-spouses, friends or family members’ returns, and it was a
first-time offense. Also, there are other cases where improper access is preliminarily
indicated but management could not conclusively determine whether improper
browsing occurred and therefore did not have a basis for taking action.

Question. Do you believe IRS has a “zero tolerance” policy?

Answer. | wholeheartedly endorse the Commissioner’s policy and position on un-
authorized accesses. IRS employees should only be permitted to access information
in order to carry out their duties—with no exceptions. Although one unauthorized
access is one too many, it is important to frame this issue with some contextual in-
formation. There are approximately 55,000 IRS employees who are granted access
to the IDRS. IRS has reported that there are 1.5 billion accesses annually on the
IDRS of which a small percentage involve potential unauthorized accesses. These
are subsequently reviewed by IRS management to determine the extent and degree
of possible misuse of taxpayer information. Of those remaining confirmed browsing
cases, existing administrative procedures can require the IRS to use a progressive
discipline system when dealing with bargaining unit employees. Also, pursuing
strong disciplinary actions before the courts have produced mixed results. | believe
the “zero tolerance” policy could be greatly enhanced by the proposed anti-browsing
legislation introduced by Senator Glenn.

Question. Who is ultimately responsible for addressing browsing issues within
your office?

Answer. My Office of Investigations would conduct investigations of any IRS sen-
ior level or Inspection employee involved in taxpayer information browsing. The Of-
fice is headed by the Assistant Inspector General for Investigations who reports to
my Deputy Inspector General. Additionally, the Offices of Audit and Oversight rou-
tinely look at this issue from a program effectiveness perspective.

Question. As a result of your work on the browsing issue, have you identified
weaknesses within the IRS anti-browsing program which could be improved or
which are lacking entirely?

Answer. The Treasury Office of Inspector General has previously identified weak-
nesses within the IRS" anti-browsing program. We reviewed the program and issued
a report in March 1996. We made seven recommendations in the report to help cor-
rect the problems identified during our review. Service management agreed with our
findings and cited actions they had taken or planned for implementing our rec-
ommendations. We are also considering a follow-up audit on the taxpayer browsing
issue in future audit work. The Chief Inspector’'s Office has also been proactive in
their coverage of the browsing problem as well as identifying security weaknesses
in computer systems other than the IDRS. In June 1996, the Chief Inspector’s Office
issued a report that concluded the Electronic Audit Research Log (EARL) system
had limited ability to identify employee browsing; it needed consistent executive
oversight and user involvement; and it needed a clear strategic direction to meet
IRS objectives. Their review also found that there were no procedures to assure IRS
management was consistently reviewing and referring potential browsing cases. In
another report issued in September 1996 on IRS Small Scale Computer Systems,
the Chief Inspector’'s Office reported that taxpayer data was vulnerable to disclo-
sure, fraudulent manipulation, theft, and loss. Noteworthy about the security weak-
nesses in microcomputers and local area networks was that they were similarly
cited in a report issued by the Chief Inspector’s Office in August 1994.

Question. Have you communicated them and any other recommendations with
Commissioner Richardson? Please provide the subcommittee an outline of your rec-
ommendations for the record.
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Answer. We issued a report on March 29, 1996, to Commissioner Richardson pre-
senting her with the results of our review. An outline of the seven recommendations
are as follows:

Taxpayer Services needs to better comply with IRS’ certification process.

Taxpayer Services should ensure that the uncompleted corrective action regarding
audit trail requirements is undertaken.

Quality Assurance Division officials should follow up on and receive verification
of corrective actions taken by program managers to ensure implementation.

Taxpayer Services should only accredit new security systems after the Quality As-
surance Division has unconditionally certified them.

The EARL system officials need to complete the required procedures for system
certification and accreditation as quickly as possible.

The EARL system officials should write new position descriptions commensurate
with the responsibilities of the position and ensure that recommended 5-year back-
ground investigation updates are performed.

The Bureau Audit Recommendation Monitoring Officer should remind senior man-
agement officials of the importance of verifying the accuracy of corrective actions re-
ported to the Inventory Tracking and Closure (ITC) system.

The Chief Inspector's report on the IRS EARL System was issued on June 21,
1996. The report recommended:

IRS management establish and document the strategic direction for EARL and
ensure that users are involved at key points throughout the system’s development.

Changes be made to management reporting systems to provide an effective feed-
back mechanism to show the resolution of browsing cases.

Development of procedures to increase the system’s ability to identify browsing in
a cost effective manner.

The Chief Inspector’s report on Information Security Over IRS Small Scale Com-
puter Systems was issued September 30, 1996. The report recommended:

IRS management perform another self-assessment and validation of IRS’ systems.

Development of a plan that will budget for the costs of bringing IRS into compli-
ance within two years.

The Federal Managers’ Financial Integrity Act process identify systems with inad-
equate security capabilities or improper configurations and that future purchases
meet minimum security requirements.

The Chief Inspector’s Internal Audit Reports are issued to the Commissioner’s
Chief Officers who are responsible for taking action on, and responding to, the con-
ditions and recommendations reported.

Question. Can you provide the subcommittee any insights why browsing is taking
place? For example, do the employees not understand it is wrong or are they just
bored?

Answer. According to the EARL Executive Committee Report issued on September
30, 1996, even the large number of oral and written communications as well as
training over the past three years has failed to adequately explain that browsing
data for personal curiosity is an unauthorized IDRS access and to impart the seri-
ousness of employee browsing. It also found that some employees indicated that
they browsed because they do not believe it was wrong and that there would be lit-
tle or no consequence to them if they were caught. The perception was that the
Service was not aggressively pursuing browsing violations.

Question. Without getting into specifics, do you find a common “theme” to the
browsing activity itself, that is what are people looking up?

Answer. There is no common theme as to why employees browsed. Various rea-
sons were given by the employees who were caught browsing. It appears to depend
on what motivated the person to browse, for example, curiosity, financial gain, and
fraud.

IG FINDINGS AND CURRENT LAW

Question. Of the cases your office has handled, did those employees found brows-
ing taxpayer files fully understand the law?

Answer. We have conducted one investigation that involved a GS-15 manager.
The investigation determined that access had occurred; however, the report of inves-
tigation was forwarded to IRS on December 31, 1996 for final review and disposi-
tion. Although the investigator did not specifically pose a question regarding the
manager’s knowledge of the privacy and disclosure issues, we believe the manager
was aware of the browsing restrictions.

Question. What did the employees not understand?

Answer. The GS-15 manager did access the IDRS for taxpayer information indi-
rectly by having subordinates perform the query, but did not believe, nor were we
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able to prove, the data were unauthorized, misused, or divulged to any parties in
violation of any IRS policy.

Question. What has been the most difficult legal hurdle you have found with your
involvement in browsing cases?

Answer. The one investigation my office conducted did not reach the prosecutorial
level. | believe that you may gain greater insight into any legal hurdles encountered
in investigating browsing cases by directing your inquiry to the IRS’ Office of Chief
Counsel.

Question. Is there anything lacking in the current law which you see as hamper-
ing your ability to effectively handle browsing cases?

Answer. A major hurdle in deterring browsing is that the act of inspecting tax-
payer data without disclosing information to a third party is not a criminal offense
under existing statutes. | believe the proposed Taxpayer Privacy Protection Act in-
troduced by Senator Glenn will enhance IRS efforts to strengthen the disciplinary
actions against those employees who have browsed taxpayer records and/or returns.
It clearly articulates the conditions and punishment for browsing. Again, however,
your question can be more appropriately addressed by IRS' Chief Counsel's office
and IRS management who have the primary jurisdiction of these cases.

QUESTIONS SUBMITTED BY SENATOR KOHL
IRS COMMISSIONER MARGARET RICHARDSON

Question. Last year as part of my Economic Espionage Act of 1996 we created
criminal penalties from computer browsing without authorization or obtaining infor-
mation from any Department or agency in the United States. Could you please ex-
plain how this law will impact snoopers of electronic records? Can | assume that
as more and more returns are filed electronically this law will have greater impact
on the snoopers?

Answer. The Internal Revenue Service supported the amendment to 18 U.S.C.
§1030(a)(2)(B) which provides criminal misdemeanor penalties for anyone who in-
tentionally accesses a computer without authorization or who exceeds authorized ac-
cess and thereby obtains information, including tax information, from any depart-
ment or agency of the United States. We are hopeful that this legislation will serve
as a significant deterrent to unauthorized computer access of taxpayer information
by Internal Revenue Service employees and others. We note that 18 U.S.C.
§1030(a)(2)(B) has government-wide impact and as such you may also wish to direct
your inquiry to the Department of Justice.

Question. Commissioner Richardson, yesterday when we met we discussed the $3
billion that is reported has been wasted on the TSM efforts. According to your expla-
nation $3 billion was not wasted. Can you please clarify this issue so that we can
all understand it?

Answer. Certainly Mr. Campbell. | believe about $3.3 billion has been appro-
priated over a 10-year period for the Tax Systems Modernization (TSM) project. Our
Chief Information Officer, Arthur Gross, testified at our appropriation hearing in
the House and indicated that, based on a review that we have conducted in the last
six months, about $400 million of the $3.3 billion over the 10-year period was de-
voted to non-continuing projects; to projects that we have abandoned either because
they no longer will provide what we had hoped they would do, or we cannot afford
them; various things like that. So the number that related to things that we are
no longer using or planning to use is about $400 million.

Of the $3 billion, we have spent quite a bit of that money on telecommunications
infrastructure, and site preparation in some of the Service Centers for upgrading
our technology. | believe | mentioned to you yesterday that over 4 million taxpayers
have filed their tax returns by telephone. We now have a Web site that has been
visited over 100 million times since the first of the year, and we are now able to
route our telephone calls more effectively around the country.

So far this filing season we are still at over 70 percent of the callers being served.
We have been able to do this at a time when we have moved from 70 telephone
sites and 44 geographic areas to about 31 sites on our way down to 23. That has
been made possible because of the upgrades to the telecommunications technology
that we have employed that allow us to route the calls around the country and man-
age our traffic better.

We definitely need to modernize our technology. We are putting the finishing
touches on a plan right now that hopefully will put in place an infrastructure and
an incremental program that we can implement over the next few years that will
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help us provide better customer service and better compliance because we will have
better access to taxpayer information.

Now that poses an additional issue or concern about the issues we are talking
about here today, and this is how to protect that information. So one of the things
that we are very concerned about is our security architecture as well so that we can
protect that information.

Question. Commissioner Richardson, you have indicated you will leave the IRS at
the end of this tax year’'s filing season. I know you have guided the IRS through
some difficult times. Thank you. Let me ask you—if you were going to interview po-
tential candidates to replace you what characteristics would you look for on the can-
didates’ resumes?

Answer. | think that the most important qualifications are someone who has a
lot of energy and who understands tax administration. | think that having manage-
ment capabilities as well as experience is very useful. But | think that you also have
to understand that this is a different environment that we are operating in the Gov-
ernment. People like to say the Government should be run like a business, but there
are some restrictions on people operating in the Government environment that are
not always present in a business. | think those have to be taken into account as
well.

We have a check and balance system with Congress in its oversight of an agency.
But we also sometimes, as a result, have a board of directors of 535 people who may
one day think that the priority should be compliance, and the next day, customer
service. There is a certain amount of schizophrenia, | think, about the people who
have to deal in that environment. Frequently in the private sector, you and your
board of directors can establish the priorities for an organization and then move to
try to accomplish those priorities. You do not always get to do that in a Government
environment. | think understanding that will alleviate many frustrations that my
successor might have too.

Question. In the past the appropriation committee has recommended cutting IRS
budget request and fencing funds associated with its modernization efforts. Are
there other methods the committee should be using to try and effect fundamental
management changes within the IRS?

Answer. No.

Question. Do you feel that the 1515 incidents of “snooping” by IRS employees is
an accurate representation of unauthorized browsing?

Answer. The 1515 incidents of “snooping” previously submitted for fiscal year
1994 and fiscal year 1995 reflect an approximate representation of the Service's un-
authorized accesses for the years indicated. Recently we have reviewed and updated
our database to include more detailed information concerning unauthorized ac-
cesses.

Question. Did the IRS ever consider implementing a service-wide policy regarding
the handling of unauthorized browsing?

Answer. Yes, IRS has a number of policies in place to mitigate unauthorized ac-
cess to taxpayer information. For example, Policy Statement P-1-1, which was ap-
proved on December 18, 1993, addresses taxpayer privacy rights. In part it states
that the Service is “* * * fully committed to protecting the privacy rights of all tax-
payers * * * Among the most basic of a taxpayer’s privacy rights is an expectation
that the Service will keep personal and financial information confidential * * * IRS
employees will perform their duties in a manner that will recognize and enhance
individuals’ rights of privacy and will ensure that their activities are consistent with
law, regulations, and good administrative practice.”

In January 1995, | sent a memorandum to all IRS employees about the informa-
tion security policy which is intended to ensure “* * * that the Service complies
with the applicable guidance from public laws, regulations, and directives * * * that
taxpayer and other sensitive information is protected commensurate with the risk
and magnitude of the harm that would result from inappropriate use * * * that tax-
payer and other sensitive information is used only for necessary and lawful pur-
poses.”

In March of this year, | sent another memorandum to all employees reminding
them that IRS employees are “prohibited from accessing information not needed to
perform official duties. Unauthorized access to accounts is a fundamental violation
of the public trust in the confidentiality of returns and returns information * * *
It violates both privacy and disclosure rules and may result in removal from the
Service and criminal prosecution.”

Question. In your June 6, 1996 testimony before the Senate Committee on Gov-
ernmental Affairs you indicated that the new systems developed to better control
access to taxpayer records misuse were not always executed in accordance with re-
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quired procedures. Since that time are you aware of the IRS taking any efforts to
produce consistent guidelines for application of these systems?

Answer. IRS Internal Audit has been looking into the Service's efforts to ensure
information systems are adequately secured. In their draft audit report dated Janu-
ary 21, 1997, they found that the security certification process does not always re-
sult in a complete and/or independent evaluation of security controls prior to issu-
ance of a certification. Further, the Service's efforts to identify all sensitive com-
puter systems have not been effective. As a result of their recommendations, proce-
dures should be developed to ensure consistency in the certification process. In addi-
tion, the EARL Executive Steering Committee was charted by the IRS to address
inconsistencies and concerns about how the EARL systems were being administered
and the effectiveness of the EARL programs. The Committee issued a report in Sep-
tember 1996, which contained many recommendations to improve the EARL system.
Lastly, GAO reviewed the IRS systems security in December 1996 and found that
pervasive weaknesses persist in security controls intended to safeguard IRS com-
puter systems, data, and facilities and tax processing operations from the risk of dis-
ruption and taxpayer data from the risk of unauthorized use, modification and de-
struction. Their recommendations, when implemented, will also result in consistent
guidelines for application of the systems.

Question. You also reported that corrective actions necessary for implementing
audit recommendations were sometimes reported closed before all corrective actions
were taken. Have you, in conversations with the Office of the Chief Inspector else-
where been provided with any evidence that this situation has been corrected?

Answer. In our report of March 29, 1996, we made a recommendation that senior
management officials should be reminded of the importance of verifying the accu-
racy of corrective actions reported to the ITC system. As a response to our rec-
ommendation, the Management Controls Office implemented new procedures tight-
ening reporting controls. For every new audit, a memorandum is issued to the re-
sponsible Chief Officer, detailing how to report their corrective actions. In addition,
the Chief Officer must sign a memorandum verifying concurrence with what is re-
ported to them.

Question. Since Treasury has now taken on greater responsibilities as they relate
to the IRS and the Modernization Management Board will the role of the IG’s office
be heightened?

Answer. | believe that more vigilant oversight is needed by the Department over
the IRS, particularly with respect to renewed efforts to develop the Tax Systems
Modernization (TSM) architecture. | plan to do this through my participation as an
advisory member of the Modernization Management Board (MMB). Back in 1995,
and before the establishment of the MMB, my office issued a report on the Depart-
ment's oversight of the IRS’ TSM Program. We concluded that the Department’s ef-
forts at that time were not effective to oversee a project the size and complexity of
TSM. We have recently initiated a follow-up audit to assess the Department’s and
IRS’ revised approach, newly created internal structures, and oversight mechanisms
that have been put in place since our report was issued. To this end, we will also
be coordinating with GAO and the IRS’ Chief Inspector’s office to plan the appro-
priate audit coverage.

Question. Now that the separate oversight functions within the Inspector General
and the Chief Inspector’s Office have been in operation for over 10 years are there
other options (such as having the Chief Inspector report to the Treasury Deputy
Secretary as opposed to the IRS Commissioner) that should be considered? If consid-
eration was given to reorganizing this reporting structure how would taxpayer pri-
vacy issues be addressed?

Answer. We have worked with the Chief Inspector’s Office within the existing
framework. | do not feel my ability to manage the internal audit resources in the
Treasury is compromised by the current arrangement. We have an understanding
with the Chief Inspector that they will work through my office whenever they have
an issue where they cannot obtain adequate resolution with IRS management. Re-
gardless of the reporting structure of any reorganization, access to taxpayer infor-
mation and privacy must be protected under IRC 6103. Even though my office cur-
rently does not have the same level of access that the IRS Chief Inspector’s Office
has, we would be able to provide the same level of protection that is provided by
the Chief Inspector’s Office, if the need arose.

Question. It is my understanding that the internal audit functions of the law en-
forcement agencies were transferred to the Inspector General's Office with internal
investigations remained within the agency. Could and/or should that structure be
duplicated in the IRS?

Answer. As you know, the Treasury Office of Inspector General was established
by the 1988 Amendments to the IG Act of 1978. Unlike most other IGs, however,
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the Amendments did not create a single audit and investigative entity for the Treas-
ury Department. Specifically, IRS retained its internal investigative and internal
audit functions under the direction of the IRS Chief Inspector. That office has pri-
mary responsibility for all direct audit and investigative activity at IRS. My office
was assigned oversight responsibility. As specified by Section 8C of the Inspector
General Act, | can initiate, conduct and supervise internal audits of the IRS. My
authority to conduct any review in the IRS that | deem appropriate has never been
challenged. Further, Treasury Order 114-01 gives me the authority, if a need arises,
to detail personnel from the IRS Inspection Service to conduct audits or investiga-
tions under my direct supervision. However, with an audit staff of 160 to provide
primary coverage for the remaining 11 Treasury bureaus and the added financial
audit responsibilities under the Chief Financial Officer's Act, our capacity to do
many audits at IRS is limited. In contrast, the Chief Inspector has 445 auditors who
focus solely on IRS programs and operations. Consequently, my office must rely on
IRS Internal Audit for most of the audit coverage at IRS. Having that body of work
performed by resources under my direct control would have the immediate effect of
raising the level of independence.

SUBCOMMITTEE RECESS

Senator CampBELL. With that, the subcommittee will recess.
Thank you.

[Whereupon, at 12:15 p.m., Tuesday, April 15, the subcommittee
was recessed, to reconvene at 9:32 a.m., Thursday, April 17.]
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LETTER FROM JEFF THOMPSON, CHIEF OF GOVERNMENT RELATIONS FOR DON NOVEY,
STATE PRESIDENT, CALIFORNIA CORRECTIONAL PEACE OFFICERS ASSOCIATION

SACRAMENTO, CA, April 23, 1997.

Hon. BEN KNIGHTHORSE CAMPBELL,
Subcommittee on Treasury, Postal Service and General Government,
Washington, DC.

DEAR SENATOR CAMPBELL: Thank you for the opportunity to submit this letter for
inclusion in the hearing record on IRS employees’ misuse of taxpayer records held
on April 15, 1997. | am submitting this letter on behalf of over 25,000 members of
the California Correctional Peace Officers Association (CCPOA), all dedicated correc-
tional officers and parole agents in the state of California, to highlight an issue of
grave importance to our members and law enforcement in general.

It has come to our attention that parolees and individuals that have served time
in prison for felony convictions have been and are able to work at Internal Revenue
Service (IRS) field offices and access sensitive tax information. The fact that con-
victed felons and parolees have access, whether authorized or not, to the addresses
and social security numbers of officers and their families, as well as information on
personal assets and income, pose a serious security threat. With such information,
a revenge-seeking criminal (Particularly a member of a prison gang) could cause se-
rious harm to an officer and his or her family.

We are aware that current federal law and legislation moving in Congress would
make it illegal and impose criminal penalties for any IRS employee to access infor-
mation on computers, tax forms, and any paperwork without specific authorization
to do so. We support this legislation. However, we believe more needs to be done
to protect officers and their families.

One problem with this law is that there is no way to prevent an individual from
accessing unauthorized information. Based on discussions with the Fresno IRS Serv-
ice Center, Internal Security at IRS needs specific information, such as the name
of the employee and his or her social security number, in order to investigate any
alleged misconduct on the part of an IRS employee. In other words, if an IRS em-
ployee was accessing information and was unauthorized to do so, an officer would
have to know that this was occurring, who was doing it, and report it to IRS Inter-
nal Security before an investigation would occur. It would be impossible for an offi-
cer to prevent such misconduct from occurring in the first place. Indeed, an officer
could only react to such misconduct if an IRS employee either informed the officer
that he or she had accessed information or actually used such information against
the officer.

The second problem is that IRS employees are oftentimes working before a FBI
fingerprint clearance has been completed. After an employee is hired by the IRS,
he or she must fill out a background check, which could take months to complete.
If an individual has lied on the background form, hopefully IRS would eventually
terminate the employee. During the interim however, the IRS employee could work
for months and have inappropriate and potentially damaging access to our peace of-
ficers’ personal information.

To provide you with one example, Inmate Ramirez (W-31599, A3-135L) served
time in state prison and was released on parole. Within one year, Inmate Ramirez
violated her parole and was returned to prison. At that time, she informed a correc-
tional officer that she worked for the Internal Revenue Service while on parole. Ac-
cording to the parole offices in Fresno County, parolees would not be allowed to
work at the IRS. However, inmate Ramirez did not tell her parole agent that she
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was working for the IRS and her file indicates that she was unemployed during her
parole period. Inmate Ramirez was able to tell a correctional officer detailed infor-
mation on the income and assets of several officers at four facilities in Central Cali-
fornia, information that was clearly accessed at the IRS Fresno Service Center.

Given the sensitive information IRS employees have access to and the safety is-
sues facing law enforcement personnel and their families, we believe current federal
law needs to be strengthened. We respectfully request you to introduce legislation
that would prohibit any individual who has been incarcerated for a felony conviction
within the past ten years to be denied employment by the IRS. Further, we believe
such legislation should include a provision mandating that an employee not begin
employment at the IRS until the FBI fingerprint clearance and the background
check has been completed.

We thank you for your consideration of this important matter.

Sincerely,
JEFF THOMPSON.

LETTER FROM ROBERT M. ToBIAS, NATIONAL PRESIDENT, NATIONAL TREASURY
EmMPLOYEES UNION

WASHINGTON, DC, May 5, 1997.

Hon. BEN NIGHTHORSE CAMPBELL,
Subcommittee on Treasury, Postal Service and General Government, Committee on
Appropriations, U.S. Senate, Washington, DC.

DeEArR MR. CHAIRMAN: Pursuant to your request of April 22, 1997, requesting writ-
ten responses to hearing questions from the National Treasury Employees Union
(NTEU), I hereby submit our responses to your questions.

Sincerely,
ROBERT M. ToOBIAS.

Attachment.

QUESTIONS SUBMITTED BY SENATOR CAMPBELL
TAXPAYER FILE BROWSING

Question. In your testimony submitted for the Record, you mention the “budget
cuts and policy,” “Congressional flip-flops * * * of the Earned Income Tax Credit,”
“downsizing,” “furloughs” and “contracting out” all have a negative impact and are
part of the IRS culture. Please explain how these examples could in any way lead
employees to believe that there is really nothing wrong with browsing taxpayer files.

Answer. My statements do not in any way suggest that poor morale should excuse
any unauthorized actions. My comments were meant only to suggest that poor em-
ployee morale and employee frustration over constantly changing priorities may con-
tribute to confusion as to how seriously something like the “zero tolerance” policy
is to be taken. | agree that browsing is a very serious issue and will continue to
make that clear to members of my union.

Question. Given NTEU's opposition to downsizing and Reductions in Force at IRS,
based upon the argument that all employees are necessary to adequately process
taxpayer information, how would you suggest | explain to constituents that IRS em-
ployees have time to snoop in taxpayer files?

Answer. NTEU agrees with the IRS and GAO that browsers are doing something
wrong and should be punished. More than 99 percent of IRS workers work hard and
respect taxpayer privacy. My suggested constituent response would advise the con-
stituent that the IRS caught and disciplined the individuals who improperly
accessed these records. The IRS fired some employees and forced others to resign
or retire. | believe it is more important to emphasize that these cases do not reflect
the actions of the more than 102,000 honest, hard working IRS workers who dili-
gently respect the privacy of more than 250 million taxpayer returns and other
records the IRS processes each year.

I would also suggest that your response mention that some of these cases involve
improper access of taxpayer files by employees whom friends, neighbors or relatives
asked to check on the status of their refunds and other information. This conduct
does violate IRS policy and should not be tolerated, but should not be viewed as
“snooping” into private tax records.

Question. During fiscal year 1997's Treasury Appropriation bill one of the biggest
complaints registered about outsourcing debt collection to the private sector was
that the security of the taxpayer files would be potentially at risk. In light of the
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recent GAO report on IRS employees browsing, please respond for the record how
you would characterize the outsourcing of debt collection vis-a-vis recent GAO rev-
elations.

Answer. Besides the far greater risk of unauthorized disclosure of taxpayer data,
the outsourcing of tax debt collection could result in decreased taxpayer compliance
and higher costs.

First, effective use by the IRS of existing computer security technology could pre-
vent nearly all unauthorized access. Second, the GAO did not find any evidence
showing that the IRS employees who improperly accessed a taxpayer's tax filings
were motivated by financial considerations. Instead, the GAO report only states that
“unauthorized changes could be made to taxpayer data * * * for personal gain.”
Third, taxpayers' data has great economic value to many individuals and busi-
nesses. Just a few instances of fraudulent use of that information could undermine
our currently high rate of voluntary compliance. Fourth, voluntary compliance is the
key to cost-effective tax administration in a democratic government. Both the IRS
and NTEU believe that private debt collection would compromise voluntary compli-
ance due to the manner and means of collection. Lastly, the current outsourcing of
processing in the State of New York provides ample caution that private debt collec-
tion would probably not lower tax collection costs.

The State of New York paid all of its contractor’s capital startup costs, including
new computer hardware, and guaranteed the company an exorbitant 20 percent
profit. Despite the financial and technological edge, this contractor still processes far
fewer returns and refunds much slower than current IRS employees using very anti-
quated computer systems.

Question. Does your organization have a Code of Ethics?

Answer. Both the Department of the Treasury and the Internal Revenue Service
have strict Codes of Ethics. These Codes cover NTEU members. NTEU has no code
covering these federal employees.

Question. Since your members work for the Department of the Treasury, | would
say that many of them deal with sensitive information in some function of their job.
Does your Code of Ethics contain anything that deals with employee handling of
sensitive information?

Answer. Not Applicable. Please refer to the answer of the previous question.

Question. Although this issue could not be characterized as widespread, do you
feel there are any measures that Congress can take that would better protect those
employees who do not violate this law or its intent?

Answer. Again, NTEU supports improved technology that will provide more com-
puter security safeguards. Contrary to the assertions of Commissioner Richardson,
our members report that they believe they do not receive adequate training. NTEU
members also note that is sometimes difficult to balance demands for greater cus-
tomer service with other privacy priorities. In other circumstances, some IRS em-
ployees are responsible for creating taxpayer compliance analysis models that they
cannot develop without inspecting a wide range of tax records. Especially where the
IRS may impose a criminal sanction, very clear lines must be drawn to distinguish
authorized inspection from unauthorized inspection.

Question. Do you feel there is anything we can do better in order to prevent this
practice from recurring, with an eye on maintaining a balance between the things
the employees must endure and maintaining an adequate level of security and pro-
tection of files?

Answer. Please refer to the answer to the previous question.
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OPENING REMARKS

Senator CAMPBELL. The Subcommittee on Appropriations of
Treasury and General Government will come to order. | thank ev-
eryone for being here. | asked, with Senator Kohl’'s concurrence, for
a visual display to be set up this morning and, frankly, I have been
thinking about this some time. In the aftermath of Waco and a few
other tragic incidents, the accusations against Government agen-
cies kind of went up to an alltime high. And the very, very volatile
things that were said about some of our Federal agencies, how they
were insensitive, the Gestapo tactics, all the things that you and
I heard, really bothered me.

Part of the reason for wanting this display was to try to give a
positive illustration of the efforts that our agencies are doing in
fighting crime. 1 do not recognize some of those things, frankly, |
appreciate the guided tour.

Years ago, | was active, | was a deputy sheriff. The last time was
1968. Boy, things have come a long way. I know that some of these
technological advances are very, very expensive. | noticed with in-
terest that small box. | was told that there was only three of them
in the world. And that the cost is about $25,000 a copy. That is ex-
pensive equipment.

On the other hand, I firmly believe if you look at the alternative
of not investing in new technology for fighting crime that the cost
in terms of lost lives and lost property is going to be a heck of a
lot more than that.

(81)
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I just want to thank all of the agencies that set up those dis-
plays. I understand that you came in pretty early this morning to
do that and I thank you.

I hope everybody in the audience had an opportunity to see those
items on display. | think it is important to remember the people
that work in the agencies, we hear from the ones that are kind of
on the top echelon of the different agencies, but there are an awful
lot of people out there putting their lives on the line for us whether
they are Border Patrol or ATF or FBI or so on, and | just want to
reaffirm my support for all of those people within the agencies.

The purpose of this morning’s hearing is to discuss the budget
request of the various law enforcement agencies within the Depart-
ment of the Treasury. Most people are not aware that 40 percent
of all Federal law enforcement is part of the Treasury Department
and we are pleased to have those representatives with us this
morning.

Our first panel will include Under Secretary for Law Enforce-
ment, Raymond Kelly. He is the person responsible for law enforce-
ment at the Department level. He is also in a unique position to
see the big picture and accompanying him will be the heads of the
various agencies.

George Weise, Commissioner of Customs, is also with us today.
Customs has a very far-reaching mission. They administer and en-
force the 1930 Tariff Act and its 400 provisions and its 301 ports
of entry. They monitor all incoming and outgoing commercial traf-
fic, collect dues and taxes on trade, interdict smuggling and other
illegal entry practices, and they process about 450 million people
a year at our borders and annually collect about $23 billion in reve-
nue.

John Magaw, the Director of the Bureau of Alcohol, Tobacco and
Firearms, is also here with us today. He has also had many diverse
responsibilities for enforcing Federal firearms, explosive, and arson
laws, to regulating wine, beer, and distilled spirits. His agency also
collects about $13 billion a year from taxes on alcohol and tobacco
and fees on firearms and explosives. The ATF is the premier agen-
cy in detection and investigation of explosives. And those who have
not seen it, you might look at some of the ingenious bombs that
have been built that are on display back in the back, no doubt dis-
armed, but they give a pretty graphic illustration about how cre-
ative people can be when they are intent on hurting their fellow
human beings.

Charles Rinkevich, Director of the Federal Law Enforcement
Training Center, is also here. Mr. Rinkevich is based in Glynco,
GA. He also has the responsibility for the Artesia, NM, campus.
This agency provides a comprehensive consistent basic training for
Federal law enforcement personnel and advanced training at the
request of some other agencies. There are now 70 agencies which
send employees to be trained at this unit. This consolidation of
training saves the Federal Government approximately $135 million
a year.

Stanley Morris, the Director of the Financial Crimes Enforce-
ment Network. FinCEN is responsible for establishing, overseeing,
and implementing the Treasury’'s policies to prevent and detect
money laundering. It is the central source for identification, colla-
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tion, and analysis of intelligence in support of law enforcement op-
erations combating money laundering.

Eljay Bowron, the Director of the U.S. Secret Service, is also
here. While most people associate the Secret Service with protect-
ing the President and the Vice President, in reality they have an
extremely wide range of responsibilities. They investigate financial
crimes such as counterfeiting, forgery on Government checks, theft
and fraud associated with Treasury, electronics transfers, and com-
puter and telemarketing fraud.

They are also responsible for protecting the White House, the
Vice President’s residence, foreign diplomatic missions, and the
Treasury Buildings.

Our second panel will be Inspector General of the Treasury De-
partment, Valerie Lau. Some of you will recognize Ms. Lau. She
testified in committee, last week and we are glad to have her here
again.

And with that, Senator Kohl, if you have an opening statement,
we would be delighted to hear that.

STATEMENT OF SENATOR KOHL

Senator KoHL. | do, Senator Campbell, and | will submit it for
the record.

I would simply like to offer just a few thoughts.

We, here, are very much indebted to those agencies who are com-
ing before us today to review their budget and to make their re-
quests and, of course, as you know, we will look at them very care-
fully to try and be as critical as we can, and as constructive as we
can in helping you to fund your agencies.

But it should be recognized that this is, in a real sense, the good
guys against the bad guys and what you all represent are the good
guys. And we are fighting the bad guys throughout this country
and throughout the world. | think in that effort you do, for the
most part, a really heroic job in fighting, in many cases, insur-
mountable odds. The money that is available out there in illegal
traffic is enormous and as long as that kind of profit is available
to illegal people doing illegal things then our job will be very dif-
ficult in combating them. But as technology improves, your efforts
improve, the kind of support that we give each other, hopefully,
will continue to improve. And we will win that war; for the most
part we will win that war by working together.

I think your agencies represent a commentary on how important
Federal agencies can be, particularly law enforcement agencies,
how important they are to our country. And while people are often-
times cynical about Government and about what Government can
and cannot do, | think there is no question that with respect to the
kinds of efforts that you expend, your efforts are enormously impor-
tant to our country and to our country’s future.

So, | start out with that kind of confidence in you and that kind
of support for your work and | hope that working together with you
all, Senator Campbell, myself, other members of our committee, we
can be and will be very constructive as we set upon deciding your
budgets for the year ahead and | am delighted to be in your pres-
ence.
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PREPARED STATEMENT

Senator CampBELL. Thank you, Senator Kohl. Your complete
statement will be made part of the record.
[The statement follows:]

PREPARED STATEMENT OF SENATOR KOHL

Thank you Senator Campbell. We should also thank the agency’s representatives
for attending this very important hearing concerning the Treasury Department's
law enforcement efforts.

Mr. Chairman, over the last twenty or so years we've engaged in an ongoing de-
bate in Washington over the role of government. And, while people can argue over
education and social programs, and whether government should be involved in any
or all of these things—on the fundamental question of protecting our citizens, there
can be no debate. The federal government has an important role to play in protect-
ing the public, and the agencies assembled here today are critical to the success of
that effort.

We are interested in reviewing all of the law enforcement programs that these
agencies oversee, but let me highlight a few for special mention. First, crime preven-
tion must be part of our strategy. While we must continue to fund prisons and po-
lice, investments in young people—before they encounter the law—have proven ben-
efits.

While crime in many areas of the country has abated, juvenile crime continues
to be a major problem. For example, since 1970, the number of juvenile homicides
involving a firearm have increased by 300 percent. And over the next 10 years the
juvenile population is expected to explode to numbers as large as during the Baby
Boom period. So how can we address the juvenile crime problem?

The Bureau of Alcohol, Tobacco, and Firearms has operated two programs which
deserve special attention, programs which | plan to explore later today with our wit-
nesses. The Gang Resistance Education and Training program, known as GREAT,
was created by ATF to help young people fight the pressure to join gangs by bring-
ing a specialized anti-gang message directly to classrooms. Preliminary results of a
national GREAT evaluation by the University of Nebraska are positive. We must,
of course, make sure that we are spending money wisely, and | have introduced leg-
islation to require evaluation for all federal prevention programs. But this is a
promising program that deserves our attention. That is why | visited two GREAT
program classes—one in Superior and another in LaCrosse, Wisconsin—and heard
directly from community leaders, police and young people, about the positive mes-
sage of GREAT.

Wisconsin has also recently benefited from another ATF program, the Youth
Crime Gun Interdiction Initiative. This cooperative federal-local effort goes after il-
legal gun dealers by using the extensive ATF capabilities to trace guns used in
crimes. By shutting down these gun traffickers, we can take hundreds, if not thou-
sands of guns off the streets. Last summer Milwaukee was named one of 17 pilot
cities to test this program first used with great success in Boston. And just last
week our local police made their first arrest as a result of the joint Milwaukee-ATF
program. The suspect was arrested for selling at least 28 guns to precisely the peo-
ple we all agree should not own them—convicted felons and kids under 18. This pro-
gram has already made a difference in my home city, and | thank you for your ef-
forts.

I hope to use these hearings to learn more about these prevention programs and
discuss how we can build and improve upon the successes we've already seen.

With regard to protecting our young people, it is important to credit this Adminis-
tration with requiring that all federal law enforcement personnel use child safety
locks on their handguns. As the sponsor of legislation to require that all handguns
should be sold with these safety devices, | think it's just common sense to keep a
firearm locked, stored, and safe. Hopefully, all families can have the same protection
from accidental injury and death that federal law enforcement agents now enjoy.

Finally, we are at a difficult time for federal law enforcement agencies and, as
a co-chairman of the Ruby Ridge hearing | pursued some of these problems in some
detail. So we must all work hard to maintain the faith of the American people in
federal law enforcement.

But we must also keep our perspective. Your people are on the front lines and
many have to go to work every day knowing that they may be in some kind of dan-
gerous situation. Bashing federal authorities will not reform agencies or build a
stronger trust with the public. Only through constructive dialogue, in a bipartisan
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fashion, can we continue to build and maintain the type of law enforcement struc-
ture that will protect every American and preserve their confidence.

INTRODUCTION OF WITNESS

Senator CampPBELL. We will just start in order of the people as
they are printed on the panel sheet here.

So, if Ray Kelly, the Under Secretary of the Treasury for En-
forcement for the U.S. Department of Treasury could start out, we
would appreciate it.

STATEMENT OF RAYMOND W. KELLY

Mr. KeLLy. Thank you very much, Mr. Chairman.

Senator CampBELL. If you have extensive information you would
like to turn in, without objection, it will all be included in the
record. If you want to abbreviate your comments, feel free to do so.

Mr. KELLY. Yes, sir.

I have submitted my remarks for the record. | will keep to the
direction that we have that our initial remarks will be no more
than 2 minutes.

Mr. Chairman, Senator Kohl, I have spent virtually my entire
adult life in law enforcement. And | have never encountered better
men and women than those who serve in the enforcement bureaus
of the Treasury Department. They are dedicated and resourceful
professionals. They are well-led by the executives here today and
well-trained at our Federal Law Enforcement Training Center.

There are scores of examples of enforcement activities in each
bureau that deserve attention. The bureau directors will go into
greater detail than I will now. I will only cite a few in the interest
of time.

ATF is revolutionizing the way American law enforcement solves
violent crimes through its gun-tracing programs. The police once
considered a case virtually closed when they apprehended the
shooter and retrieved his gun. Thanks to ATF, we are now going
after the gun traffickers and straw purchasers who put guns into
the hands of killers.

The Customs Service continues to interrupt the flow of illegal
narcotics into the United States with significant successes in Oper-
ations Gateway and Hardline. Customs agents are also seizing
record amounts of cash that the cartels are trying to smuggle out
of the United States in bulk, as Treasury enforcement disrupts
money laundering through banks and nonbanking systems.

The Financial Crimes Enforcement Network has helped lead this
effort, supported by the Criminal Investigation Division of IRS, and
others. The Secret Service, in addition to its important protective
missions, is meeting new challenges in combating counterfeiting
presented by computer, printing in color, copier technology.

As it has done in combating credit card fraud, the Service en-
courages the business community to work jointly with it to fight fi-
nancial crimes in general.

In fighting narcotics and gun trafficking, arson and explosives,
money laundering, and other financial crimes, Treasury enforce-
ment is playing to its traditional strengths. With the Committee’s
support and advice, we intend to further develop our expertise,
sharpen our effectiveness, and stay forward-looking. Thank you.
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PREPARED STATEMENT

Senator CAMPBELL. Thank you, Mr. Kelly. We have your com-
plete statement and it will be made part of the record.
[The statement follows:]

PREPARED STATEMENT OF RAYMOND W. KELLY

Mr. Chairman, Senator Kohl, and Members of the Committee, it is a pleasure for
me to be here before you today to highlight the fiscal year 1998 budget request for
Treasury's law enforcement bureaus and offices (with the exception of the Internal
Revenue Service, Criminal Investigation Division (IRS-CID)). With me today are
George J. Weise, Commissioner of the U.S. Customs Service; John Magaw, Director
of the Bureau of Alcohol, Tobacco and Firearms; Eljay Bowron, Director of the U.S.
Secret Service; Charles Rinkevich, Director of the Federal Law Enforcement Train-
ing Center (FLETC); and Stanley Morris, Director of the Financial Crimes Enforce-
ment Network (FinCEN), and members of their staffs.

The Treasury Department represents approximately 40 percent of the total law
enforcement officers of the Federal Government. Each year, Treasury’'s mission
grows in complexity, scope and importance. Treasury Enforcement plays a critical
role in serving the nation’s law enforcement priorities. Treasury agencies protect our
leaders and safeguard our financial institutions from money launderers and fraud.
Treasury agents and inspectors protect our borders from drug traffickers and every
day our agents fight to protect our streets from the threat of bombs, arson and gun
violence.

In my testimony today, | wish to highlight aspects of our work and how that work
would be supported by the fiscal year 1998 budget request.

U.S. CUSTOMS SERVICE

The Customs Service plays the leading role for the Treasury Department and the
United States in interdicting drugs and other contraband at the border, and ensur-
ing that all goods and persons entering and exiting the United States do so in com-
pliance with all our laws and regulations. Most of the narcotics seized in the United
States each year are seized by the Customs Service.

Customs’ responsibility is tremendous. To put the drug interdiction challenge
faced by Customs into perspective: Last year, Customs processed over 457 million
people, 126 million vehicles and nearly $800 billion of trade. It performed the initial
checks, processes, and enforcement functions for over 40 federal agencies and ap-
plied hundreds of laws and regulations. It performed these tasks by covering over
7,000 miles of land border and servicing over 300 ports of entry. While doing so,
it collected approximately $22 billion in revenue for the United States in the form
of duties, taxes, and fees.

Customs constantly strives to improve its ability to stem the flow of drugs while
dealing with the increasing volumes of cargo and passengers into and out of the
United States. Indeed, the number one operational priority for the Customs Service
is preventing the smuggling of narcotics into the United States. It pursues this mis-
sion through interdiction, intelligence and investigation capabilities that disrupt and
dismantle smuggling organizations. Major initiatives, such as Operation Hardline at
the Southwest border and Operation Gateway in the Caribbean, have been ex-
tremely effective in denying smugglers access to the United States.

However, as you are aware, the job is not finished; although Customs seizes more
illegal narcotics than all other agencies combined, illegal narcotics and other contra-
band continue to find their way into the United States. Customs will continue to
develop the capabilities to meet the ongoing smuggling threats, on our southwest
land borders, in the Caribbean, and at all borders and ports of entry across the
country. Customs actively participates in inter-agency criminal investigations, and
it will continue to strengthen its partnerships with the private sector, cooperative
foreign governments and other federal agencies in order to continue its active role
in the efforts against narcotics smuggling.

Customs’ budget proposal reflects increases for Operation Hardline, Operation
Gateway, updated technology and the rebuilding of infrastructure. The $23.4 million
requested for Operations Hardline and Gateway, along with the funding request for
infrastructure and equipment needs, will permit Customs to continue its fight to
prevent illegal drugs from being brought into the United States.
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SECRET SERVICE

The Secret Service is the nation’s lead agency in investigating counterfeiting, for-
gery, and access device fraud. As the nation’s counterfeiting expert, the Secret Serv-
ice has investigated fictitious financial instruments, counterfeit currency and credit
card schemes both domestically and internationally. United States currency is coun-
terfeited around the globe. Indeed, approximately 70 percent of all counterfeit cur-
rency detected domestically is of foreign origin. Therefore, it is only prudent that
the Secret Service devotes a large portion of its investigative resources to battling
international counterfeiting issues.

The Secret Service has learned through experience that the best method to man-
age this problem is to address counterfeit issues at their source, with the permanent
stationing of Secret Service agents in foreign posts. In addition, the Secret Service
leverages its resources by enlisting international law enforcement agencies to iden-
tify counterfeit currency and suppress counterfeiting plates. These efforts, primarily
carried out through counterfeit detection seminars, have promoted a cooperative
ir]ttlarn_ational law enforcement effort to detect, suppress and prosecute counterfeit
violations

Moreover, to prevent financial fraud schemes, the Secret Service has developed
and implemented longstanding and effective partnerships with private industry to
better understand various financial systems and combat significant losses. Assisting
the industry and their financial systems with “systemic fixes,” aggressive analysis,
and proactive security enhancement measures has increased the overall security of
these financial systems. Proactive joint initiatives with the industry, such as public
awareness campaigns, media programs, speeches, seminars, and security training,
are having a positive impact. These partnerships have reduced the ability of crimi-
nal organizations to target financial institutions.

As you know, the Secret Service also has the critical responsibility of protecting
the President, Vice President, and other specially designated protectees. Its protec-
tive duties recently included the 50th Anniversary of the United Nations, the Olym-
pics in Atlanta, and the presidential election campaign. Included in the Secret Serv-
ice’s fiscal year 1998 budget is a request for $28.8 million to implement security
changes at the White House which are being made in accordance with recommenda-
tions made in the White House Security Review. This funding, along with the addi-
tional funding provided this fiscal year, will enable the Secret Service to implement
all of the Review's recommendations. The funding provides for staffing to cover an
enlarged security perimeter, as well as for the construction of additional crash re-
sistant barriers and guard booths needed to define this perimeter.

ATF

ATF is responsible for investigating some of the most destructive, dangerous, and
controversial crimes in the United States—bombings of abortion clinics, arson of
churches, firearms trafficking, and firearms and explosives violations. In an effort
to reduce violent crime, ATF focuses its investigative efforts on armed violent crimi-
nals, career criminals, armed narcotics traffickers, violent gangs, and domestic and
international arms traffickers. It strives to deny criminals access to firearms, safe-
guard the public from bombings and arson, and imprison violent criminals.

ATF has developed and implemented a number of innovative programs to achieve
these goals. ATF's Project LEAD, introduced in 1996, uses information obtained
from tracing crime guns to identify and prosecute illegal firearms traffickers. Pre-
viously, a gun would be recovered in connection with a crime and, except for the
investigation of the underlying crime, it would not be analyzed or traced further by
law enforcement authorities. ATF has stepped up its efforts with other law enforce-
ment agencies to learn more about crime guns. Using advanced computer software,
ATF analyses information obtained during the tracing of crime guns to determine
patterns of multiple purchases by one individual or from one store. When ATF un-
covers a situation where multiple guns used in crimes all emanated from one source,
they are able to investigate and prosecute, thereby eliminating a source of illegal
guns. For example, when a New York City police officer was recently Killed, four
handguns were recovered at the scene. Tracing these handguns through Project
LEAD has resulted in several investigations of sizable drug and gun trafficking
rings across the country.

To further reduce the trafficking of firearms to juveniles, last summer ATF initi-
ated the Youth Crime Gun Interdiction Initiative (YCGII) in 17 pilot cities through-
out the country. The YCGII will help identify the sources of firearms being supplied
to juveniles and to prosecute the traffickers responsible for providing these guns.

In response to the growing need for Federal assistance in communities experienc-
ing serious gang and drug-related shooting incidents, ATF initiated a comprehensive
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enforcement approach entitled CEASEFIRE. The CEASEFIRE Program combines
ATF's gun tracing, gun trafficking, and violent offender initiatives with the latest
forensic technology. The Integrated Ballistic ldentification System (IBIS) is the
heart of the CEASEFIRE Program. IBIS is a computer imaging identification sys-
tem capable of matching cartridges or bullets from multiple shooting incidents. It
also allows investigators to link shootings that occur locally to shootings involving
the same weapon in another city. Given the number of shooting incidents that occur
in the United States each year, a firearms examiners unassisted by technology
working to connect related shooting incidents is in effect trying to find the prover-
bial needle in the haystack. Now, with IBIS, what used to take weeks and some-
times months, if it could be done at all, now can be done in seconds. The IBIS tech-
nology has already yielded significant results in violence-plagued communities
across the country, and will continue to contribute significantly to the identification
of homicide and shooting suspects and the linking of related gang shootings. For ex-
ample, when a gang-related shooting occurred in Atlanta, GA, in September 1996,
no suspect was identified and no one was arrested. However .40 caliber shell casings
were recovered at the scene and were entered into IBIS. Two weeks later, an indi-
vidual was arrested on unrelated narcotics charges. The gun found in his possession
was test fired, entered into IBIS, and found to match the gun used in the earlier
attempted murder. But for the use of IBIS, these two seemingly unrelated cases
would likely never have been linked. Based on the results achieved with IBIS to
date, we estimate that 1 firearms examiner equipped with IBIS can do the work
of 550 firearms examiners without IBIS. This results in substantial cost savings,
greater efficiency and more crimes solved.

ATF is also renowned for its expertise in the areas of arson and explosives.
Through its certified fire investigators, National and International Response Teams,
accelerant and explosives detection canine program, its accredited laboratory, its
forthcoming arson and explosives repository, and numerous other programs, ATF
maintains its role as the leader and innovator in these areas. Its expert work on
the National Church Arson Task Force has helped produce a 33 percent clearance
rate for the arsons under investigation, a rate that is more than twice the average
rate for arson crimes in general. ATF assists State and local authorities with arson
investigations falling under Federal jurisdiction and having a significant impact on
their community, particularly when the nature or extent of the problem extends be-
yond the available resources or expertise of the locale involved. ATF also provides
training to other Federal, State, and local enforcement agencies in the detection and
investigation of arson, particularly arson-for-profit, and post-blast bombing inves-
tigation.

In addition to all of its investigative efforts, ATF is working to prevent violent
crime and drug use through its Gang Resistance Education and Training
(G.R.E.AT.) project. G.R.E.A.T. is a program by which uniformed law enforcement
officers help elementary and middle school children reject gangs and the drugs they
peddle. ATF administers the program in partnership with the Phoenix Police De-
partment, the National Sheriffs’ Association, the International Association of Chiefs
of Police, and the Federal Law Enforcement Training Center (FLETC), and provides
the training to law enforcement officers to become certified G.R.E.A.T. instructors.
Currently, over 800 different localities are teaching the G.R.E.A.T. curriculum in
classrooms around the country.

To continue its vital work combating firearms violations, arson, explosives and
violent crime, ATF's budget request for fiscal year 1998 represents a modest 3 per-
cent increase over its fiscal year 1997 base funding.

FLETC

One of the reasons that Treasury law enforcement is so successful is the quality
of training that its agents and inspectors receive at the Federal Law Enforcement
Training Center (FLETC). Since its establishment by a memorandum of understand-
ing in 1970, FLETC has built a reputation for providing high quality, cost effective
law enforcement training. As you know, there are many advantages to consolidated
training for Federal law enforcement personnel, not the least of which is an enor-
mous cost savings to the Government. 70 agencies in 200 different training pro-
grams now train at the Center. Additionally, FLETC has been involved in providing
law enforcement training overseas for over 20 years and has trained more than
5,000 foreign law enforcement officials from more than 102 different countries. We
expect this growth to continue as more agencies recognize the many benefits of con-
solidated training.

Let me just mention a few of the many valuable training programs provided by
FLETC: One of FLETC's particularly valuable tools is its Financial Fraud Institute
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(FF1). The FFI provides the skills that criminal investigators need to combat the
ever increasing sophistication of money laundering, financial crime, and computer
crime.

FLETC is increasingly utilizing computers to provide instruction, thereby both
providing state of the art training and maximizing the use of its facilities. It is also
working with the U.S. Army Simulation Training and Instrumentation Command
(STRICOM) to develop a joint technology transfer proposal, the centerpiece of which
will be the FLETC’s prototype multimedia computer based training module. This
module will help prepare law enforcement officers to make split-second decisions in
life or death situations. The expanded use of this computer based instruction will
permit delivery of consistent and accurate information and training, as well as
measurement and documentation of student performance.

The FLETC'’s budget request for fiscal year 1998 is $100,832,000. This represents
a 30 percent increase (of which 25 percent relates to master plan construction
projects) over fiscal year 1997 that results from the tremendous growth in FLETC's
workload. Among the chief factors that have contributed to this unprecedented in-
crease in workload is the recent Congressional and Administrative initiative to con-
trol immigration along our borders, the addition of new Federal prisons, and en-
hancements to security now being required at Federal buildings around the country.
Since early 1996, FLETC has been operating at full capacity and we expect that this
workload will continue through fiscal year 1999. To accommodate this increasing de-
mand, FLETC has been utilizing temporary buildings and contracted or licensed fa-
cilities. In addition, some Border Patrol training is occurring at a temporary facility
in Charleston, S.C.

To permit FLETC to train the law enforcement agents in the skills needed for the
future, it has been implementing its master plan for facilities. This plan was first
introduced in 1989 and when fully implemented will permit FLETC to achieve its
goal of further developing, operating, and maintaining state-of-the-art facilities and
systems responsive to interagency training needs. Indeed, a major portion of
FLETC's fiscal year 1998 request—$18.6 million—is the continued implementation
of the facilities master plan for new construction at FLETC's two centers in Glynco
and Artesia. As FLETC's capacity increases, the need for a temporary site at
Charleston, SC, now being used for overflow US Border Patrol training, can be
phased out as soon as possible.

FINCEN

While Customs, Secret Service and IRS-CID are the financial crime investigators,
FinCEN serves as Treasury's principal support arm for such investigative efforts.
As its name states, FINCEN is a network, a link between the law enforcement, fi-
nancial, and regulatory communities. It brings together government agencies and
the private sector, in this country and around the world, to identify ways to prevent
and detect financial crime, particularly money laundering.

In the complex world of money laundering, innovation is the key to keeping
money launderers in check. This innovative approach was recently demonstrated by
Treasury and FIinCEN with the use of a Geographic Targeting Order—or GTO—in
the New York City area. This order, which supports an anti-money laundering oper-
ation of the U.S. Customs Service, IRS, New York City Police and others, has
caused a dramatic reduction in the amount of illicit funds moving through New
York money transmitters by requiring 22 licensed transmitters of funds to report
information about the senders and recipients of all cash purchased transmissions to
Colombia of $750 or more.

As a result of the GTO, the targeted money transmitters’ overall business volume
to Colombia has dropped by approximately 30 percent. With this mode of moving
money to Colombia restricted, the criminals have had to find other means of moving
their money, including bulk smuggling. As a result, their transfers have become
easier for law enforcement to detect and seize. Indeed, since the GTO went into ef-
fect in August 1996, Customs and the other participating law enforcement agencies
have seized over $50 million, which is approximately four times higher than the
amount seized during comparable periods In previous years.

FinCEN's fiscal year 1998 budget request of 181 FTE's and $23,006,000 will sup-
port the GTO and other innovative techniques to combat money laundering and fi-
nancial crimes, using both regulatory and enforcement tools. In addition, under
FIinCEN's appropriation, we are proposing that two one-time initiatives be funded
from the Violent Crime Reduction Trust Fund: $1 million dollars for a Secure Com-
munications Outreach Program and $2 million dollars and four FTE in support of
the President’s efforts to encourage money laundering countries to institute inter-
nationally accepted anti-money laundering standards.
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IRS-CID

Although IRS-CID is not a part of this appropriations hearing, | want to say a
few words about their important contribution to Treasury's law enforcement efforts.
Fighting financial crime Is a job well suited for the special agents of the IRS-CID.
They are known for their ability to “follow the money trail” and stop the criminal
when no one else can. IRS-CID agents are financial experts in combating money
laundering and tax evasion. Their expertise is sought in investigations of all types
of financial crimes, including health care fraud, pension fraud, insurance fraud,
bankruptcy fraud, telemarketing fraud, gaming, narcotics, and public corruption.

Today, IRS-CID is combating the increased use of computers for committing finan-
cial crimes with its latest weapon * * * a new type of special agent known as the
Computer Investigative Specialist (CIS). Through IRS-CID’s national Computer In-
vestigative Specialist Program, the CIS continuously receives training in cutting
edge investigation automation and evidence seizure and data recovery methods.
Combining its unique financial expertise with advanced computer skills permits
IRS-CID to optimize its ability to investigate and solve computer based and com-
puter related financial crimes.

CONCLUSION

In summary, the Treasury Department is proud of the contributions that its law
enforcement bureaus have made and continue to make to this nation. Treasury law
enforcement will continue to make us proud as it enters into the 21st century by
contributing to the goals of establishing leadership in the global economy, expanding
trade, protecting our borders, fighting crime, and preserving the health and safety
of the American people. This budget request would enable Treasury’'s law enforce-
ment bureaus to meet the current challenges and to begin preparations for the chal-
lenges of the 21st century. | am confident you will find this to be a responsible
budget, as it considers the growing demands of the law enforcement in a constrained
budget environment.

With your permission Mr. Chairman, | would like to ask the Directors of the
Treasury law enforcement bureaus to describe in more detail those strategies and
goals we see as playing a key role in the coming fiscal year, as well as our recent
accomplishments. After which we would be pleased to answer any questions you or
members of this Committee may have.

Thank You.



BUREAU OF ALCOHOL, TOBACCO AND FIREARMS

STATEMENT OF JOHN MAGAW, DIRECTOR

Senator CampBeLL. What we will do with Senator Kohl's concur-
rence is go through the whole panel before we proceed with ques-
tions.

So, John Magaw, Director of the Bureau of Alcohol, Tobacco and
Firearms [ATF], could proceed.

Mr. MaGgaw. Thank you, Mr. Chairman, Senator Kohl.

My written statement contains the complete description of our
budget and, so, I will just go very briefly through the statement.

With me here today is our executive staff, whom I am very proud
of. | believe that it is important that this executive staff is here,
in this audience, to hear what you say, see what your concerns and
suggestions are so that as we move forward, as a bureau, we can
do what Congress wants us to do.

The Secretary of the Treasury is charged by Congress with a
unique set of regulatory and criminal enforcement responsibilities
involving all controversial products—alcohol, tobacco, firearms, and
explosives.

These ATF-regulated products all have legitimate applications
but also share serious social consequences if misused. Congress has
chosen to address these products through a full array of Federal
powers. ATF is a law enforcement agency with interwoven respon-
sibilities for criminal investigation, tax collection, and industry reg-
ulation. ATF's fiscal year 1998 budget request flows from our key
strategies developed to best fulfill our mission: That is to reduce
violent crime, collect the revenue, and protect the public.

For example, in the area of violent crime one of our highest pri-
orities is to respond to the American tragedy of youth violence by
using the tools unique to ATF to make a difference through preven-
tion and enforcement. We have exposed close to 1 million children
to gang-resistance education and training programs. Through the
youth gun interdiction initiative we are partnering with major
cities to identify the adult sources of guns and crime guns going to
juveniles.

In compliance with the Government Performance and Results
Act, we have developed a performance plan and set a program for
performance targets for each of our major activities. Our budget re-
quest is approximately $602 million. Once our headquarters and
laboratory relocation funding is subtracted, our request represents
less than a 3-percent increase over our 1997 budget.

The most important message | bring to you today is that you are
overseeing a revitalized ATF, made stronger by the accountability
demanded by the men and women of ATF, the Secretary and
Under Secretary of the Treasury and, as important as any, the
close oversight of this subcommittee. None of our recent successes,
and there have been many, would have been possible without the

(o1)
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funding that you have provided for vital training and much needed
operational equipment. This Director and the women and men of
ATF thank you. That concludes my statement.

PREPARED STATEMENT

Senator CamMpPBELL. Thank you, Mr. Magaw. Your complete state-
ment will be made part of the record.
[The statement follows:]

PREPARED STATEMENT OF JOHN W. MAGAW

Thank you Mr. Chairman, Senator Nighthorse-Campbell, and members of the
Subcommittee. | welcome this opportunity to appear before this committee and fur-
ther acquaint you with ATF and the unique value we bring to the American public.
| am here today to support the Bureau's fiscal year 1998 budget request of
$602,354,000 and 3,991 full-time equivalent positions (FTE's). When compared to
fiscal year 1997, this request represents an increase of $89,203,000 and 73 FTE's.
This increase consists primarily of $48,044,000 for the relocation of our laboratory
and $26,312,000 for the relocation of Bureau headquarters. Minus these increases,
our request represents less than a 3 percent increase over fiscal year 1997 base
funding. In addition, while I am here today, | would like to discuss our ongoing
Church Arson and Counter-terrorism activities.

With me today are my executive staff members. If | may, | would like to introduce
one new executive appointment. Mr. William Earle is our new Assistant Director for
Management and Chief Financial Officer. He replaces Mr. Richard Watkins, who
has recently retired. Since this new member has not appeared before your commit-
tee, | am submitting his biographical sketch for the record at this time. Executive
staff members who have appeared with me before are Mr. Bradley Buckles, Deputy
Director; Mr. Andrew Vita, Associate Director for Enforcement; Mr. Patrick Hynes,
Assistant Director for Liaison and Public Information; Mr. Stephen McHale, Chief
Counsel; Mr. Arthur Libertucci, Assistant Director for Science and Information
Technology; Ms. Gale Rossides, Assistant Director for Training and Professional De-
velopment; and Ms. Marjorie Kornegay, Executive Assistant for Equal Opportunity.

PROGRESS IN STRATEGIC PLANNING

As many of you are aware, starting in 1997, the Government Performance and
Results Act, commonly referred to as “GPRA” requires us to: publish strategic plans
covering at least 5 years, publish annual performance plans which include measur-
able goals, and report on actual performance.

This law is intended to fundamentally change the Federal management and ac-
countability from a focus on inputs and processes to a greater emphasis on outcomes
and programmatic results. In essence, GPRA requires that we tell you what each
of our programs is intended to do in the long term, specifically what we intend to
achieve each year, and finally, what we did achieve.

ATF began its initial strategic plan in April 1994 which consists of the following
key strategies/activities:

—To effectively contribute to a safer America through an integrated violence im-

pact initiative.

—To maximize ATF's effect on crime and violence through the collection, analysis,

and exchange of information and strategic intelligence.

—To maximize the advantages of technology for ATF and the public.

—To establish cooperative working relationships with industries and concerned

groups through a formal ATF program.

With our fiscal year 1998 budget, we are including a performance plan and a set
of program performance targets for each of our three major activities. We are mak-
ing progress in developing meaningful, quantifiable measures for our programs. We
will continue to look for improvements, and we welcome Congress’ feedback on the
measures we have submitted.

As an outcome of ATF's current strategic plan, the activity structure in the fiscal
year 1998 budget has been realigned from Criminal and Regulatory Alcohol, To-
bacco, Firearms, and Explosives to our Reduce Violent Crime, Collect Revenue and
Protect the Public. ATF has also identified key outcome-oriented measures to gauge
the success of the goals for each activity. The new activity structure is:

Activity 1: Reduce Violent Crime.—Reduce the future number of violent crimes
and cost to the public through enforcing Federal firearms, explosives, and arson
laws in the future.
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Key Indicators: Crime-Related Costs Avoided; Future Crimes Avoided.

Activity 2: Collect Revenue.—Maintain an efficient and effective revenue manage-
ment and regulatory system that continues reducing payer burden and government
oversight, and effectively and fairly collects the revenue due under Federal laws ad-
ministered by ATF.

Key Indicators: Taxes/Fees collected from alcohol, tobacco, firearms, and explo-
sives industries; Alcohol and Tobacco Taxes Owed vs. Paid. (Tax Gap; Ratio of
Taxes/Fees Collected vs. Resources Expended; and Burden Reduced.

Activity 3: Protect the Public.—Complement enforcement with training and pre-
vention strategies through community, law enforcement, and industry partnerships
and reduce public safety risk and consumer deception on regulated commodities.

Key Indicators: Individuals Exposed to Community Outreach; Satisfaction level of
Public/Community and Industry Partnerships; Number of Unsafe Conditions Re-
ported and Corrected; and Numbers of Individuals Trained/Developed.

ATF is committed to defining its unique Federal role, setting strategic goals, long
term and annual targets, managing to achieve those targets, and reporting on its
performance annually. ATF will continue to work over this next year to make sure
that our measurements for success are carefully defined and tracked. Some are
more difficult than others, but ATF is committed to reporting to the Congress and
the American public on how well ATF is serving its taxpayers and achieving its
goals.

ATF'S UNIQUE PROGRAMS

ATF is a law enforcement organization with unique responsibilities dedicated to
reducing violent crime, collecting revenue, and protecting the public. The Bureau en-
forces the Federal laws and regulations relating to alcohol, tobacco, firearms, explo-
sives, and arson by working directly and in cooperation with others. ATF’s mission
is to: Suppress and prevent crime and violence through enforcement, regulation, and
community outreach; ensure fair and proper revenue collection; provide fair and ef-
fective industry regulation; support and assist Federal, State, local, and inter-
national law enforcement; and provide innovative training programs in support of
criminal and regulatory enforcement functions.

Year after year, ATF works to make America a safer place for all of us by fighting
violent crime. ATF's unique position of being vested with the enforcement and regu-
lation of the Federal firearms and explosives laws and the regulation of those indus-
tries puts it at the forefront of violent crime enforcement. At our disposal are valu-
able assets that assist us in carrying out investigations against those who violate
these statutes.

The statutes ATF enforces involve a blend of tax, regulatory, and criminal func-
tions that the Treasury Department is uniquely suited to handle. Treasury law en-
forcement functions have always involved criminal laws interwoven with revenue
laws and regulatory controls, whether in the enforcement of tax or trade law, cur-
rency protection, or firearms regulations. In the case of the firearms and explosives
industries, the criminal investigative responsibilities cannot effectively be separated
from the tax and regulatory responsibilities because they are so technically and
practically interwoven.

ATF achieves tax compliance by focusing inspections on production facilities offer-
ing the greatest risk to revenue based on the volume of operations, past history of
violations, poor internal controls, or questionable financial conditions. Teams of ATF
special agents and inspectors perform complex investigations of multi-state criminal
violations of the Federal Alcohol Administration Act and sections of the Internal
Revenue Code. In addition, there has been a marked increase in the area of diver-
sion internationally by organized criminal groups.

ATF inspectors maintain regulatory oversight of the legal explosives industry, in-
cluding 13,000 explosives licensees and permittees. ATF's jurisdiction and special-
ized expertise are unique and provide invaluable services to the public through en-
forcement, regulation, and cooperative industry partnerships. This is particularly
true in our efforts on firearms and explosives-related violence.

ATF provides resources to local communities to investigate explosives incidents
and arson. ATF has a wide range of resources available. For instance, our National
Response Teams (NRT's) include special agents, explosives technicians, fire protec-
tion engineers, and forensic scientists who respond to major incidents within 24
hours of a request to assist in large-scale fire and explosives scene investigations.
Additionally, ATF: (1) has been active in the Church Fire Investigations, (2) trains
canines in accelerant-detection and explosives detection, (3) has several ongoing ex-
plosives studies, and (4) provides expertise in solving arson-for-profit schemes.
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In the area of firearms, our mission is simple—to reduce gun violence and to fair-
ly and effectively regulate the legitimate firearms industry. Our targets are crimi-
nals who illegally use and/or supply guns to other criminals. The enemy of the law-
abiding gun owner is not ATF; the enemy is the violent armed criminal. Every time
someone fires indiscriminately into a school yard, or a crowded courtroom, or sprays
gunfire at the White House, or targets law enforcement officers, we are reminded
once again of the dangerous times in which we live. Our National Tracing Center,
provides 24-hour assistance to Federal, State, local, and foreign enforcement agen-
cies in tracing guns used in crimes. It is the only facility of its kind in the world.
To further ATF’s ability to trace crime guns, the National Tracing Center has
partnered with members of the gun wholesale industry through electronic linkups
that both speed trace completion time and save the industry money. This joint gov-
ernment/industry partnership is helping to fight crime nationally.

The more successful we are in keeping guns away from criminals, keeping illegal
gun traffickers from reaching children, and prosecuting those who use guns in
crimes and burn down America’s churches, the safer all Americans are. That is
ATF’'s mission—enforcing the law on behalf of the American people.

FISCAL YEAR 1996 HIGHLIGHTS

In support of this mission, the following are some highlights of our everyday work

over the past year:

—An ATF defendant was sentenced to 215 years of incarceration. The sentence
is the result of his conviction of 11 counts of robbery and 11 counts of using
a firearm during a crime of violence. The defendant’s arrest was the result of
an investigation conducted by the Violent Crime Task Force, comprised of ATF
agents and other law enforcement officers.

—ATF arson investigators assisted local law enforcement and prosecuting attor-
neys in a murder by arson investigation. ATF investigators utilized computer-
ized fire modeling techniques to refute the version of the property owner's ac-
count of the fire. The owner pled guilty to the murder and arson and was sen-
tenced to two consecutive life terms plus 30 years of incarceration.

—An ATF defendant, who has 40 felony convictions, was sentenced to 22 years
incarceration and fined $17,000 as a result of a sentencing enhancement. This
sentencing was a result of the defendant being arrested while being in posses-
sion of a loaded semiautomatic pistol.

—Five ATF defendants, who are members of the “El Rukin” street gang, were
found guilty of conspiracy to commit racketeering, narcotics conspiracy, and
other Federal law violations. The verdicts were the result of a 3-month trial.
Each defendant is facing life imprisonment.

—Two ATF defendants, who are Ku Klux Klan members, pled guilty to Federal
arson and civil rights violations relating to the arson of two predominantly Afri-
can American congregation churches. The following day two additional Ku Klux
Klan members were indicted for Federal arson, firearms, and civil rights viola-
tions for their participation in one of the previously mentioned church fires, the
burning of a migrant worker camp, and automobile arson, and possession of 13
firearms and ammunition. Two of the defendants have now been sentenced to
at least 18 years in prison.

—An ATF defendant was sentenced to two life sentences after being found guilty
of Federal firearms violations. This defendant shot and pistol-whipped a victim
as he robbed him of $150 in cash and a cellular phone. The defendant was later
arrested in possession of a firearm that the ATF laboratory identified as the
same firearm used to shoot the victim.

—An ATF defendant was sentenced to death for a murder, which he committed
by setting fire to an apartment in which a female acquaintance and her 3 year
old daughter were killed. The investigation revealed that the arson fire was an
attempt to cover the deaths of the victims.

—A defendant was sentenced to 31 to 94 years in prison for two subway bombing
incidents in which 41 people were injured. ATF agents assisted in the investiga-
tion by gathering evidence from the defendants residence, which resulted in the
defendants conviction.

| am also proud to report that ATF was the recipient of four Hammer Awards.

These awards are given by the Vice President for significant contributions in sup-
port of the National Performance Review Principles of putting customers first; cut-
ting red tape; empowering employees; and getting back to basics. Awards were given
to the following areas:



95

Project LEAD Team.—For developing a computer process that analyzes traced
crime gun data and identifies by name criminal firearms traffickers and associates
to aid field investigators.

The Partnership Formula Approval Process Working Group.—For streamlining, in
partnership with the beverage alcohol industry and the flavor industry, the flavor
approval process. The process time required prior to approval of some beverage alco-
hol labels and prior to the marketing of these products was reduced by six weeks.

The ATF CEASEFIRE Program Team.—For providing new and innovative govern-
ment/private industry partnerships, resulting in the cost saving development of a
highly-effective ballistics comparison technology and a national enforcement strat-
egy to solve firearms related violence.

The National Tracing Center.—For using cost effective technology and teamwork
involving Federal and contract personnel through which to implement an automated
records management system, convert a massive and disorderly records collection
system to a viable data storage and retrieval system—a valuable tool for the law
enforcement community.

I want to congratulate the ATF personnel who have worked hard to earn these
prestigious awards. This is a very significant accomplishment and shows ATF dedi-
cation and commitment to producing quality programs that benefit the United
States.

THE YEAR IN PROGRESS

ATF and its predecessor agencies have rendered honorable and effective service
for generations. As with all organizations, we have gone through changes. Effective
organizations continuously re-examine the way they do business. Over the last sev-
eral years we have sought to improve management, training, and operational sys-
tems. These changes have provided the framework for making ATF a stronger and
more effective organization. With the strong support of the committee, we have
begun to make significant strides in these areas.

When | appeared before this subcommittee last year | talked about instituting a
series of leadership and operational changes. | feel that we have made good progress
in implementing these changes. Along with our continued work in our daily efforts
to build a sound and safer America through innovation and partnerships, we face
several important issues throughout fiscal year 1997 and into fiscal year 1998:

—Headquarters Relocation.—ATF has been pursuing a suitable, secure site to re-
locate its headquarters and is requesting a prospectus approval to expedite the
first phase of this relocation. Partial funding is requested in fiscal year 1998
to begin site acquisition, design and construction of a new building.

—Restoration of Base Budget (Direct Appropriation).—ATF's base had a dispropor-
tionate share of pay, fixed and operational resources. ATF has made strides to
correct this problem in fiscal year 1997, and with the Committee’s support, ATF
will meet its goal of continuing to correct this problem in fiscal year 1998.

—Relocation of ATF's National Laboratory Center and Construction of a FIRE Fa-
cility.—ATF received partial funding to begin the required analysis, site selec-
tion and engineering and design. The final prospectus is pending Congressional
action by the Senate Environment and Public Work Committee. In fiscal year
1998, the Bureau is requesting the balance of funds to procure a site, design,
and build the facilities.

—Settlement of the African-American Employees Lawsuit—During fiscal year
1997, the Bureau has begun to implement the settlement of the African-Amer-
ican employees lawsuit by making changes in our recruitment, hiring, pro-
motion, and training systems.

—Implement GPRA.—During fiscal year 1997 the Bureau identified outcome ori-
ented performance measurements for fiscal year 1998, integrated its strategic
plan with the budgeting process, and refined its budget activity structure to ac-
commodate its business strategies. In fiscal year 1998 the Bureau will continue
to develop systems and collect data to report on these performance measures.

—Continuation of Studies.—Through funding provided to the Department of
Treasury in fiscal year 1997, ATF in conjunction with the National Academy of
Science, will complete the four part Explosion Prevention Study (which includes
Taggants) and the Armor Piercing Ammunition Study required by the Anti-ter-
rorism and Effective Death Penalty Act of 1996 and report to the Committee
on its status by April of 1997. We are also contracting with the National Acad-
emy of Science to conduct the Smokeless and Black Powder Tagging Study as
required by the Omnibus Consolidated Appropriation Act of 1997.
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FISCAL YEAR 1998 RESOURCE REQUEST

Before | move to more details of our program activities, | will highlight the follow-
ing key budget changes from fiscal year 1997 which will move us closer to reaching
our strategic goals, strengthening the management infrastructure, as well as provid-
ing the tools necessary to carry out our unique missions. If approved, our fiscal year
1998 budget represents the final stage of our three year goal of implementing a bal-
anced funding ratio and will help us to fulfill our strategic goals to reduce crime,
collect revenue and protect the public.

In addition to non-recurring one-time costs totaling $15,854,000 and $14,847,000
to maintaining current service levels, our direct appropriation request includes the
following initiatives:

Base Restoration: $20,462,000

Supports funding to balance the Bureau's pay and non-pay expenses, thus provid-
ing base funding for operational needs and non-human tools necessary to carry out
our programs in a safe and effective manner. Funding will be used to maintain
equipment replacement cycles for vehicles, radios, and computers, renew software
leases; meet communication requirements; assist in meeting the Year 2000 ADP
conversion requirements, and provide needed recurring laboratory, investigative,
and software supplies.

CEASEFIRE/IBIS Maintenance Costs: $1,200,000

The Bureau is requesting funding to maintain equipment and provide for recur-
ring data line requirements associated with 25 existing sites. This program has now
been installed at 12 out of our 21 field divisions.

Canine Explosives Detection Program: $3,974,000 and 17 FTE's

In fiscal year 1997, the Bureau has begun to expand the canine facility in Front
Royal, VA., hire canine handlers and train up to 30 canines. In fiscal year 1998,
with an expanded facility, the Bureau will be able to train up to 100 canines for
state, local, and federal agencies. This expansion will complete the canine detection
training infrastructure necessary to provide this level of training on an annual
basis.

As part of our continuing plans to relocate our National Laboratory from Rock-
ville, Maryland, the Bureau is requesting the following increase to complete this re-
location and is requested as part of the Laboratory Construction Fund.

Laboratory and Fire Research Facilities: $48,044,000

In fiscal year 1997, Congress provided ATF partial funding to cover the costs of
acquisition of a single site and the design for two separate buildings to house the
National Laboratory Center relocated from space in Rockville, MD, and a new initia-
tive, the Fire Investigation, Research, and Education (FIRE) Center, the newest
member laboratory in ATF's Laboratory Services System. In fiscal year 1998, ATF
is requesting full funding of the balance to cover construction and relocation costs.
Construction of the new facilities is scheduled for completion in fiscal year 2000.
Until that time, the National Laboratory Center will remain in its present location.
The FIRE Center will be co-located with ATF's Forensic Science Laboratory. This
FIRE facility will provide law enforcement agencies with access to a unique single
facility for scientific research and forensic support into the causes and characteris-
tics of uncontrolled structure fires. Currently, there is no fire research facility that
is solely dedicated to support criminal enforcement needs.

In fiscal year 1997, the Bureau was appropriated $44,595,000 from the Violent
Crime Reduction Fund. An increase of $5,783,000 over last year’s level allows the
Bureau to fund the following initiatives:

Headquarters Relocation: $26,312,000

This request allows the Bureau to begin site selection and design for construction
of a new, secured Headquarters building in the metropolitan Washington, D.C. area.
Increase Number of Annual Explosives Inspections: $5,458,000 and 53 FTE's

This request is part of a three year phased in goal to annually inspect 100 percent
of all high explosives manufacturing and storage facilities. In fiscal year 1997, we
will increase our coverage to 65 percent of the industry. In fiscal year 1998, our goal
is to increase the annual inspection coverage to 80 percent with the addition of 53
new inspectors.

Clearinghouse $1,608,000 and 3 FTE's

This request expands on the fiscal year 1997 initiative to enhance ATF's Explo-
sives Incident System to allow direct access for all Federal agencies to report explo-
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sives and arson incidents. In fiscal year 1998, the Bureau expects to complete the
second year requirements for systems development, and hardware requirements,
and allow field office on-line access to this information. Three positions are re-
quested to assess and refine the data for tactical investigative purposes.

Illegal Firearms Trafficking: $6,000,000

One of the Bureau’s main activities is to reduce violent crime. This activity uti-
lizes ATF’s unique statutory jurisdictions in firearms and explosives to attack armed
violent crime by targeting for prosecution those illegal firearms traffickers who are
supplying firearms to the criminal element and deny criminals access to firearms.
This request is for a two prong strategy to upgrade Project LEAD to a Local Area
Network (LAN)-based system from a PC-based system on a nation-wide basis. These
funds also allows the National Tracing Center to handle the increased tracing work-
load by enhancing software, simplifying data entry and provide better database
tools. Fourteen firearms trafficking groups will have access to this information.

Continuation of G.R.E.A.T. Program: $11,000,000 and 24 FTE’s

To continue the partnership originally established between ATF, the Phoenix Po-
lice Department and the Federal Law Enforcement Training Center to utilize the
expertise of each agency and to provide gang resistance and anti-violence instruction
to children in a classroom setting. ATF will provide funding to 44 different localities
through cooperative agreements to support their participation in this community
outreach program at the same level as in fiscal year 1997. Arresting violators alone
will not stop crime. We must dissuade young people from becoming involved in vio-
lence.

Our fiscal year 1998 budget is the cornerstone for creating a sound, fully balanced
Bureau. It balances our pay, fixed and operational costs, while at the same time en-
sures we have acquired the necessary tools to face the law enforcement challenges
of the twenty-first century.

REDUCE VIOLENT CRIME

ATF recognizes the role that firearms, explosives, and arson play in violent crimes
and pursues an integrated regulatory and criminal enforcement strategy to impact
these crimes. Investigative priorities focus on armed violent offenders and career
criminals, armed narcotics traffickers, violent gangs, and domestic and international
arms traffickers. Sections 924 (c) and (e) of Title 18 of the United States Code pro-
vide mandatory and enhanced sentencing guidelines for armed career criminals and
narcotics traffickers. ATF uses these statutes to target, investigate and recommend
for prosecution these types of offenders to reduce the level of violent crime and to
enhance public safety.

Under the activity Reduce Violent Crime, we have three main programs: Deny
Criminals Access to Firearms, Safeguard the Public from Bombing and Arson, and
Imprison Violent Offenders.

DENY CRIMINALS ACCESS TO FIREARMS

The projects under this program relate to identifying and deterring the sources
and participation in illegal firearms. We apply these strategies in concert with our
community and industry partnership efforts and particularly in conjunction with our
GREAT prevention effort. Projects include: lllegal Firearms Trafficking including
Project LEAD, International Trafficking in Arms, Youth Crime Gun Interdiction Ini-
tiative; Firearms Inspections; Stolen Firearms; Operation Alliance; the National
Tracing Center; and the High Intensity Drug Trafficking Areas (HIDTA).

Illegal Firearms Trafficking

The investigation of illegal firearms trafficking is one of the highest priorities
within ATF. Illegal firearms trafficking involves the distribution of firearms for the
principal purpose of making firearms available to others in violation of the law.
Amendments to the Crime Control Act of 1990, the Brady Act, and the Violent
Crime Control and Law Enforcement Act of 1994 have provided ATF with additional
jurisdiction to pursue illegal firearms traffickers and reduce the availability of fire-
arms to criminals. lllegal firearms trafficking program highlights for fiscal year
1996 include:

—Cases forwarded for prosecution—1,043

—Defendants recommended for prosecution—2,230

—34,491 firearms were illegally trafficked by those 2,230 defendants prior to their

recommendation for prosecution.
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—Due to the incarceration of these illegal firearms traffickers, in 1 year it is pro-
jected there will be 3,520 future firearms related crimes avoided, producing a
savings to the American public of $38 million in crime related costs.

An additional component of our illegal firearms trafficking project is our enhanced
training efforts regarding such activities, especially training provided to State, local
and foreign law enforcement personnel. In addition to courses taught at the Federal
Law Enforcement Training Center (FLETC), ATF will also conduct courses on illegal
firearms trafficking at targeted locations.

In partnership with the Police Executive Research Forum (PERF), ATF has par-
ticipated in the development of firearms trafficking training designed to certify
State and local law enforcement officers as trainers in this curriculum.

These courses will enhance the expertise of our own agents as well as further the
cooperative relationships already established with State and local agencies in com-
bating illegal firearms trafficking activities.

Project LEAD

ATF has developed state-of-the-art computer software to analyze firearms trace
data maintained by the National Tracing Center. Through Project LEAD, informa-
tion captured during the tracing process enables ATF and other law enforcement
agencies to identify and target potential illegal firearms traffickers.

Firearms Tracing

The ATF National Tracing Center traces the origin and ownership of guns used
in crimes and is sharing this information with law enforcement agencies. The infor-
mation, which is only from recovered and traced crime firearms, can be requested
by Federal, State, local, or foreign law enforcement agencies. Criminal firearms
trace statistics are maintained for each State, and investigative leads are furnished
to the law enforcement community by identifying suspected traffickers.

During fiscal year 1996, approximately 116,674 requests for firearms traces were
processed, an increase of 46 percent from fiscal year 1995. Urgent traces are usually
completed within minutes and facilitated by our electronic links to industry.

Youth Crime Gun Interdiction Initiative (YCGII)

This initiative was designed to identify the sources of firearms supplied specifi-
cally to juveniles and to target traffickers who acquire and provide guns to juve-
niles. With the newly developed Project LEAD investigative analyses, the Bureau
will begin to trace juvenile crime guns to their sources utilizing technological im-
provements in certain select locations nationwide. In support of the YCGII, ATF en-
tered into a partnership with the National Institute of Justice and 17 police depart-
ments around the country. In support of this initiative, research will be conducted
that will provide a comprehensive picture of the illegal flow of firearms to juveniles,
juvenile crime patterns, and juvenile firearm preferences in each participating city.
The enforcement effort will consist of ATF special agents and inspectors working
with police departments from each selected city to investigate and prosecute those
individuals that are identified as illegally supplying firearms to juveniles. The re-
search results concerning trends in juvenile crime and the juvenile firearms market
will be published at the conclusion of the initiative.

SAFEGUARD THE PUBLIC FROM BOMBING AND ARSON

The projects under this program focus on identifying and deterring sources and
pursuing the criminal misuse of explosives material and fire. Projects include: Pre-
venting Criminal Misuse of Explosives, including Trace Element (Detection), Stolen
Explosives and Recovery, Profiling, Canine, Interdiction, Explosives Incident Sys-
tem, Tracing, Dipole Might (Pipe Bomb Study), Certified Explosives Specialist;
Arson Audits; Asset Forfeiture; Investigation (Post Incident Response), including
National Response Team, International Response Team, Explosives Technology and
the Fire Facility. Consistent with our jurisdiction, ATF:

—Assists State and local authorities with any arson investigation, falling under
Federal jurisdiction, and having a significant impact on their community, espe-
cially when the nature or magnitude of the problem extends beyond the inves-
tigative jurisdiction or resource capability of such authorities.

—Provides training to other Federal, State, and local enforcement agencies rel-
ative to the detection and investigation of arson over a broad spectrum of arson-
oriented topics, with special emphasis on arson-for-profit schemes and other re-
lated arson tactics employed by organized crime and white collar criminals.

—Provides training in post-blast bombing investigation to Federal, State, local
and foreign law enforcement agencies.
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—In conjunction with the U.S. Army Corps of Engineers, the National Security
Council, and the Defense Nuclear Agency, continued to participate in a project
known as Dipole Might. The project is designed to develop a computer software
system to assist investigators when processing large car bomb scenes.

During fiscal year 1996, ATF instructors participated at numerous explosives and
arson related training programs conducted throughout the country. ATF publica-
tions entitled “Arson Investigation Guide” and “Explosives Investigation Guide”
were revised, and the 1996 Arson Case Brief Publication was distributed.

During the period of fiscal year 1996 there were 255 explosives-related arrests
that involved 315 defendants, 152 indictments and 294 convictions. There were also
287 arson-related arrests which involved 450 defendants, 81 indictments and 287
convictions. Over $29.8 million was saved from fraudulent insurance claims. And
with ATF’s internationally and nationally accredited laboratories, expert forensic
support is provided on arson and explosives investigations.

Arson Program

ATF provides vital resources to local communities in the wake of arson and explo-
sives incidents. ATF pioneered the development of local multi-agency task forces de-
signed to pool resources and expertise in areas experiencing significant arson prob-
lems. In fiscal year 1996, ATF led formal arson task forces in 15 major metropolitan
areas throughout the United States, and participated in numerous others.

Critical to the success of this comprehensive post-incident response is the certified
fire investigator (CFl). ATF CFI's are the only investigators trained by a Federal
law enforcement agency to qualify as expert witnesses in fire cause determinations.
The Department of Justice recently requested that ATF provide basic arson famil-
iarization training to the FBI and Department of Justice prosecutors concerning the
church fire investigations. In fiscal year 1996, there were 54 CFl's stationed
throughout the United States. Fifteen of those CFI's completed the 2-year training
process and were certified in fiscal year 1996, and an additional 29 CFI candidates
were in the initial stages of training and will be fully certified in fiscal year 1998.
ATF CFI's have